
Well-typed Trustworthy Computing in the Presence of Transient Faults

In recent decades, microprocessor performance has been increasing exponentially, due in large part to smaller and
faster transistors enabled by improved fabrication technology. While such transistors yield performance enhancements,
their lower threshold voltages and tighter noise margins make them less reliable, rendering processors that use them
more susceptible totransient faultscaused by energetic particles striking the chip. These faults do not cause permanent
hardware damage, but they alter values and corrupt computations. In 2000, Sun Microsystems acknowledged that
cosmic rays caused crashes in server systems at major customer sites, including America Online, eBay, and dozens of
others. There are hardware-only solutions to the problem of transient faults, but such solutions exact high hardware
costs, can’t be deployed after-the-fact when transient faults appear in the field, and only provide one-size-fits-all
reliability policies.

Intellectual Merits: The goal of our work is to develop a trustworthy, flexible and efficient platform for reliable
computing in the presence of transient faults. Our multidisciplinary team will do so by developing an end-to-end
solution for producing reliable software involving the following components: (1)Programming language-level relia-
bility specificationsso consumers can dictate the level of reliability they need on a case-by-case and application-by-
application basis, (2)reliability-directed compilationso compilers can interpret programmer reliability specifications
and introduce the redundancy necessary to tolerate the specified faults, (3)typed intermediate languageswith novel
type systems capable of automatically verifying reliability properties of intermediate program representations, (4) a
new framework fortype- and reliability-preserving optimizationsas many current, common compiler optimizations
are, surprisingly,not reliability-preserving, (5)automatic, machine-level reliability verificationso compiler output
can be proven reliable, (6) newsoftware-modulated fault tolerance techniquesat the harware/software boundary to
implement the reliability specifications, including both software-only and hybrid hardware/software techniques, to
maximize speed and minimize power, offering reliability at the right cost, and finally (7)microarchitectural optimiza-
tion that explores opportunities to trade reliability of components off against demands for performance, power, and
cost.

Together our multi-disciplinary team is uniquely qualified to carry out this research. Walker and his collabora-
tors developed the first design, implementation, type-preserving compiler for, and theory of Typed Assembly Lan-
guage (TAL) [39, 40, 38, 36]. Appel was the main developer of SML of NJ [5] and introduced and implemented the
concept of Foundational Proof Carrying Code [4], a framework for trustworthy implementation of Typed Assembly
Language. August has already done ground-breaking work in software fault tolerance, introducing the concept of
software-modulated fault tolerance [57, 58], developing novel HW/SW hybrid fault tolerance techniques, and recently
winning the best paper award at CGO (the International Symposium on Code Generation and Optimization) [56].
Martonosi and Clark are experts in microarchitectural- and circuit-level exploitation of unreliable components to re-
duce power and cost [28].

Broader Impact: The PIs have aproven track recordwhen it comes to integrating research and education. First,
Walker has organized a series of summer schools on software security and reliability over the last three years [7, 8, 6],
taught by experts brought from around the world, and involving over 150 participants in three years. He will continue
his mission to develop these schools in the years to come. Second, combined, the 5 PIs have supervised approximately
68 undergraduate student-semesters of research over the past 5 years, and will continue to do so. Third, the PIs will
remain active in increasing the participation of underrepresented groups in science and engineering, by, for instance,
continuing their commitments to groups such as GWISE (Princeton’s Graduate Women in Science and Engineering)
and the NSF/CRA distributed mentoring program, as Martonosi has done. In addition to educational impact, the PIs
also have extensive links with industry to ensure technology transfer of the proposed research. The PIs can accomplish
this by disseminating software to the research community without restriction, as August has done with his Liberty
Simulation Environment and fault-tolerant compiler work.
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In recent decades, microprocessor performance has been increasing exponentially, due in large part to smaller and
faster transistors enabled by improved fabrication technology. While such transistors yield performance enhancements,
their lower threshold voltages and tighter noise margins make them less reliable [13, 45, 65], rendering processors that
use them more susceptible totransient faults, which are caused by external events, such as energetic particles striking
the chip. These faults do not cause permanent damage, but may result in incorrect program execution by altering signal
transfers or stored values. As each processor generation increases the density of transistors, the effects of transient
faults will become more pronounced. To mitigate the deleterious effects of processor strikes, each processor generation
will need to devote more and more attention simply to maintain the current level of reliability.

While discussions of alpha particles, neutrons and cosmic rays interfering with earthly transistors may sound like
science-fiction to those unfamiliar with state-of-the-art processor design, it absolutely is not. As a matter of fact,
transient faults are already causing substantial failures with significant costs in high-end machines. Consider, for
instance, the following well-documented failures:

• In 2000, Sun Microsystems acknowledged that cosmic rays interfered with cache memories and caused crashes
in server systems at major customer sites, including America Online, eBay, and dozens of others [14].

• Cypress Semiconductor acknowledged, “the wake-up call came in the end of 2001 with a major customer re-
porting havoc at a large telephone company. Technically, it was found that a single soft fail. . . was causing an
interleaved system farm to crash.” [82]

• Cypress Semiconductor also states: “Another incident occurred at an automotive supplier, where theirbillion-
dollar factory ground to a haltevery monthdue to what was traced to a single-bit flip in their network” [82].
(Emphasis added was our own.)

• At the Los Alamos Neutron Science Center, Hewlett Packard acknowledged their AlphaServer ES45 supercom-
puter was frequently crashing due to soft errors [34].

Hence, reliability in the presence of transient faults is already a significant cause for concern at major semiconductor
manufacturers and threatens to be more so in the future. For further compelling evidence, we strongly encourage all
reviewers of this proposal to read the attached letter of support by Shubu Mukherjee, Director of Intel Research’s Fault
Aware Computing Technology (FACT) Group and Co-Director of the Architecture Modeling Infrastructure (AMI)
Group. He is a world expert on transient faults and their impact on hardware design, now and in the future. In his
words,

Soft errors pose a key obstacle to the growth of the semiconductor industry. Moore’s Law-the continuous
exponential growth in transistors per chip-has brought tremendous progress in the functionality and per-
formance of semiconductor devices, particularly microprocessors. However, each succeeding technology
generation has also introduced new obstacles to maintaining this growth rate. Transient faults due to sin-
gle event upsets have emerged as a key challenge whose importance has increased dramatically and will
continue to increase through the next decade.

The Case for Software-Modulated Fault Tolerance. Processor designers must constantly make trade-offs to obtain
the best performance while still meeting their constraints. With the increasing importance of transient faults, reliability
will emerge as another critical axis that can be traded off against performance, power and cost. However, reliability,
like security, can be a more difficult sell to the general public. The number of GHz your newest processor has, the
lifetime of your laptop battery, and the cost of your computing solution all attract more attention. This is particularly
true since hardware manufacturers are generally loath to publish the soft error rates of their chips – such numbers can
only generate negative publicity and can potentially even lead to lawsuits. So with all the focus on power, cost and
performance, reliability may be the axis to suffer. Mukherjee speculates the hardware industry will only deploy hard-
ware fault tolerance techniques in its chips when it has actually suffered severe monetary losses. For many consumers,
this may be too late. Indeed, the anecdotal evidence above suggests it is already too late for some consumers.

Software-only fault tolerance techniques possess a massive potential advantage over hardware-only techniques in
that they may be deployedselectivelyand immediatelyon existing hardware to whomever needs it, whenever they
need it. At the first sign of trouble from transient faults, one could deploy new fault-resilient software to correct the
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problem. One certainly would not have to wait for a new generation of microprocessors while the current generation
is failing in the field, costing millions or more to affected industries. Most importantly, companies and services with
high reliability requirements could make the decisions themselves to deploy software that covers for potential hardware
errors. The fast reaction time which is possible only in software could avert potential disasters for these companies.
Surely, America Online, EBay, the affected telephone and automotive suppliers, and the Los Alamos super computer
users mentioned above would have welcomed immediate software technology to avert further losses.

If software-only fault tolerance techniques are the rapid response solution for today and tomorrow,hybrid hardware-
softwaretechniques are the flexible, efficient and reliable solution for our next-generation processors of the future. Hy-
brid solutions can provide a level of protection unavailable in software-only solutions — all currently known software-
only techniques possess awindow of vulnerabilityduring which a bitflip can cause potential harm. The window of
vulnerability may be narrowed in software-only solutions, but not entirely eliminated as current hardware lacks the
necessary atomic, protected instructions. We call a hybrid solutionsoftware-modulated(i.e., software-controlled)
when the hardware provides specific instructions and functional units to protect against faults, but these units have low
hardware implementation costs and may be controlled and selectively invoked by the software. Such hybrid, software-
modulated solutions will be the next to be deployed because of their low-cost and high performance. The true winners
will be those future solutions that best exploit the capabilities of software and hardware to provide maximum perfor-
mance in the widest range of different environments at the lowest cost with the ability to trade off reliability guarantees
against other considerations as the consumer requires it.

A Trustworthy, End-to-end Solution. Replacing hardware fault tolerance with software (or software-modulated)
techniques that purport to tolerate and recover, but fail or introduce new errors, is unacceptable for customers who
require highly reliable and trustworthy systems. Unfortunately, industrial-strength compilers are typically hundreds of
thousands of lines of code and, naturally, programs of this size contain bugs. Traditional compiler writers attempt to
track down their bugs by building massive test suites. However, no matter how large the test suite, it cannot cover all
combinations of programming language features. Bugs inevitably slip through the testing net and manifest themselves
in the field. In the “good” case, relatively speaking, program developers catch compiler errors as they develop and
test their programs. Developers then rewrite their programs, often awkwardly, to avoid actually deploying buggy
applications. At the same time, they can communicate the bugs they found back to compiler writers who will then fix
these problems in the next version of the compiler software. Hence, in a real sense, application developers work as
a second line of testers for compiler writers. Of course, in the bad case, compiler errors slip through the last line of
testing defense by the application developers and result in buggy applications.

For compiler writers attempting to generate fault-tolerant code, the compiler reliability problems they face are
many orders of magnitude more difficult to overcome, yet their most concerned target customers demand greater end-
to-end reliability than anyone else. The central difficulty is that transient hardware faults are an infrequently occurring
and completely nondeterministic phenomenon. Faults may occur at any point in a computation: during execution of
any instruction or in the midst of a control-flow transfer. Faults may also affect many different elements of observable
hardware state: user registers, the program counter, conditional flags, caches, and memory. If developing tests to
cover compilation of all possible combinations of features ranges from difficult to near-impossible, then developing
tests to cover all features in addition to all different kinds of faults at all different times in execution starts at beyond-
impossible and ranges to who-knows-what. If the situation could be any worse, one should also recognize that compiler
writers cannot use application developers as a second line of testers. Transient faults that occur in the field show up
infrequently and when they do, they are generally unreproducible. Their only effect is to cause great damage, and
when they do, it is too late to wish one had added that extra test case.

The clear conclusion is thata trustworthy platform for computing in the presence of transient faults cannot be built
on the basis of traditional testing techniques alone. However, while conventional testing falls short,typed intermediate
languagesandtype-preserving compilation[68, 62, 40, 37, 4] have the potential to provide substantially better relia-
bility and to guarantee that compiled code is indeed fault tolerant. Unlike conventional compilers, a type-preserving
compiler propagates typing information into its compiler intermediate languages. After each code transformation or
optimization, the compiler can run an intermediate language type checker on the resulting code. If the type checker
detects an error, then the compiler has produced incorrect code. Type-preserving compilation is extremely helpful for
compiler writers attempting to debug their compiler. In addition, application developers can avoid shipping incorrect
and unreliable code by type checking their compiled products. While they may be annoyed at type errors that signal
the compiler they are using has a bug, finding out earlier is substantially better than finding out late and suffering
expensive consequences.
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Type checking intermediate language programs is an important complement to conventional testing, because while
conventional testing only catches errors that show up on a particular run of a compiled program, a type checker can
verify that certain properties holdfor all runs of the program, no matter the input. So far, type preserving compilers
have only been used to verify standard sorts of “type safety” and “memory safety” properties and, crucially, they do
so under the assumption of perfect hardware. However, we believe that the role of type checkers for intermediate
languages can be dramatically expanded to take on the new task of verifying reliability properties. When verifying
reliability, the type checker will not assume perfect hardware. Rather, the type checker will guarantee that under a
certain hardware fault model,for all runsof the program andfor all possible faultsin the model, the program will not
fail.

The guarantee over all runs and all faults is a guarantee no test suite can ever provide, but a type checker can.
On this basis, we will be able to develop the first truly trustworthy, flexible, and reliable software-modulated systems
capable of detecting and recovering from transient faults.

Summary: The Proposal’s Intellectual Merits. The goal of our work is to develop a new, trustworthy, flexible and
efficient platform for reliable computing in the presence of transient faults. Our team will do so by developing an
end-to-end solution for producing reliable systems involving the following components:

1. Reliability specifications. To allow programmers a choice of reliability policies, we will introduce new se-
mantically meaningful language features that allow programmers to specify the reliability they require for their
application. Policy specifications will be very lightweight and as course-grained (at the level of whole programs)
or fine-grained (at the level of modules or particular data structures) as the programmer chooses.

2. Type- and reliability-directed compilation. Reliability specifications will be interpreted by the compiler and
direct it to introduce sufficient redundancy into the computation. Once the necessary redundancy has been
introduced, new type systems we will design, implement, and prove sound will be used to automatically verify
reliability properties.

3. Type- and reliability-preserving optimization. In August’s previous work on fault tolerance [56, 57, 58], he
has observed that conventional compiler optimizations such as common subexpression elimination and copy
propagation can and do eliminate artificial redundancy introduced for the purpose of fault tolerance and con-
sequently has had to turn such optimizations off in his previous work. We propose to attack this problem and
develop a completely new theory and implement a new framework forsoundreliability-preserving optimization.
Our new optimization framework will operate over the typed intermediate languages that we design and will be
guaranteed to produce type-safe (ie: verifiably fault-tolerant) code.

4. Machine-level reliability verification. The output of our compiler will be a novel Typed Assembly Language
(TAL) that, like our compiler intermediate languages, can be automatically checked for sophisticated type safety
properties that imply fault tolerance. While conventional testing techniques will never guarantee that compiled
programs are truly fault tolerant, we will prove that for a particular, but realistic fault model, our assembly
language type system guarantees fault tolerance for all possible program inputs and all possible faults. More
precisely, since we will explore a number of fault-tolerance schemes, which blend in both hardware and software
fault tolerance techniques, we will develop a family of type systems capable of checking the different constraints
required by the different schemes.

5. New software-modulated techniques for fault tolerance.We will develop new software-modulated tech-
niques to implement the reliability specifications. This work will build off and improve our previous software-
only [56] and hybrid hardware/software techniques [57, 58] to maximize performability, offering reliability at
the right performance cost.

6. Microarchitectural optimization. With software-modulated techniques providing fault protection, we are free
to explore new techniques which exploit intentional reduction in component reliability to reduce power, reduce
cost, or improve performance.

Together our multi-disciplinary team is uniquely qualified to carry out this research. PIs Appel and Walker are
experts in programming language design and type-preserving compilation. Walker and his collaborators developed
the theory and first implementation of Typed Assembly Language (TAL) [39, 40, 38]. Appel was the main developer
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of SML of NJ, the first efficient compiler and garbage collector for the SML programming language [5] and introduced
and implemented the concept of Foundational Proof Carrying Code [4], a framework for trustworthy implementation of
Typed Assembly Language. PI August is an expert in the integration of compiler and hardware technology. His group
has already done ground-breaking work in software fault tolerance, introducing the concept of software-modulated
fault tolerance [57, 58], developing novel HW/SW hybrid fault tolerance techniques, and recently winning the best
paper award at CGO (the International Symposium on Code Generation and Optimization) [56]. Margaret Martonosi
and Doug Clark are experts in microarchitectural- and circuit-level exploitation of unreliable components to reduce
power and cost [28].

Summary: The Proposal’s Broader Impacts The PIs have extensive links with industry to ensure technology
transfer of the proposed research. The PIs also have a track record of disseminating tools and software to the research
and education community without restriction. Compiler, run-time, and profiling tools developed as a result of this
work will be treated no differently. Appel’s previous work on implementing the Standard ML of New Jersey compiler,
the most widely used SML compiler, and his resulting textbookCompiling with Continuations[3] are illustrative
examples of the broad impact this group of PIs can make. Already, in fact, August’s prior (unsupported) work in this
area has led to the distribution of a reliability-aware version of the IMPACT compiler, currently in use in academia
and industry by at least four other research groups.

The proposed support will also help the PIs continue to serve several educational objectives. First, over the last
three years, Walker, has organized a series of summer schools on secure and reliable computing. These summer
schools [7, 8, 6] have brought in top researchers from all over the world to teach a well-structured curriculum on
various topics in security and reliability to groups of senior undergraduate, graduate, postdoctoral, and, even in one
exceptional case, high-school students. There is simply no other program in North America that compares to the
program Walker has put together. He pledges to continue this important effort if funded. Second, the PIs will continue
to supervise numerous student-semesters of undergraduate research, involving more students in the work proposed
here. Over the last 5 years, the 5 PIs supervised approximately 68 student-semesters worth of research in total.
Third, the proposal will support the development of publicly available course material on reliability. This material
will be developed in consultation with leading reliability researchers and will be designed to prepare upper-class
undergraduate and graduate students for the increasing reliability challenges of the next 10 years.

In addition to their other endeavors, the PIs will remain active in increasing the participation of underrepresented
groups in science and engineering. Martonosi, for instance, is a clear leader in this area, as she has worked with a
number of groups, ranging from GWISE (Princeton’s Graduate Women in Science and Engineering) to the NSF/CRA
distributed mentoring group, which pairs top female scientists with female undergraduate students for a summer of
research.

3 Research Plan

In this section, we will further explain how we plan to develop the first truly trustworthy and flexible platform for
reliable computing in the presence of transient faults. More specifically, the following subsections explain these
components of our proposal in order:

• Research on the theory, design, and implementation of high-level, semantically meaningful specifications of re-
liability requirements and techniques for analyzing and compiling source-level code into intermediate languages
in order to guarantee such requirements are met.

• Research on the theory, design, and implementation of compiler intermediate languages equipped with novel,
provably sound type systems capable of guaranteeing specified reliability requirements. Further research on
the development of a Typed Assembly Language with an efficient type checker capable of verifying reliability
properties of the machine code generated by our compiler infrastructure.

• Research on the theory, design, implementation and evaluation of novel reliability-aware and type- and reliability-
preserving optimizations.

• Research on the development and correctness of new machine-level fault tolerance techniques that use novel
combinations of software and hardware protections.
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Figure 1: Natural reliability of applications

• Research on hardware design and optimization cognizant of the trade-offs between cost, performance, power,
and reliability.

3.1 Specifying Reliability Requirements

Different applications, or the same applications used in different places, can exhibit remarkably different degrees of
reliability. First, to get a sense of the impact of environment, consider that the fault rate flying in an airplane over the
North Pole can be 100 to 500 times the fault rate at sea level in New York due to cosmic radiation. In future, a Wall
Street banker who can accept lower fault-tolerance protection in her office, may need a substantially better protected
system on her laptop during the trip over the pole to Hong Kong [82].

Second, to give a quantitative idea of the variation between applications, examine Figure 1, which shows the
natural reliability of a variety of programs without any protection added to them. This figure measured the reliability
using the architectural vulnerability factor (AVF) metric [55] (for the purposes here, the percentage of single-bit faults
which lead to incorrect output) under a Single Event Upset (SEU) model. More specifically, we toggled a single bit in
the register file, chosen at a random point across the entire run of the application, and then measured whether there was
any difference in the observable outputs of the application. In this experiment, the per application reliability varied
from 51% for175.vpr to 83% for124.m88ksim and130.li .

Third, the disparity in natural fault tolerance will be even greater when the semantics of the application is taken
into consideration. For example, a fault in a single pixel in a single frame in the video stream playing at 30 fps is
unlikely to be noticed by the user, so applying fault tolerance in this case would be superfluous and even detrimental
if the increased reliability comes at the cost of choppy playback. While a bank might tolerate intermittent errors that
perturb web site display, any interruptions in overall web site availability or errors in transactions could be enormously
costly.

In order to allow programmers to control the trade-off between reliability and performance, we propose to develop
a system oflightweightsource-level reliability specifications. Our goal will be to give programmers control when
they require it, and yet avoid placing any additional programming burden on users. Programmers unconcerned with
performance, or conversely, unconcerned with reliability, will be able to write completely ordinary, unannotated code,
and specify a uniform policy for their entire program with a simple compiler switch. Crucially, if faults are causing
substantial unforeseen problems for your business or institution, as they did at the Los Alamos Neutron Science Center
(see Section 2), the compiler switch can be changed (-R2 to -R4 ), the code recompiled, and the improved fault-
tolerant application deployed. We will also allow programmers concerned with fine-tuning the reliability-performance
trade-off to override the default policy with fine-grained reliability specifications at the level of interfaces and modules,
and more fine-grained still at the level of individual data structures.

While the specific details of the structure and syntax of programmer annotations will be an important topic of
research, we initially envision usingtype qualifierswith the form rel(k) to specify reliability. Intuitively, a data
structure (or module) qualified byrel(k) should be resilient againstk simultaneous faults. Given a collection of
such qualifier specifications, it will be the job of the compiler to automatically introduce sufficient redundancy into
the computation to supply the required reliability. We propose to develop the static analyses necessary to make this
possible.

One crucial, new insight that will allow us to solve this problem is that guaranteeing reliability is a classicdata
and control-flow integrityproblem. For instance, a data structure annotatedrel(k) can resistk faults only if all
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data flowing to, and stored in, the structure is uncorrupted — ie, it too must resistk faults. Moreover, control flow
leading to any data structure assignments must also be unperturbed in the presence ofk faults. The classic solution to
an integrity problem like this one is to perform an information flow analysis, and there has been much research on this
topic over the last several years which we hope to exploit. Our team will study and identify the best information flow
inference techniques and adapt them to our problem. With the information provided by information flow analysis, we
believe we will be able to label all data and operations with the necessary reliability level. After labelling, the compiler
will in turn be able to introduce the necessary redundancy into compiled code. However, the specifics of the analysis
and program transformation will consistute a key research focus for us.

In addition to designing and implementing our language and associated compiler framework, we will formalize the
semantics of our language and the corresponding static analysis. Our proposed work will also include usability studies
of these annotations: their utility and their ability to give programmers more fine-grained control over reliability and
performance. Our language and compiler framework will be freely available on the Web and we will encourage
adoption and respond to feedback.

Security vs. reliability. There has been much previous work on the use of type systems to provide security against
malicious attackers, which is a quite different problem from what we propose, which is to provide reliability in the
face of random bit-flips. Simple type systems such as Java’s can guarantee that clients of an interface don’t read or
modify internal data structures of other modules; such type systems intrude minimally on the programmer, but mean
that inadvertant programming mistakes can reveal information. Type systems for information-flow security, including
Jif [42] and FlowCaml [52], guarantee global security properties even in the face of programmer error, but the type
systems are extremely cumbersome for the programmer.

We emphasize two points: First, our technique will not impose any cumbersome type system on the programmer.
We do not need to prevent any programs from being written or compiled. We will allow all programs to compile;
the reliability annotations serve to direct how much redundancy and replication of user code is required. All of our
high-tech type systems will be used in internal compiler intermediate languages, to verify that the compiler correctly
replicates as necessary.

Second, one cannot have security without reliability. Govindavajhala and Appel [24] have shown that a malicious
attacker can easily turn single-bit upsets into successful attacks; the attacker can write a program that type-checks in
Java (or in an information-flow type system), such that any single-bit error permits the cast of any pointer into any type.
They demonstrated this in practice on real hardware, using a light bulb to warm the memory chips of a PC until bits
started to flip. They also show that the use of ECC memory, along appropriate logging and response to ECC-detected
bit-errors, is a good defense; but they showed no defense against bit-errors in processor datapaths. Our proposed
research will provide such a defense. In summary, bit errors can be used to defeat type systems or static analyses used
for purposes of security against malicious attackers, and our new research will not only provide reliability but will also
support the security guarantees of static security mechanisms.

3.2 Typed Intermediate and Typed Assembly Languages

A central element of our compiler research will focus on the development of novel, provably soundtyped compiler
intermediate and target languages(TILs). These TILs will be capable of representing the results of compilation from
our proposed source language. These results include code and data as well as reliability requirements, which will
be represented as types in the intermediate language. After any compiler phase, it will be possible to type check
the resulting intermediate program representations. Type checker success will indicate that reliability requirements
are guaranteed; typechecker failure will indicate that there is a potentially dangerous compiler error and reliability
requirements arenotguaranteed.

Before defining the type systems themselves, it is necessary to developformal fault modelsthat specify the nature
of the faults that can occur. With fault models in hand, the system vulnerabilities will be well-defined and design of
type system support for protection against these faults may begin. Initially, we will focus on two different sorts of
faults:

• Data faults. In general, data faults occur when integers, pointers or other data values, either in registers or in
memory are corrupted by transient faults. However, the specific data values that can be corrupted will vary de-
pending upon assumptions about hardware protections. For instance, some storage structures such as caches and
memory include error correcting codes (ECC) and parity bits so the redundant bits can be used to detect or even
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correct the fault. (Note that while ECC can protect storage and busses, it cannot protect general computation.)
Hence, depending upon reliability requirements, ECC may be sufficient to protect memory and only register
faults need be modeled. August’s (Co-PI) SWIFT system [56] assumes that ECC protections are available in
the memory hierarchy. However, we will develop and analyze precise fault models for a variety of different
hardware configurations.

• Control-flow faults. Control-flow faults occur when transient faults interfere with the program counter or
instruction execution in the midst of a control-flow transfer. Control-flow faults may cause control to jump to
almost arbitrary code locations. While protection against such faults may seem near impossible, researchers
have developed software techniques, which work in concert with hardware protections, to successfully detect
and recover from such faults. Once again, August (Co-PI) has developed and implemented such techniques for
his SWIFT and CRAFT systems.

In preparation for this proposal, we have begun to develop formal fault models, a compiler intermediate language
and a type system to guarantee resistance against data faults. If funded, we will carry through our preliminary investi-
gations of data faults and then in later years of the proposal, focus our attention on control-flow faults.

At present, we are exploring a very strong model for data faults in a formal operational semantics. This model
allows any program value to be “zapped” and rewritten as some arbitrarily different value. Given a machine state
(M,E[v]) whereM is a memory,E[ ] is an evaluation context, andv is a value, we model a value fault formally using
the operational rule:

(M,E[v]) −→ (M,E[v′]) (rule zap-val)

A memory fault may be modeled using a similar sort of rule.
Type theorists will notice immediately that such a fault model is problematic for ordinary typed programming

languages. Since the valuev becomes some other arbitrarily different valuev′ (with arbitrarily different type, or no
valid type at all), the standard, yet essential Type Preservation theorem will not hold. Moreover, if the corrupted value
v′ is copied by the program code, a single fault may result in arbitrarily many faulty or corrupted values — checking
for faults before every single instruction to prevent propagation of corrupted values is simply too expensive, and it
turns out, not necessary.

Existing fault tolerance systems (the unverified ones), if they are correct, avoid “going wrong” in such circum-
stances by generating code that performs several independent, but identical, redundant computations. A key invariant
is that while the corrupted values have unexpected types, and are copied arbitrarily many times, values from one inde-
pendent computation do not flow into another. Before critical operations such as an indirect jump through a potentially
corrupt pointer or a memory dereference occurs, results from these independent computations are compared against
one another to detect faults.

In order verify and enforce this key invariant used by existing fault tolerance systems, we are developing a novel
type system to track the multiple independent computations. Our type system assigns a different “color” to the data
used in each different independent computation and guarantees that, for instance, red data only depends upon other
red data and blue data only depends upon other blue data, etc. Hence, if a fault occurs in red data, arbitrarily many red
values may be corrupted, but no blue or green values will be corrupted. Our system also requires that prior to executing
any safety-critical operation, equivalent (but independently computed) red, blue and green values be compared to test
for faults.

The colors assigned to datastructures will be carried around in types as type qualifiers, resulting in a type algebra
with the following (rough) form:

(colors) c ::= red | blue | · · ·
(types) τ ::= c int | c (τ1, ..., τm) → (τ ′

1, ..., τ
′
n) | · · ·

Typing rules will prevent data with one color from being used to construct data with a different color – such a de-
pendence would incorrectly propagate faults from one color to another. Typing rules will also guarantee that when
checking for faults, data with different colors are compared,not data with the same color. If data with the same color
were compared, a single fault could fool the fault detector.

Our preliminary work has involved developing an idealized typed intermediate language, based on a lambda calcu-
lus with faults. We are currently in the process of attempting to prove that our type system guarantees the underlying
code is fault-tolerant. Our progress is very promising, but the proof remains to be completed. Once complete, we
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ld r2=[GLOBAL]

add r1=r2,r3

st [r1]=r2

(a) Original Code

ld r2=[GLOBAL]
1: r2’=r2

add r1=r2,r3
2: add r1’=r2’,r3’
3: jne r1,r1’,faultDetected
4: jne r2,r2’,faultDetected

st [r1]=r2

(b) SWIFT Code

ld r2=[GLOBAL]

add r1=r2,r3
2: add r1’=r2,r3’
3: jne r1,r1’,faultDetected
4: jne r2,r2,faultDetected

st [r1]=r2

(c) Copy Propagation (CP) and Dead
Code Elimination (DCE)

ld r2=[GLOBAL]

add r1=r2,r3

3: jne r1,r1,faultDetected
4: jne r2,r2,faultDetected

st [r1]=r2

(d) Common Subexpression Elimination, CP, and DCE

ld r2=[GLOBAL]

add r1=r2,r3

st [r1]=r2

(e) Dead Branch Elimination (Original Code!)

Figure 2: The SWIFT scheme and the effect of subsequent optimizations upon it.

will have a sound basis for implementation of a practical typed compiler intermediate language, though moving from
an idealized lambda calculus to a complete compiler intermediate language is never trivial. Moreover, once we have
typed compiler intermediate languages, we must also develop a typed assembly language with fault-tolerance check-
ing capabilities. As high-level languages are compiled into lower-level languages, typing becomes more difficult
since the high-level abstractions are broken down into many low-level instructions that are transformed and sched-
uled for optimal performance. Once the question of data faults is understood, the problem of verifying code at risk
from control-flow faults persists. Finally, as we plan to develop new software-modulated hybrid techniques, each of
these new techniques will carry with them new constraints on software that must be checked to guarantee correctness.
Hence, if funded, we anticipate developing an entire family of related type systems, each capable of checking different
constraints dependent on the details of the hardware architecture and assumptions concerning the fault model. As PIs
Appel and Walker are world experts in the theory, design and implementation of typed intermediate languages and
typed assembly language, and August, Clark, and Martonosi have equal expertise in the details of fault tolerance and
hardware design, we are convinced, if funded, we will be able to discover, implement and prove correct solutions to
this substantial series of challenges.

3.3 Reliability Preserving Optimization

To defend against transient faults, redundancy of computation must exist either in hardware or software. In software
fault tolerance, this redundancy comes in the form of additional code operating upon additional state. The simplest
method to address transient faults may be to run the same program multiple times, taking the most common result
as correct. Unfortunately, this approach does not work for systems with external interaction, such as with users, I/O
devices, or the network. For these “live” systems, redundant computation with redundant state must be performed
concurrently, and the results must be checked before every I/O operation. Further, for systems with memory-mapped
I/O, checks must be made before every load or store operation.1 The SWIFT (software-implemented fault tolerance)
technique developed by PI August, like techniques developed by others [54, 49], takes this approach [56].

Figure 2 shows a trivial segment of code made redundant by a simple SWIFT scheme. The SWIFT scheme shown
here is for a machine with ECC on the memory subsystem and without any ISA support for software-modulated fault
tolerance. In all SWIFT schemes, computation instructions are duplicated (as instruction 2 in Figure 2b) and set
to operate on a second, redundant set of registers (denoted in the figure with tick marks). For the given machine,
SWIFT cannot duplicate loads and stores for reasons given earlier, among others [56]. After each load, the register
corresponding to the destination register in the redundant register set is updated using amov instruction (instruction
1 in Figure 2b). Before each store, the original and redundant registers used by the store are checked for equivalence
(instructions 3 and 4 in Figure 2b). If there happens to be a mismatch, a fault has been detected and recovery by
some means must be initiated. If the register values match, the store proceeds normally. Note that there exists a small
window of vulnerabilitybetween the load and the move and between the checks and the store. While a change to a

1Loads from incorrect addresses often have deleterious effects, perhaps by throwing segmentation faults or by performing extraneous reads from
side-effecting I/O mapped addresses.
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register r2 between instructions 1 and 4 in Figure 2b will be detected by the checking branch instruction, a change
before 1 or after 5 will go undetected. These windows of vulnerability will be revisited in the next section, where
we propose to explore lowcost hardware support and flexible hybrid hardware-software fault tolerance techniques in
addition to software-only techniques. For now, let’s consider the effect of optimizing this code in the compiler.

In our prior work, SWIFT was created as a pass which could be performed at any point in relation to the other
optimizations. Originally, the idea was to apply SWIFT early among the other optimizations (in particular instruction-
level parallelism (ILP) optimizations) to allow them to minimize SWIFT’s performance impact. As the rest of Figure 2
demonstrates, the optimizer does an excellent job at minimizing the performance degradation, but it does so by elim-
inating the enhanced reliability! Figure 2c shows the SWIFT code from Figure 2b after copy propagation and dead
code elimination have been applied. Together, these optimizations have removed the redundant copy of r2 from the
code. The next step (Figure 2d) removes the redundant computation, and the final step (Figure 2e) rightly removes
the now dead branches. The resulting code in Figure 2e is identical to the code in Figure 2a. In retrospect, this result
is expected, as reliability is gained through redundancy while many performance optimizations work by removing
redundancy. Interestingly, despite not having applied any post-processing optimizations, the additional SWIFT code
(a redundant copy of each instruction, roughly double the register pressure for the redundant state, and additional code
to perform checks) degrades performance by only 43% (geometric mean) on a wide-issue machine (Itanium 2) across
a suite of 30 SPEC, MediaBench, and UNIX benchmarks when compared to the highly optimized unprotected code.

While 43% is much less than the more than 2x performance degradation one might expect, optimizations (ILP opti-
mizations in particular) should be applied to further reduce this number. To make this possible, we propose to develop
a novel reliability-preserving and type-preserving optimization infrastructure. The key components of this research
include first identification of all common optimizations that can have an impact on reliability — we are concurrently
aware that common subexpression elimination, copy propagation and register allocation pose problems, but further
research may reveal others. Second, we will formulate and prove correct variants of these conventional optimizations,
providing theoretical guarantees that the new algorithms preserve typing and reliability. Third, we will implement
the dataflow analyses and trasformations within the context of our type intermediate languages, propagating typing
information through the transformations and type checking afterwards to guarantee our theory has been implemented
correctly in practice. Fourth, we will evaluate the effectiveness of the optimizations and measure the true, unavoidable
cost of software-implemented fault tolerance. Understanding the costs of fully-optimized software-implemented fault
tolerance will further inform future research decisions on the appropriate trade-off between software and hardware
protections.

While we will tame existingperformance optimizations, newreliability optimizationswill also be developed. For
example, in C, Booleans are often implemented using 32-bit or 64-bit integer registers holding the values 1 or 0. With
only a hamming distance of one between the two values, we are asking for trouble. New analyses and optimizations
can employed to replace the values used with 0xFF...FF and 0, increasing the hamming distance and the reliability
without an impact on performance. In cases where the values consuming more bits, such as arbitrary 8-bit chars
in 32- or 64-bit registers, masking all unused bits immediately prior to use can improve reliability with negligible
performance cost. In addition redundancy within the register can be created by replicating the char 4 or 8 times across
adjacent bit ranges. Arithmetic codes can also be used through instructions which preserve their properties. Another
already identified optimization involving changes to instruction scheduler to reduce the window of vulnerability is
described at the start of the next section. While we cannot list all the optimizations we will invent, we plan to allow
the code and the compiler to guide us in our search for them. Moreover, as new optimizations prove fruitful, they may
necessitate rethinking and redesign of our type systems. We are ready to take on such challenges as they arise in our
research.

3.4 Software-Modulated Fault Tolerance Techniques

While the work described to this point provides assurance that the code is formed correctly for the purposes of fault
tolerance, the resulting code reliability still depends on the quality of the software-modulated fault tolerance (SMFT)
technique employed. Consider, again, the example in Figure 2b. As mentioned earlier, there is a window of vulnera-
bility between the load and the move (instruction 1) and between the checks (instructions 3 and 4) and the store. This
window of vulnerability is a consequence of SWIFT, the SMFT technique employed, having no means to correctly
create redundant loads and store. (Recall that even loads may have side-effects in I/O and cannot be executed twice
unless proven safe in this respect and others [56].) The best that can be done without hardware support is to keep the
window of vulnerability small. In general, by keeping the live ranges of uniquely held values (r2 in this case) small,
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cosmic radiation is given a smaller target in time. In general, the type system can help the compiler enforce live range
constraints to reduce the window of vulnerability. Similar constraints can be placed on any registers deemed to carry
sensitive information.

With hardware support, a different approach can be taken with the window of vulnerability. With ISA support
for special loads and stores, the window of vulnerability can be eliminated without great hardware expense [57].
Redundant load and store instructions can be supported by pairing them into a single transaction before interacting
with the memory system to avoid unwanted side-effects and other problems. Full coverage of architectural state is
achieved with ECC covering the memory system and the load/store queue, and the redundant load/store with redundant
registers covering the pipeline and register files.

In general, the cost of redundancy can be reduced if a good balance of responsibility is struck between hardware
and software. In the proposed work, we will not limit ourselves to software-only solutions. For example, we may find
that creating redundancy in programs by duplicating instructions in the code is not the most efficient means. Compiler
decisions about which code segments or registers to make redundant could be passed to the hardware through a
side table. The resulting software-modulated, hardware-implemented fault tolerance technique may have desirable
properties such as good backwards compatibility (simply ignore the fault tolerance side-table). As another example,
we may find that only minor extensions to existing ISAs are necessary for large gains. New instructions designed to
check the value in multiple corresponding registers would reduce the performance cost of the checking branches.

While we do intend to explore new SMFT techniques involving hardware, special emphasis will be placed on new
software-modulated, software-implemented fault tolerance techniques. For example, since future generations of many
microchips will contain multiple processor cores, we will explore opportunities created by having multiple threads
available for software-only SMFT.

3.5 Hardware Design for Software-Modulated Fault Tolerance

Transistors in today’s microprocessors are sized according to design rules established to ensure that the chips produced
work properly. Since even one bad transistor can make the chip unusable, these design rules are set with a margin of
safety to ensure a high yield. As transistors continue to shrink in size, they will become more susceptible, and transient
fault rates will rise. One way to counter this trend is to oversize some, but not all transistors, resulting in chips with
components that vary in terms of their dependability.

We believe, and our previous research experience supports the fact, that non-uniform policies on transistor re-
liability can have a substantial impact on processor design and performance since not all transistors have the same
importance. For example, as PIs Martonosi and Clark demonstrated, designing weaker memory cells in the branch
predictor may be beneficial in terms of cost (size of each cell) and power savings even if these cells forget their value
over time [28]. We intend to apply similar reasoning and implementation techniques as we study optimizations that
trade reliability in these components for lower cost and power consumption.

We also believe we will be able to make gains by carefully navigating the hardware-software divide. Transistors
that affect architectural state must normally operate without fault for correctness. However, in the presence of software-
modulated fault tolerance (SMFT), these transistors fall into one of two categories. First, there are those transistors
which can be protected by SMFT and those which cannot. While those which cannot be protected must be made
robust, the others may be designed with a smaller margin of safety to lower power consumption and reduce cost.
While we can only speculate at this point about the full range of possibilities for combining hardware and software
to detect and recover from faults, our multi-disciplinary team has the skills to be able to identify opportunities that
arise in the early years of our proposal as we study the effectiveness and performance of software techniques and the
knowledge to implement and evaluate new solutions in the latter years. In order to facilitate hardware design in this
space, we propose to develop design tools that extend PI August’s Liberty Simulation Environment [70] specifically for
fault tolerance and reliability. In particular, we will extend Liberty’s type systems for hardware design with reliability
constraints, based on principles of information flow closely connected to our compiler typed intermediate languages
(see section 3.1). These tools will help designers determine the level to which interconnected microarchitectural
components must be protected. Moreover, such tools are an important research contribution in and of themselves as
we will make them freely available to other researchers in this area.
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Research Task Start Finish Notes
Fault-tolerant Typed Intermediate Language (TIL/FT)

Theory of TIL/FT - Year 1 Work in progress
Practical TIL/FT design and implementation Year 1 Year 2 Section 3.2
Type-preserving compiler implementation Year 2 Year 3 Section 3.2
TIL/FT evolution (incorporate new software/hardware FT)Year 3 Year 4 Section 3.2

Fault-tolerant Typed Assembly Language (TAL/FT)
Theory of TAL/FT (software-only FT) Year 1 Year 2 Section 3.2
Practical design and implementation of TAL/FT Year 2 Year 3 Section 3.2
TAL/FT evolution (incorporate new software/hardware FT)Year 3 Year 4 Section 3.2

Reliability Specifications
Source-level theory of reliability Year 2 Year 3 Section 3.1
Implement reliability directives; extend TIL/FT Year 2 Year 3 Section 3.1
Implement reliability directives; extend TAL/FT Year 3 Year 4 Section 3.1
Evaluation and evolution Year 3 Year 4 Section 3.1

Reliability-preserving optimization
Optimization theory Year 1 Year 4 Section 3.3
Design, implement, preserve typing, evaluate Year 2 Year 4 Section 3.3
Extend TIL/FT, TAL/FT typing as necessary Year 2 Year 4 Section 3.3
Novel, reliability-specific optimizations Year 3 Year 4 Section 3.3

New instruction-level software-modulated fault tolerance techniques
Implement a set of SMFT techniques - Year 2 Work in progress
Develop hybrid/hardware SMFT techniques Year 2 Year 3 Section 3.4

Hardware optimization
Extend Liberty design language and types for reliability Year 1 Year 3 Section 3.5
Non-uniform hardware optimization Year 1 Year 4 Section 3.5

Table 1: Timeline for investigation and completion of research tasks.

4 Timeline

The broad scope and ambitious goals of our proposal will require substantial commitment and planning to ensure suc-
cess. Table 1 outlines the timeline on which the various sub-tasks will be carried out. Many of the research components
will take place in parallel, though there are some dependencies. For instance, we plan first to focus on developing the
central typed intermediate languages that form the core of our compiler and to compile assuming a uniform reliabil-
ity policy. From that point, in parallel, we will develop optimizations over the intermediate representation, a typed,
fault-tolerant assembly language, and mechanisms for source-level reliability specifications. All the while, we will
concurrently study hardware optimization strategies, new instruction-level fault-tolerance techniques and new oppor-
tunities to shift the reliability back and forth between hardware and software to optimize cost and flexibility. Each
of the latter activities will inform the former activities on compiler design. All of software implementation work will
exploit the existing (untyped) implementation infrastructure built by David August (Co-PI) [56, 57], thereby greatly
improving our productivity. Our research on new instruction-level, software-modulated fault tolerance techniques will
exploit David August’s (Co-PI) fault-injection infrastructure and simulators [56, 57].

5 Existing Approaches

Over the years, many techniques using double or triple hardware redundancy have been proposed to detect or recover
from transient faults [11, 26, 31, 67, 80, 81]. While these heavyweight techniques might have their place in mission-
critical applications, they are completely infeasible for commodity systems.

To ease the hardware expense of redundancy, techniques have been proposed which utilize resources already
found on most processors such as simultaneous multithreading [55, 59, 60, 74] and chip multiprocessors [23, 41].
These techniques, when applied universally, typically claim many resources that could otherwise be applied to other
work, thus degrading performance substantially.
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Others [51, 53] have proposed making small modifications to the processor core to implement redundancy. Again,
these techniques present an insupportable burden on processor performance. Furthermore, adding even more com-
plexity to already baroque out-of-order execution structures is likely to push design complexity beyond the bounds of
feasibility.

Software techniques are attractive from both the chip designers’ and the consumers’ perspectives because they
can provide high fault coverage withzerohardware cost. Several software-only fault-detection methods have been
proposed for memory [64], control flow [47, 50, 73], and for redundant execution [15, 25, 46, 48, 49, 54]. However,
software-only techniques typically incur a performance penalty too large to be practical.

Only our work has begun to explore the capabilities of software modulation [58]. All other works have been
applied uniformly across the entire system, whereas our work focuses on applying custom levels of protection across
different portions of the system.

Existing type-preserving compilation techniques. The process of propagating typing information from source
language down through compiler intermediate and target languages is known astype-preserving compilation. Java
compilers were amongst the first to exploit this new technology. However, they only propagate typing information a
very short way through compilation, down to the level of the Java virtual machine language. Moreover, the central
motivation for development of the typed JVM wassecurity, not reliability. The goal was to allow code consumers, such
as Web browsers, to download, type check and securely execute potentially malicious applets supplied by unknown
and trusted sources.

In the mid-nineties, at approximately the same time as Java was being developed, researchers at Carnegie Mellon
first suggested repeatedly type checking compiler intermediate languages for the purpose of improving compiler reli-
ability, as well as security, and developed the TIL [68, 35]. During this exciting period, many other researchers were
also developing new, flexible type systems for their optimizing compilers and intermediate languages [61, 22, 18],
including Co-PI Appel and his students [62].

The next critical development came when Walker (PI) and his collaborators were the first to develop not just
typed compiler intermediate languages, but a Typed Assembly Language (TAL) [39, 40, 36, 38]. This innovation
required new techniques for pushing typing information through all optimization phases and the entire code generation
process. The major impact was that TAL could serve as a verifiablecompiler output. Since type checking occured
after compilation was complete, the typechecked code was the code that actually ran on user machines. Consequently,
provided the type checker was implemented correctly (software an order of magnitude smaller and more reliable than
the compiler itself), there could be no bugs that compromised safety or security. While TIL and TAL both advocated
using types to improve compiler reliability, they both assume perfect hardware and provide no guarantees in the
presence of transient faults.

Proof-carrying code (PCC) [44, 43] is a close relative of TAL and strives to meet many of the same goals. The
original PCC system used Hoare logic, adapted for machine code, to verify the safety of programs. In principle, PCC
can be used to verify any program property, but in practice, there must be some way to generate proofs automatically,
and the only robust, general and scalable mechanism for generating proofs of program properties is type-preserving
compilation. Hence, like TIL and TAL, practical PCC systems use type-preserving compilation, and in fact, encode
type systems quite directly in their underlying logics. Since the initial development of PCC and TAL, the distinctions
between the two have become increasingly blurred as researchers have developed more and more flexible verification
systems that explicitly combine types, logic and proofs [19, 79, 63, 17, 1, 27, 33]. Nevertheless, like TIL and TAL, all
of these systems assume perfect hardware and hence none are correct in the presence of transient faults.

The most recent major development in type-preserving compilation is Appel’s (Co-PI) Foundational Proof-Carrying
Code [4]. Using type-directed compilation reduces the trusted computing base (TCB), that fragment of the software
whose correctness is sufficient to guarantee system correctness, from 100s of thousands of lines of code to 15 to 30
thousand lines of code. Using type-directed compilation with Foundational Proof-Carrying Code reduces the trusted
computing base to its barest minimum, a mere 2-4 thousand lines, which could be verified by hand. However, like all
the other approaches we have discussed, FPCC assumes perfect hardware, and does not guarantee correctness in the
presence of transient faults.
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6 Broader Impact

Summer Schools on Security and Reliability. For the last two years Walker (PI) has organized summer schools
on advanced topics in security and reliability, held at the University of Oregon. [7, 8] This year he is on the steering
committee planning yet another summer school to be held in the same location. [6] These summer schools provide
a unique opportunity – there is nothing else like it in North America – for students to come together for 10 days to
study an important topic or collection of topics in this broad area. The schools have seen between 40 and 60 students
ranging from a brilliant and unique high school student we had last year to undergraduate students, graduate students,
post doctoral fellows, industrial researchers and university faculty. The majority are graduate students in their first
or second year. We have also recruited students from underrepresented groups including women, underrepresented
minorities and the disabled.

To summer school program each year has included 10 of the foremost lecturers in their field to teach the Summer
School students the foundations they need to begin research in the area. Former lecturers have included Martin Abadi,
Tom Ball, Ed Felten, Kathleen Fisher, Robert Harper, Peter Lee, Catherine Meadows, Francois Pottier, and many other
top researchers. Each lecturer has given between two and four lectures, 80 minutes long on average, on their topic.
At all times, material was presented at a tutorial level with the goal of helping graduate students and researchers from
academia or industry understand the critical issues and open problems confronting the field.

The PI proposes to continue his leadership role in educational outreach by planning new summer schools in the
upcoming years and complementing funds received from NSF by looking for matching funds from other institutions
and industry. In the past, funding of the summer schools has been through NSF and a variety of other sources obtained
by the PI and his collaborators including ACM SIGPLAN, INRIA (France), Microsoft, and Intel. One of the next
summer schools will be on cross-disciplinary topics relevant to this grant: Security and Reliability at the Harware-
Software boundary.

Integrating Research and Education at Princeton. Princeton has a strong tradition of integrating research
and education. At the graduate level, each of the PIs mentors a number of graduate students who will be supported by
funds from this grant. Both first-year graduate courses and more advanced seminars will incorporate elements of the
research and related areas directly into the coursework.

At the undergraduate level, the PIs will seek opportunities to include elements of their research into the classroom
in their computer science and electrical engineering courses on programming, programming languages, compilers,
computer organization, and microprocessor design. Princeton also has a very active undergraduate research program
with many students doing multiple junior year and senior year independent research projects. In total, the PIs have
mentored approximately 68 undergraduate student research semesters of research over the past 5 years. Last year,
Walker’s advisee, Rob Simmons, won the Princeton Computer Science Department undergraduate thesis award. Many
of the PIs students, excited by their taste of research at Princeton, have gone on to graduate school at other top
institutions around the country.

Participation of Underrepresented Groups. While computer engineering research areas have difficult time
developing relationships with students of minority-represented groups, other science related fields encourage such
students by having concrete examples of challenges in their fields. In general, aspects of computer design and pro-
gramming have specific barriers that prevent an individual’s creativity to prosper since often the specific problem is
not presentable within the first years of engineering education. Simply stated, the concepts of computer design are not
hands-on and not easily approachable. This proposal will support efforts by the PI to change this situation, to bring
the fascinating aspects of computer science and design to the masses through a variety of means, potentially including
a television program.

The proposal also includes efforts in recruiting under-represented groups of students to the computer science
field by working with several university organizations. The PI actively participates as a member of the Princeton
University Department of Computer Science Diversity Taskforce which looks for ways to address diversity issues at
the department, school, university, state, and national levels. The taskforce does this in part by working with other
groups, such as the Society of Women in Engineering (SWE) and the National Society of Black Engineers (NSBE).
Efforts involve reaching potential engineers and scientists in high schools through Princeton’s High School Honors
program.

Benefits to Society. The proposed work will have an immense impact on society by simultaneously improving
the productivity and reliability of general purpose and embedded applications. New ideas and tools will foster new
ideas and methods designed to handle the diminishing reliability of the substrate. In addition to publications generated
and tools released, dissemination will include technology transfer using existing ties with the microprocessor industry
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(including Intel, IBM, AMD, Sun Microsystems, HP, Microsoft, Xilinx, Freescale, Motorola). We will work closely
with our industry affiliates to ensure practical constraints are handled, easing any future technology transfer.

7 Results of Prior Support

Foundational Proof-Carrying Code Recent work at Princeton involving PIs Appel and Walker, supported in part
by NSF Grant CCR-0208601: “Collaborative Research: High-Assurance Common-Language Runtime,” develops
sound type systems for machine-level programs and trustworthy implementations of them via the idea of Foundational
Proof-Carrying Code (FPCC).

One of the most challenging aspects of developing a safe type system at the assembly language level is safely
reasoning about memory allocation, deallocation, pointers and aliasing – this is where low-level type systems truly
diverge from their higher-level counterparts. To deal with these complexities, Walker extended his earlier work on
typed assembly language (TAL) [40, 38] with rich new substructural logics. These substructural logics can encode
sophisticated properties of memory that allow for safe stack-allocated data [2] and heap or region-allocated data [1].
In addition to studying memory safety properties, Walker has shown how to use related type-theoretic techniques to
enforce adherence to very general software protocols [32]. He has also written a chapter of a new textbook on type
systems [75].

Both TAL and Necula’s PCC [44] eliminate the compiler—hundreds of thousands of lines of code—from the
trusted base of the safety mechanism; but each of these systems still has a fairly complex trusted checker (thirty or
forty thousand lines of code for Necula’s PCC). There is no formal proof of the safety of theentiretyof Necula’s
PCC system nor Walker and Morrisett’s TAL type checker. In fact, there is not even a complete formal specification
of the safety property being checked! Appel’s FPCC project has rectified this problem by specifying a nontrivial
safety property for real machine code, and guaranteeing that machine-language programs respect the property using
thesmallest possibletrusted computing base. Moreover, he has shown it is possible to do sowithout any extra work
by the application programmer. Both Appel and Walker’s experience defining type and proof systems at the machine
level will be invaluable when pursuing the research in the current proposal.

Secure and Reliable Programming Languages The goal of PI Walker’s CAREER award (NSF CCR-0238328
CAREER: Programming Languages for Secure and Reliable Component Software Systems) is to develop new pro-
gramming language technology that will improve the security and reliability of component software systems. More
specifically, Walker and his students have begun to develop new techniques for defining, implementing and reasoning
about run-time enforcement of program properties. For example, he developed a rich new theory of security monitors
as formal automata that transform untrusted program behavior as they execute [29]. This theory allows security ar-
chitects to model a variety of different sorts of run-time enforcement mechanisms, to prove that certain mechanisms
can or cannot enforce various security properties, and to compare the power of different classes of security monitors.
Recently, Walker has used the theory to prove the surprising new result that powerful run-time program monitors can
enforce certain kinds of liveness properties [30]. In addition, he has studied the implementation of program monitors
using well-defined, type-safe aspect-oriented extensions of Java [12] and ML [76, 20, 21].

Compiler Optimization PI August’s CAREER award CCR-0133712 (Systematic Design Space Exploration) fo-
cused in part on the development of the IMPACT compiler. IMPACT is an aggressively optimizing ILP research
compiler currently widely used in both academia and industry. IMPACT was released under the direction of Wen-mei
Hwu and John Gyllenhaal with NSF support (CCR-9809494Sharing the IMPACT ILP Compiler Technology with US
Researchers). While a graduate student at the University of Illinois, PI August was funded in part by NSF grant CCR-
9308013 under the direction of Wen-mei Hwu. August’s work in predication and predicate analysis using IMPACT
is well documented [9, 10, 66]. August and his students have already implemented several fault detection schemes
in the IMPACT compiler. This reliability research received theThird International Symposium on Code Generation
and Optimization Best Paper Award[56]. This work led to several related compiler-based fault detection and recovery
systems [58, 57, 16]. The compiler reliability optimizations developed were made freely available. In response, a
number of outside research and industry groups, including Intel, the University of Texas, the University of Illinois,
North Carolina State University, and the University of Florida are using this framework for reliability research.
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Architectural Fault Modeling The proposed work will require microarchitectural modeling of future computer sys-
tems. PI August’s CAREER award CCR-0133712 (Systematic Design Space Exploration) involved the initial devel-
opment of the Liberty Simulation Environment. The additional support of CNS-0305617Structural and Composable
Performance Simulation of Complex Systemsfacilitated the release of LSE to the public. Versions of LSE have been
used at Princeton University, Rice University, University of Texas at Austin, Carnegie Melon University, University
of Illinois at Urbana-Champaign, University of California at Berkeley, University of California at Los Angeles, Intel
Corporation, and Infineon Corporation. LSE was downloaded over 1000 times in 2005, and new international mod-
eling standards are being based on LSE technology. In areas including concurrent high-level structural specifications,
front-end analysis and compilation of such specifications, the results of this work are well documented [71, 69, 72, 70].

LSE also provides part of a new high-speed fault injection framework [57]. To experimentally test the reliability
of a program with partial redundancy, faults are injected. Timing simulation from LSE used with a fault distribution
model determines a set of architectural-level changes necessary to model the program-level effects of each fault. Used
in conjunction with native hardware, microarchitectural fault modeling can be performed at near native speeds. For
the first time, this system allows researchers to inject the thousands of faults necessary to achieve high confidence in
their system reliability measurements.

Microarchitectural and Circuit-level Work While the prior work by PIs Martonosi and Clark has focused on
power efficiency, observations made during this work apply directly to managing unreliable components. Prior fund-
ing (NSF CNS-0410937: Adaptive, Power-Efficient Processors for Sensors and Embedded Systems) supports re-
search in real-time power management in microprocessors and sensor networks. This work focused on techniques for
microprocessors, mainly on microarchitectural methods that monitored the synchronization queues that lie between
independently-clocked domains in a so-called “GALS” processor (Globally Asynchronous, Locally Synchronous).
The novelty of their approach was to apply formal control-theoretic techniques to this problem. (Previous approaches
had been essentially ad hoc.) They designed, analyzed and simulated an efficient controller that managed the frequency
setting of the clocked region at the receiving end of the queue, and showed how the desired queue fullness (an input
parameter of the controller) expressed the trade-off between performance and energy savings. Simulations of a raft
of benchmarks showed excellent results (significant power savings with barely diminished performance) [77]. Exten-
sions to this work enable responding very quickly to workload behavior changes and enable applications to multicore
networks [78].

With other prior support (Designing “Real-Power” Systems: Static and Dynamic Techniques for Managing Power/
Performance Tradeoffs. NSF ITR CCR-0086031), PIs Martonosi and Clark developed power-adaptive computer sys-
tems. The core idea of this work is to recognize that in many domains, the central problem is not to minimize power
consumption at all costs, but rather to create systems that responsively trade-off performance and power in ways that
improve performance while keeping to the system’s power budget. The experiences garnered through this research
will be directly useful to us as we develop resource management layers and policies for the devices and networks
discussed here.
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