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ABSTRACT

Recenteffortsto addnew servicego theInternethave increasedn-
terestin software-basedoutersthatareeasyto extendandevolve.
This paperdescribeour experiencesisingemening network pro-
cessors—irparticular the Intel IXP1200—toimplementa router
We shaw it is possibleto combinean IXP1200developmentboard
anda PCto build aninexpensve routerthat forwardsminimum-
sizedpaclets at a rate of 347Mpps. This is nearly an order of
magnitudgasterthanexisting purePC-basedouters,andsufcient
to supportl 77Gbpsof aggregatelink bandwidth.At lesseraggre-
gateline speedspur designalsoallows the excessresourcesvail-
ableon the IXP1200to be usedrobustly for extra paclet process-
ing. For example,with 8 100Mbpslinks, 240registeroperations
and96 bytesof statestorageareavailablefor each64-bytepaclet.
Using a hierarchicalarchitectureve canguarantedine-speedor-
wardingratesfor simple pacletswith the IXP1200,andstill have
extra capacityto procesexceptionalpacletswith the Pentium.Up
to 310Kpps of thetrafc canberoutedthroughthe Pentiumto re-
ceive 1510cyclesof extra perpaclet processing.

1. INTRODUCTION

Software-basedoutershave always playeda role in the Inter-
net[16], but they are becomingincreasinglyimportantasthe set
of servicesroutersare expectedto support—e.g.,re walls, intru-
sion detection,proxies, level-n switching, paclet tagging, over
lay networks—continue$o grow. Althoughsoftware-basedouters
have historically beenbuilt from PC-classmachineswith cornven-
tional network interface cards(NICs) [13, 19], the emegenceof
networkprocessos [8, 10, 25] makesit possibleto signi cantly
improve the performancef software-basedoutersat a modestn-
creasein cost. For example, this paperdescribesa router built
from a PC usinga 733MHz Pentiumlll andan IXP1200 devel-
opmentboard,thatdemonstratesearlyanorderof magnitudem-
provementin performancever apurePC-basedouter ata costof
roughly US$1500,basedon an estimatedJS$700for a IXP1200
boardproducedn low volume.

Network processoraredesignedo operataundersevereperfor
mancerequirements.For example,a network processomassigned
to an OC-48link (2 5Gbp9 hasto processipto 6 1M minimum-
sizedpaclets-persecondpps).Copying an OC—48bit streaminto
and out of memoryrequires2 25Gbps 5Gbpsof memory
bandwidth. Network processorgommonlyemplg parallelismto
hidememorylateng. For example,the Intel IXP1200containssix
MicroEngineseachsupportingfour hardwarecontets. Theinten-
tion is thatduring regular executionone of thesecontets is doing
realwork while the othersareblocked on (hiding) amemoryoper
ation. TheIBM PonverNPandVitesselQ2000usesimilar designs
[8, 25].

This paper describesthe design and implementationof a
software-basedouter that usesthe IXP1200 network processar
The router implementsboth the data plane that forwards pack-
ets, and the contol plane wheresignalling protocolslike RSVR
OSPEandLDP run. Ona purePC-basedouter boththe dataand
control planesareimplementecdn the control processorWith the
IXP1200, it is largely possibleto separatehe two, with the data
planerunningon the network processoandthe control planerun-
ning onthePentium.Thefull story, however, is abit morecompli-
cated,andis the subjectof this paper

Onedistinction betweenthe dataand control planesis thatthe
former must processaclets at line speed,while the latter is ex-
pectedto receve far fewer paclets (e.g., when&er routeschange
or new connectionareestablished)Therequirementhatthe data
planerunsat line speeds basedon the needto receve and clas-
sify pacletsasfastasthey arrive, soasto avoid the possibility of
priority inversion;i.e., not beingableto receve importantpaclets
dueto ahigharrival rateof lessimportantpaclets. Theexpectation
thatthe controlplaneseessigni cantly fewer pacletsis only anas-
sumption. It is possibleto attacka routerby sendingit a heavier
load of control pacletsthanit is engineeredo accept.

A secondlistinctionbetweerthe dataandcontrolplaness how
much processingeachpaclet requires. At one extreme, the data
planedoesminimal processinde.qg.,IP validatesheheaderdecre-
mentstheTTL, recomputeshechecksumandselectgsheappropri-
ateoutputport). At the otherextreme,the control planeoftenruns
compute-intensie programssuchastheshortest-patlalgorithmto
computea new routing table. However, theseare just two ends
of aspectrum.In betweendifferentpaclet o wsrequiredifferent
amountf processingsuchasevaluating re wall rules,gathering
paclet statistics,processingP options,and running proxy code.
Notethatthis processinganhappenn the dataplane,in thesense
thatit is appliedto every pacletin a particular o w.
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Figure 1: Thr eeswitching pathsthr oughthe Pentium/IXP1200
processothierarchy.

Takingboth paclet arrival ratesandperpaclet processingosts
into accountthekey is decidingwhereon theroutereachprocess-
ing stepshouldrun. Our approachs to treattherouterasa proces-
sor hierarchy, wherepacletsfollow switching pathsthat traverse
different levels of the hierarchy Figure 1 shows the three-level
hierarchycorrespondingo our prototypehardware. At the low-
estlevel, pacletstraverseonly MicroEngineswhile at the highest
level, pacletsareprocessedby the Pentium.An intermediatdevel
corresponds$o a StrongARMprocessoon the IXP1200chip. At
eachlevel of the hierarchy the paclet hasaccesso somenumber
of cycles, but thereis overheadnvolvedin reachingthosecycles.
Higherlevels(e.g. thePentium)offer morecycles,but pacletsalso
consumaesourceatlower levels of the hierarchyto accesghem.
Lower levels (e.g.,the MicroEngines)have enoughcyclesto per
form only certainoperationsatline speeds.

The main contrikution of this paperis to addresshe resource
allocationandschedulingoroblemsof implementingan extensible
routeron athree-leel processohierarchy Our approachs guided
by threegoals:

Performance: Theroutershouldbe ableto forward paclets
atthehighestratethe hardwareis ableto support.Thechal-
lengeis to managethe parallelhardware contets in a way
thatfully utilizes the available memorybandwidth. This is
dif cult for two reasonsFirst, we mustassignwork to each
contet soasto effectively exploit the systems parallelism.
Secondwe mustavoid allowing synchronizatioramongthe
hardware contets to becomehelimiting factor

Extensibility: It shouldbe easyfor a trustedentity to inject
new functionality into the router including both new con-
trol protocolsandcodethatprocessesachpaclet forwarded
throughthe dataplane.The challengan supportingextensi-
bility is de ning theinterfaceby which the controlprogram
interactswith the coderunningin thedataplane.

Robustness:Theroutershouldcontinueto behae correctly

regardlessof the offeredworkloador the extensionst runs.

The challengds to simultaneoushsupportour performance
andextensibility goals,or saidanothemway, the systenmust

ensurethat the performanceof the variouscomponentsre

isolatedfrom eachother For example,it shouldnot be pos-

sible to inject codeinto the dataplanethatkeepsthe router

from processingacletsatline speedandlik ewise, it should

not be possiblefor a high paclet arrival rateto cholke off the

delivery of control pacletsto the controlplane.

We describehedesignin two stagesFirst, we shav how to pro-
gramthe processohierarchywith a x edforwardingfunctionthat

fully exploits the parallelismavailable on the IXP1200,aswell as
the StrongARMandPentiumprocessor¢Section3). This discus-
sionfocuseson the performancdimits of the processohierarchy
thatis, how fasteachlevel canforwardpacletsthatrequireno extra
processing Secondwe describehow the systemcanbe madeex-

tensiblewithout violating the router’s ability to processminimum-
sizedpacletsat line speedSection4). Throughoutthe paper we
highlightthedesigndecisionghatimpacttherouters ability to pro-
vide performancesolation.

2. ARCHITECTURE

This sectiondescribeour softwareandhardwarearchitectures.
In the caseof the software architecture,our starting point is a
communication-oriente@S thatrunson a Pentiumwith non-pro-
grammableNICs[12, 19], to whichwe addadevice driverandIXP
microcode.This sectiongivesa high-level overview of theoriginal
Pentium-basedystem;later sectiondocuson thoseaspectf the
architecturethat are relevant to a multi-level processothierarchy
(i.e.,thedriver andmicrocodecomponents).

2.1 Software

Figure2 depictsthesoftwarearchitecturdor therouter A classi-
er (C) rst readspacletsfrom aninput port,andbasedon certain
elds in the paclet headerselectsa forwarder (F) to procesghe
paclet. Eachforwarderthengetspacletsfrom its input queue ap-
pliessomefunctionto the paclet,andsendghemodi ed pacletto
its outputqueue. All transformation®of pacletsin the routeroc-
cur in forwarders. Finally, an outputscheduler(S) selectsone of
its non-emptyoutput queues andtransmitsthe associategaclet
to the outputport. The schedulemperformsno processingon the

paclet.
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Figure 2: Classifying, forwarding, and schedulingpackets.

This architecturehastwo main attributes. First, it providesex-
plicit supportfor addingnew servicesto therouter Althoughthe
router bootswith two default forwarders(one that implementsa
minimal IP forwardingfastpathandonethatimplementghefull IP
protocol,including options),additionalforwarderscanbeinstalled
atruntime(e.g.,TCPproxies,specializedverlays,andsupportfor
virtual LANs). A new forwarderis installedby specifyingademul-
tiplexing key thatthe classi er is to matchandbinding thatkey to
theforwarderandsomeoutputport. Justto re-emphasizéhe point,
the corearchitecturesupportsa genericforwardinginfrastructure;
evenbasiclP functionalityis treatedasan extension.

Secondthearchitecturedoesnot specifywherein the processor
hierarchyeachforwarderis implemented:somerun on the Micro-
Enginessomeonthe StrongARM,andsomeonthePentium.Note
thatthe architecturedoesnot distinguishbetweenforwardersthat
implementtraditionalcontrol protocolsandforwardersthatwould
normally be consideredn the dataplane,althoughit is likely that
theformerwould be mappedo higherlevels of the processohier
archyandthelatterto lower levels of the hierarchy
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Figure 3: Block Diagram of an IXP1200 Evaluation System

2.2 Hardware

Ourrouterrunson a PCusinga 733MHz Pentiumlll processor
with theIXP1200evaluationsystemillustratedin Figure3 plugged
into onePCl slot. The boardconsistsof a IXP1200network pro-
cessorchip (shadedirea) 32MB of DRAM, 2MB of SRAM, 4KB
of on-chip Scratchmemory a proprietary64-bit 66MHz IX bus,
and a set of mediaaccesscontroller (MAC) chipsimplementing
ten Ethernetports (8 100Mbps 2 1Gbpg. Not shawn is a
32-bit33MHz PCl businterface.

ThelXP1200chipitself containsa general-purposg8trongARM
processocoreandsix special-purpos#licroEnginecoresall run-
ning at 200MHz (5nscycle time).l Eachof the six MicroEngines
supportsfour hardware contets for a total of 24 contects. Not
shavn in the gure is a 4KB instructionstore (ISTORE) associ-
atedwith eachMicroEngine. The StrongARM s responsibleor
loading theseMicroEngineinstructionstores. As for the Strong-
ARM itself, it fetchesinstructionsfrom a 4KB I-cachebacled by
theIXP's DRAM.

The chip also hasa pair of FIFOs usedto transferpaclets to
andfrom the network portsacrossthe IX bus. Thesearenot true
hardware FIFOsin the sensehateachhasa singleinput, a single
output,andno addresdines;rather each‘FIFO” is anaddressable
16slot 64byteregister le. It isuptotheprogrammeto usethese
register les sothatthey behae asFIFOs.

Although not explicitly prescribedy the architecturethe most
naturaluseof the DRAM is to buffer paclets. This is a function
of size (32MB), but also of speed. The DRAM is connectedo
the processoby a 64-bit  100MHz datapath,implying a poten-
tial to move pacletsinto andout of DRAM at6 4Gbps In theory
thisis sufcient to supportthe2 8 100Mbps 2 1Gbps
5 6Gbpstotal send/receie bandwidthof the network ports avail-
ableonthe evaluationboard,althoughthis rateexceedshe 4Gbps
peakcapacityof the IX bus. Similarly, SRAM is a naturalplace
to storetheroutingtable,alongwith ary necessarper o w state.
The SRAM datapathhasa peaktransferrateof 32-bit  100MHz
=32Gbps

3. FIXED INFRASTRUCTURE

This section describesand evaluatesthe x ed infrastructure
neededo forward minimal-sizedpaclets throughthe system. It
assumeqo paclet processingthat is, we run only a null for-
warder Becauseve do not consideractualforwarders(including
the forwarderthatimplementsiP) until Section4, this discussion
is largely independenof IP, andso appliesequallywell to arouter
thatsupportsfor example, MPLS [4].

1Actual speeds 199066MHz.

This sectionhastwo goals. Oneis to establisha performance
ervelopefor eachlevel of the processorhierarchy The second
is to describeenoughof the implementationto establishthe va-
lidity of the performancenumbers. This is easyfor the Strong-
ARM and Pentium,which have familiar architectures.However,
theMicroEnginesoffer auniquechallengesowe begin by describ-
ing how we managedheir parallelcontexts. Althoughthedescrip-
tion is necessarilytied to the detailsof the IXP1200, we believe
theengineeringlecisionsve madeapplygenerallyto ary parallel,
softwae-basedswitch. It cameasa surprise(but shouldnot have)
thatmary of the issueswe facedhave directanalogsn managing
hardwareswitchingfabrics,which areinherentlyparallel.

3.1 Forwarding Pipeline

The commonunit of datatransferredhroughthe IXP1200is a
64-byteMAC-Paclet (MP). As eachpaclet is receved, the MAC
breaksit into separatdViPs;tagseachMP asbeingthe rst, anin-
termediatethe last, or the only MP of the paclet; and storesthe
MP in aninput FIFO slot. Similarly, theindividual MPsthatmalke
up apaclet mustbeloadedinto outputFIFO slotsto betransmitted
by the MAC. Sinceonly a x ednumberof input andoutputFIFO
slotsareavailable (16 of each),it is necessaryo allocateslotsto
MAC ports,andit is theresponsibilityof the forwardingcoderun-
ning ontheMicroEnginego draintheinputslotsand Il theoutput
slotataratethatkeepspacewith eachport'sline speed.

While one might naively think that the MicroEnginescould
move MPsfrom input FIFO slotsdirectly to outputFIFO slotsin a
singlestep,forwardingactuallyrequiresa two-stagepipeline. This
is becaus@ortcontention—twe or moreincomingpacletsdestined
for the sameoutput port—males it impracticalfor a single con-
text to forward a paclet. Instead,pacletsare placedinto queues,
andthesequeuesare servicedasynchronously15]. Usingdiffer-
entcontets for eachstagepreventsMicroEnginesfrom beingidle
duringthetime apacletis queuedThetwo pipelinestagesareim-
plementedusingdisjoint setsof MicroEnginecontets, with MPs
transfereetweerthe stagesyia DRAM.

Figure 4 summarizeghe forwarding pipeline. It shaws the
queuesisedo pasacletsbetweerthecontetsthatperforminput
processingandthe contexts that performoutputprocessingasbe-
ing implementedisinga combinationof SRAM andDRAM. This
is becausepaclet contentsare bufferedin DRAM, while SRAM
holdsthe actualqueuedatastructure(eachelementin a queueis
theaddressn DRAM wherethe paclet is buffered).

3.2 Input Processing

Figure5 givespseudo-codéor the loop executedoncefor each
MP receved. In the gure, p denotegheportnumberonwhichthe
MP arrived,cis anindex in theinput FIFO, mp.addris theaddress
in memorywherethe contentsof the MP is stored,reg_mp.data
denoteghe MicroEngineregistersthathold the MP, andstateis a
datastructurecontaininginformationabouthow the MP shouldbe
processed.

The rst setof operationglines 1-4) determinewhetherport p
hasanenv MP available.If so,theload operationinstructsa DMA
state-machinéo copy the MP from the off-chip port memoryinto
the on-chipinput FIFO. Thereis only oneDMA state-machinen
the IXP1200andrequestdo it arenot hardware-serialized Thus,
the mutex operationsare neededto allow multiple MicroEngine
contets to safelyexecuteinputloopsin parallel.

OncetheMP is in the FIFO, theMicroEnginecopiesthe MP into
its registersfor protocol_processing, which is performedin-line
andincludesall protocol-speci c paclet headeror contentmod-
i cations. In termsof the software architecturedescribedn Sec-
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Figure 4: Forwarding Pipeline.

INPUT_LOOP:
acquire_input_mutex()
if (! port_rdy(p)) goto INPUT_LOOP
load IN_FIFO[c]
release_input_mutex()
mp.addr = calculate_mp_addr()
copy reg_mpdata  IN_FIFO[c]
state= protocol_processing(reg-mp.data)
copy reg-mpdata DRAM[mp.addi
if (at_start_of_packet(statg)

enqueue(state statequeug

goto INPUT_LOOP

RPOOO~NOOIAWNE

=

Figure 5: Pseudo-codeunning in eachcontext assignedto in-
put processing

tion 2.1, thisincludesboththeclassi erandtheforwarder In terms
of IP, asa speci ¢ example, this involves validating the header
decrementinghetime-to-live (TTL) eld, recomputinghe check-
sum, settingthe destinationMA C addresgo the onefoundin the
routing table, and settingthe sourceMAC addresgo that of the
outputport. For the purposeof this section the protocolprocessing
stepincludesa trivial classi er (it selectghe outputport basedon
the destination P address)andthe simplestpossibleforwarder(it
only modi es thedestinatiorMA C address)It doesno otherwork.

Althoughprotocol_processing is calledoncefor every MP, and
thusmary timesfor large paclets, the processingf the rst MP
in a paclet mustdeterminethe destinationof the paclet. This re-
sultsfrom the pipelinestructureof our router Oncetheinputstage
hasproducedthe rst MP of a paclet, the outputstagemay start
processingt immediatelyand musthave completedestinationin-
formationavailable.Protocolprocessings performedor eachMP
to facilitateoperationghatmodify the entirepaclet, or thatmanip-
ulatepaclet headerdying deepeiinto the paclet.

After protocolprocessingthe (possiblymodi ed) MP is copied
from registersto DRAM. If the MP is the rst or only MP of a
paclet, it isassumedo includethepacletheaderandtheresultsof
paclet processingnustspecifythedestinatiorqueueof the paclet.
For theseMPs, the paclet processingesultsand someidenti ca-
tion informationfor the paclet arethenenqueuedh thedestination
queue.

Exceptionalpaclets, for examplethosethatincur a missin the
routingtableor involve additionalprocessinde.g.,|P options),re-
ceive all of the sameprocessingbut they canbe placedin aqueue
thatis servicedby the StrongARMinsteadof the usualoutputpro-
cess.Responsibilityfor eventually passinghesepacletsto output
processings also passedn to the StrongARM. We discussthis
casein moredetailin Section3.6.

3.2.1 Contet Stheduling

Sinceit is impossibleto fully predictpaclet trafc or arrival
times,for thesale of robustnessve mustassumehatpacletsarrive
atline speedThis meansve mustbeableto executetheinputloop
oncefor eachMP atthe maximalratethe systemis beingdesigned
to support.

For simplicity, our designusesonly oneversionof theinputfor-
wardingstageandthis versionis run for eachMP. This meanghat
theresourcesisedfor input processingresharecevenly acrossar
riving pacletsandthateachpaclet hasthe samefunctionsapplied
to it, thatis, it hasthe sameprocessingptionsavailableto it. We
dothissimply by staticallyallocatinga setof MicroEnginecontexts
to runonly theinputloop. This setof contexts mustbe sufciently
largeto meetline speedrequirements.

Contrastthis approachwith the alternatve of dynamicallyal-
locating MicroEngine contets to variousprocessingstepson an
as-neededbasis,possiblywith a numberof differentinput stages
customizedo speci ¢ protocols.Onedownsideof thisdynamicap-
proachis thatadditionalresourcesreneededo make theschedul-
ing decision;i.e., decidewhich context will performwhat work
next. On the IXP1200where mostinter-processcommunication
involvesmemoryaccesspur experiences thatthis rapidly results
in memorydelaysthat degradeperformance.In generalthis ap-
proachcan be viewed as adding forwarding pipeline stagesthat
performsomeschedulingor otherclassi cationoperations.

Oncea staticassignmenof contexts to input processings used,
schedulingthe 16 input FIFO slotsbecomesstraightforvard. The
pseudo-codstaticallyusesc asa FIFO addresgslot number).By
constrainingnput processingo useat most16 of the 24 available
contets, we have a simpleassignmenbf FIFO slotsto contexts.
Sincethereareonly 24 contexts, andsomestill neecto beavailable
for outputprocessingthis restrictionhasnot beena problemin our
experience.

3.2.2 Mutual Exclusion

Themutex operationsn pseudo-codénes1-4areimplemented
usingtoken passing. This token passingusesan inter-threadsig-
naling mechanisnprovided in hardware by the IXP1200. Impor-
tantly, this signallingmechanismis on-chip,takesa single cycle,
andis disjoint from the memory This meansthat it neitherin-
troducesmuchoverheadnor interfereswith the alreadysigni cant
contentiorfor memory

Token passingcan be viewed as a simple scheduletthat serial-
izescontets accessingheinput DMA. Theorderof DMA access
is madeexplicit by the orderin which thetokenis passedo maxi-
mizethepossibilityfor usefulconcurrentvork, therebyminimizing



contentiondelays. Speci cally, we rotatethe token sothata con-
text on one MicroEnginealways handsthe token to a context on

anotherMicroEngine. Passingthe tokento anothercontet on the
sameMicroEnginepotentiallyresultsin two contexts on the same
MicroEnginehaving usefulwork to do, but only one of themgets
torunatatime. Similarly, we assigrportsto contexts in suchaway
thatthetwo contexts servicingthesameportareasfar apartaspos-
siblein thetokenrotation,therebymaximizingthetime onecontext

hasto servicethe portbeforethe next context getsthetoken.

3.2.3 Buffer Allocation

The pseudo-codealculate_mp_addr operationhidesthe com-
plexity of paclet buffer allocation. Becausea relatively large
amountof DRAM s available on our developmentboard, we
electedto usea very simpleallocationscheme.16MB of DRAM
are divided into 8192 buffers of 2KB each, making eachbuffer
large enoughto accommodatea maximally sized (1518 octet
frame) Ethernetpaclet. Thesebuffers are thenconsumedy in-
putprocessingontetsin a circularfashionaspacletsarrive.

The statevariablethattracksthe next available buffer is shared
amongthe input contexts, andin principle needsto be protected
from unsynchronizedoncurrentaccess. In our implementation,
however, the serializationcreatedy the token passingnechanism
allows usto avoid explicitly protectingthis operation.

Our allocationstratgy hasoneinterestingproperty: Any given
paclet buffer remainsvalid for only one passthoughthe circular
buffer list. Sinceinput processingakesa x edamountof time per
paclet, the lifetime of a buffer can be calculatedprecisely If a
pacletis not transmittedby the outputprocessheforeits buffer is
reusedthepacletis effectively lost.

At someadditionalcost,thistiming behaior couldbeeliminated
by usinghardware supporton the IXP1200for stackoperationgo
implementabuffer pool. To preventcontentiorfrom causingshort-
ages,it would be necessaryo have a differentstackof available
buffersfor eachoutputport. Sincethisis notstrictly necessarand
addsoverheadwe chosenotto implementthis feature.

3.3 Output Processing

Figure 6 gives pseudo-codédor paclet transmission.For each
output port, the select_.queue operationchoosesa non-empty
gueuefrom amongthe setof queuesassociatedvith thatport. In
termsof the softwarearchitecturedescribedn Section2.1, this is
the outputscheduler A paclet descriptoris then dequeuedrom
the chosemueue.For eachMP of the paclet, the DRAM address
of the MP is calculatedan available outputFIFO slot is selected,
the MP is copiedfrom DRAM to the FIFO, andthe FIFO slot is
activatedto schedulea DMA from the on-chip FIFO memoryto
theactualoff-chip port memory

The hardware interfaceto the outputand input FIFOs are not
identical. Unlike the input FIFO, the slotsof the outputFIFO are
strictly orderedandthe DMA machinethat moves datafrom the
FIFO to network device memoryconsumesghe slotsin a circular
fashion.

This meansthatif morethanone contet is runningthe output
loop concurrentlythey needto cooperateo obey the FIFO order
ing. Thiscanbedonein severalways.We have choserto statically
allocateFIFO slotsto outputcontets in a very similar mannerin
which input FIFO slotswereallocatedto input contets. Thus,the
calculate_ f o_addr operationalwaysreturnsthe samevalue(on a
percontet basis).

To serializeoutputcontexts, we usea token passingoop iden-
tical to thatusedby theinput process.Thisis re ectedin the rst
two lines of the pseudo-code.lt is necessaryo make sureeach

OUTPUT_LOOFP:
acquire_output_mutex()
release_output_mutex()
if ( nished_last padet)
gid = select_queue()
state= dequeue(qid)
mp.addr = rst _mp(state
else
mp.addr = next_mp(statg
fo _addr = calculate_f o_addr()
copy DRAM[mpaddrl OUT_FIFOQJ fo _addq
enable IN_FIFQOJ fo _addn
nished_last padet = at_end_of_packet(statg
goto OUTPUT_LOOP

e el
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Figure 6: Pseudo-codeunning in eachcontextassignedo out-
put processing

contet activatesits FIFO slotseachtime aroundtheloop to match
the FIFO slot ordering. This happensvenif no datais available,
resultingin garbagedatasentto a non-&istentport.

3.4 Queuing Discipline

For eachpaclet, protocol processingn the rst MP choosesa
destinationqueuefor the whole paclet. In our system,queuesare
contiguouscircular arraysof 32-bit entriesin SRAM. Headand
tail pointersaresimply indexesinto the array andthey arestored
in Scratchmemory Buffer pointersareinsertedinto the queueat
theheadandremovedatthetail.

3.4.1 PacketSceduling

Eachoutputport musthave oneor morequeuesassociatedavith
it. During eachiterationof theoutputloop for someport, all queues
associateavith thatport mustbe examinedfor readypaclets. This
involvesreadingthe currentqueueheadpointerand comparingit
with thetail.

To avoid both additionalsynchronizatiorcostsand readingthe
tail pointerfrom memory queuesareassignedstaticallyto output
contets. This allows the output contets to keepthe queuetalil
pointersin registersandsazesmultiple memoryoperation®neach
loop iteration. However, this restrictsthe numberof queueshat
eachcontet canserviceto amaximumof 16, the numberof avail-
ableregisters.

If multiple queuesare assignedo a single output contet, the
contet mayoccasionalljhave multiple pacletsavailablefor trans-
mission. Choosingwhich paclet to servicenext is a policy deci-
sion that determineghe overall paclet schedule.This decisionis
re ected by the pseudo-codselect_queue operation.Whenmul-
tiple queuesare used,our implementationprioritizesthe queues,
suchthateachcontext drainsits queuesn priority order However,
ary otherpolicy implementablevith little computationwhichdoes
notrequirelooking deepeinto thequeuesgcanbeused(e.g.,round
robin).

If more complex paclet schedulingpolicies are needed they
mustbeimplementedy theinput contexts. Whenmultiple queues
areavailableat eachoutputcontext andwhenthesehave x edpri-
ority levels, the larger computingcapacityavailablein input-side
protocol processingcould be usedto selectthe appropriateprior-
ity queueandtherebyapproximatenorecomple« schemessuchas
weightedfair queuing.We have not evaluatedthis in detail.



3.4.2 QueueContention

Therearetwo simple approache$o managecontentionamong
input contexts for accessingutputqueues.The rst approachis
to protecteachoutputqueuewith a mutex lock. Sincesuchlocks
arenormallyimplementedisingthe memorysubsystemgreatcare
must be taken to avoid unpredictablebehaior during lock con-
tention. For example, the MicroEngineshave a test-and-setn-
structionthat canbe usedto implementa lock using a tight test-
until-acquiredloop. However, our experimentswith this stratgy
reveal performance-cripplingnemorycontentiorwhenmary con-
texts attemptto acquirethe lock at the sametime. Fortunately
the IXP1200alsohashardware mutex supportfor mutually exclu-
sive accesdo specialSRAM regions.Becauseéheseoperationsare
blocking,they do not suffer from the sameproblem.

A secondapproachis to avoid having input contets share
queues therebyentirely avoiding the needto synchronize. This
is achieved by staticallyassigninggueuedo input contets, effec-
tively giving eachinputcontext aprivatesetof queuegor eachport.
Thedownsideof thisapproachs thateachoutputcontext mustnow
servicemary morequeuespneperpriority level, perinputcontext.
Sincewe have 16 input contets andeachoutputcontet hasonly
16 registersto hold queuepointers,this effectively limits usto a
singlepriority level for eachoutputport.

3.4.3 Optimizations

Whenoutputcontets servicemultiple queuesthelateng intro-
ducedby thememoryaccesseseededo checktheheadpointersto
determinewhich queueshave new paclets canquickly make out-
put performanceainacceptableThis canbe mitigatedby addinga
level of indirectionthat summarizegjueuereadinessnformation.
Insteadof checkingmary queuesthe outputprocesschecksa sin-
gle bit-array of queuereadinessags. Thesecan be setwithout
extra synchronizatiorby the input contects using a specialbit-set
memoryaccessnodeprovidedin the MicroEngineinstructionset.

Alternatively, if eachoutputcontext serviceonly asinglequeue,
memoryaccesseo the queueheadpointer might be avoided by
batchingpaclet transmissions.To be more speci c, if the queue
headpointeris checled andif therearemary readypacletsin the
queueall of thereadypacletscanbe sentbeforeit is necessaryo
look attheheadpointeragain.This canavoid anumberof memory
accesseduringperiodsof high load.

3.4.4 QueuePort Mapping

If multiple MicroEngineoutputcontexts areservicingqueuegor
the sameoutputport, additionalsynchronizations requiredto en-
surethat all of the MPs for one paclet are sentbefore thoseof
the next paclet. Our developmentboardhasenoughportsthatour
prototyperoutercanstaticallyallocateportsto contexts. However,
if fewer portswere used,the problemcould be avoided by more
comple andcarefulallocationof the outputFIFO slots. We have
not evaluatedthis in more detail sinceit is not a problemfor our
hardwarecon guration.

3.5 Micr oEngine Evaluation

This sectionreportsthe resultsof several experimentsdesigned
to evaluatehow well our implementationtakes advantageof the
parallelresourceslt alsoreportssomeof our experiencesvorking
with with IXP1200.

3.5.1 Performance

We initially measuredhe systemusingthe8 100MbpsEther
netportson the evaluationboardusingeightKingstonKNE100TX
PCI Ethernetcardsbasedon the 21143 Tulip chip-setastrafc

sources. (A pair of thesecardsare pluggedinto eachof four

450MHz Pentiumlls running a paclet generataj When con-

gured to generateminimum-sized(64-byte) paclets, eachcard
transmits 141Kpps, which is 95% of the theoreticalmaximum
of 1488Kpps (calculatedfrom [9]). Given this trafc source,
the MicroEnginesare able to sustainline speedacrossall eight
ports,resultingin a forwardingrateof 1 128Mpps. Thisis anex-

pectedresultasthe theoreticaforwardingcapacityof the process-
ing andmemoryresource# the I XP1200is muchgreatethanthe

800Mbpsof testbedrafc.

To determinghe maximumforwardingrateof the IXP1200,in-
dependenbf the portscon gured ontothe board,we modi ed the
inputprocesso move asinglepacletfrom aportto eachFIFOslot.
Futureiterationsof the input processseethis samepaclet without
portinteraction,althoughwe do still incur the overheadof acquir
ing the mutualexclusionlock. This lets us measureghe maximum
systemperformancdrom FIFO to FIFO, emulatingin nitely fast
network ports.

We needto qualify this experimentin two ways. First, although
no forwarderis run in this experiment,the protocol processing
stepin Figure 5 doesperform paclet classi cation basedon the
destinatiorlP addresslt doesthis usingaone-gcle hardwarehash
of this addressandwe assumea hit in a route cache.Oneconse-
guenceof thisimplementatioris thatthe performanceve reportis
what onewould expectin the commoncasefor a virtual circuit-
basedswitch,suchasonethatsupportdMPLS. Secondwe elected
to not include ary device interactionin the experimentsbecause
eachdevice is different; e.g., the 1Gbpsports behae differently
thanthe 100Mbps ports,andthe next versionof theboardpromises
still differentbehaior. However, omitting the device interaction
doesnothave asigni cantimpactontheperformanceaumberspre-
sentedn this sectionaseventhe worst casedevice (the 100Mbps
ports)accountedor lessthan10%of thetotal perpacletdelay

Becausequeueingpaclets is the primary compleity in the
router and the router's performances greatly in uenced by the
queueinglisciplineselectedwe measuredeveralcombinationf
queueingstratgies. Tablel lists the optionsthatwe analyzed For
theseexperimentsthesystemwascon guredwith 4 MicroEngines
(16 contets) runningthe input loop and 2 MicroEngines(8 con-
texts) runningthe outputloop. All 24 contexts wereexecutingtheir
assignedoop for all themeasurements.

Input Processing4 MicroEngines)
(1.1) privatequeuesn regs 3 75Mpps
(1.2) protectedpublic queuesio contention 3 47Mpps
(1.3) protectedoublic queuesnax. contention 1 67Mpps
OutputProcessing2 MicroEngines)

(0.1) singlequeuewith batching 3 78Mpps
(0.2)singlequeuewithout batching 341Mpps
(0.3)multiple queueswith indirection 3 29Mpps

Table 1: Maximum packet rates broken down by input and
output processand by queueingdiscipline.

Theresultsfor inputandoutputarepresentedeparatelyo high-
light which stagebecomeghe bottleneckfor eachoption. For ex-
ample,acon gurationwith asinglequeueatevery outputportwith
batching(0.1) must be combinedwith a protectedqueueaccess
mechanisnon the input side (1.2 or 1.3), andthe systemwill then
be pacedby theslowerinput processHowever, it mightbereason-
ableto choseprivate queuedor eachinput context (1.1), although
this forcesuseof the multiple queueingsupporton the outputside
(0.3),whichrunsataslowerrate.



The fastestfeasiblesystem(l.2 + O.1) is ableto forward pack-
etsatarateof 3 47Mpps. This resultcorrespondso the situation
whereno two pacletsare destinefor the samequeueat the same
time, andsorepresentsan upperboundon performance.Row 1.3
correspondso the samecon guration, but this time with all pack-
etsdestinefor the sameoutputqueue.Note thatthis con guration
(independenof theworkload)doesnot supportQoSsincea single
queueis associatedvith eachoutputport. In contrast,con gura-
tion1.2 + O.3correspondso asystenthatsupportaipto 16 queues
for eachoutputport, providing signi cant e xibility in differenti-
ating service. It is ableto forward paclets at a maximumrate of
3 29Mpps.

Reg- | DRAM | SRAM | Scratch
only | 32Byte | 4Byte | 4Byte
Input 171 (0/2)| (2/1)| (2/4)
Output| 109| (2/0)| (0/1) | (2/2)
Total 280 (2/2)| (2/12)| (2/6)

Table 2: Instruction counts for processingone MP, broken
down by input and output processingand by type of memory
involved. Memory operationsare further brokendown (read/
write).

Memory | TransferSize | Read Write
(bytes) (cycles) | (cycles)
DRAM 32 52 40
SRAM 4 22 22
Scratch 4 16 20

Table 3: Micr oEngine cycle times to transfer common-sized
data blocks into and out of various memoriesfrom the Micr o-
Engines.

Table 2 provides detailed counts of what operationsare per
formedby the input and outputstagedor con gurationl.2 + O.1.
Operationsare broken down into simpleregisterbasedoperations
that generallytake a single cycle to execute,and memoryopera-
tionsthattake muchlonger Table3 givesthe measurediateng for
reading/writingeachof the threememories.The lateng is given
in MicroEnginecycles,eachof which is approximatelysns. Note
thateachtransfermovesa differentnumberof bytes;Table3 gives
themostcommontransfersizefor eachcase.

Given theseinstruction counts, each paclet requires280 cy-
cles of registersinstructions, plus 180 (DRAM) + 90 (SRAM)
+ 160 (Scratch)= 430 cycles of memorydelay which totalsto
710 cycles. This meansthat a given paclet experiences3550ns
of delay as it is forwarded by one or more contets running
at 200MHz. Since the systemas a whole is able to forward
3 47Mpps—thatis, it outputsa paclet every 288ns—the system
is ableto forwardalittle over 12 pacletsin parallel.

Looking at the numbersanotherway, supposeve ignore mem-
ory accessimesandassumehatall memoryoperationcomplete
in onecycle. In reality this is unreasonabléecausat assumes
thehardwarememoryhidingtechniquesvork perfectly;contention
for busesand other synchronizatiorcost make this unlikely. We
calculatethatoneMicroEnginecanproces200MHz / 280cycles
= 714Kpps for a systemtotal of 4 29Mpps. Our actualrate of
3 47Mppsis 80% of this optimistic upperbound. In otherwords,
we arewithin 20%of themaximalpossibleperformancéfor asys-
temwith ourinstructioncounts).

Forwarding Rate (Mpps)

—a— input only
—a— output only
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MicroEngine Contexts

Figure 7: Maximum packet rates achievable by the output and
input processesvhen running independently. For each dat-
apoint only the minimum number of Micr oEngine are used,
hencethe dip in the graph.

Finally, Figure 7 provides someinsightinto howv a systemthat
choosesotto useour4/2 MicroEnginebreakdavn mightfunction.
This gure illustratesthatoutputprocessingcalesalmostperfectly
with the numberof MicroEnginesaddedto this stage. However,
input processingbene ts very little from more than 16 contexts.
Thisis becausef theserializedaccesso the DMA statemachine,
which dominateshe performanceof input processingoncethere
areenoughthreadsto keepit busy Note thatto preventinterfer
encein theseexperiments,input or outputcontexts wererunning
exclusiely atary time, never bothtogether To runthe outputpro-
cesswithoutinput,asingleadditionalinstructionwasaddedo fool
theprocessnto believing datawasalwaysavailable. Also, only the
minimumnumberof MicroEnginesto supportthelistednumberof
contts wereusede.g.,1 MicroEnginefor 1-4 contets, 2 for 8, 4
for 16, and6 for 24. This explainsthe small“dent” in the bottom
of thegraphs.

3.5.2 Experiences

The IXP1200is not an easysystemto program. We had sev-
eral false startsin the overall approachto managingthe parallel
resourcesandall the codeis written in assemblylanguage—there
is no compilerfor the MicroEngines. Regardingthe overall ap-
proach,our experiencestronglysuggestshat a staticallocationof
resourceqi.e., statically assigningtasksto contets and contexts
to ports),coupledwith implicit schedulinghroughthetokenpass-
ing mechanisn{which playsthe dualrole of protectingthe shared
DMA statemachine)yields the mosteffective designfor a router
Regardingthe lack of a compiler while we are aware of several
efforts to addresshis limitation, we are not corvinced that they
will prove all thathelpful, atleastfor specializedapplicationdike
paclet forwarding. This is becaus®ur ability to achiese goodper
formancedepend®n having completeknowvledgeof how registers
areallocated.lt is alsothe casethatthe mosterrorpronepieceof
codeis the sequencef instructionsthat dealswith the FIFOsand
DMA statemachinewhichis necessarilyvrittenin assembly



Unfortunatelyour staticapproachmeanghatthe softwareneeds
to be re-designedor boardscon gured with different ports and
portspeedsThisis especiallyproblematidor anon-homogeneous
setof ports. Having to write this codein assemblylanguageonly
complicateghe situation. We seeat leastthreepossiblesolutions
to this problem. Onewould be to createa hardware indirection
stagebetweenthe actual ports and the IX bus that connectsthe
portsto theXP1200. Thisindirectionstagewould presentasingle
“virtual” port to the IXP1200. Of coursethis doesnot solve the
problem,it justmovesit from softwareinto hardware,whichseems
like thewrongthing to do consideringhe solutionmustdealwith
aheterogeneouasndvarying numberof ports.

A secondsolutionwould be to have the portstransferpaclets
directly to andfrom DRAM, bypassinghe FIFOs. Being ableto
buffer pacletsin memorywould free the MicroEnginesfrom hav-
ing to servicethe FIFO slots at varying line speedsithey would
only have to keeppacewith the aggreaterate. The problemwith
this solutionis thatit forcesfour memoryaccesse$or eachbyte
of a minimal-sizedpaclet: port-to-DRAM, DRAM-to-registers,
registers-to-DRAM,andDRAM-to-port. This is nota problemfor
longerpaclets,whereonly theheadehasto bebroughtinto Micro-
Engineregistersfor processingbut it doeshalve the maximum
achievable throughputrate for 64-bytepaclets. One of our early
implementationaisedthis generalstratgy, and saturatedRAM
while forwarding2 69Mpps. An alternatve would beto provide a
larger registerbankasa stagingareafor paclets (recall thateach
FIFOis really justa 16-registerbank),but it is not clearthatdoing
so offers a full solution, or only makesthe problematiccaseless
likely.

The third solutionwould be to constructthe softwarefor a new
portcon gurationfrom a collectionof building block components.
Thiscouldultimatelyresultin adomain-speci ccompiler Ourcur
rentimplementatiortakesthe rst stepin this directionby de ning
a setof macrosthat can be usedin differentcombinations. The
hardpartis knowing how to partition the resourcegcontets and
FIFO slots)in themosteffective way for agivencon guration. We
are currently developing a resourcemodelthat supportsthis third
approach.

3.6 StrongARM

The StrongARM s ableto directly accesDRAM, so paclets
are available for it to computeon with minimal additionalover
head.Theonly lateng is the costof a MicroEnginesignallingthe
StrongARMto inform it thata pacletis available.

An input context processethe paclet asusual,but upondetect-
ing thatthe paclet requiresserviceby the StrongARM(e.qg.,there
is a missin the route cacheor the paclet containslP options),it
enqueueshe paclet in a StrongARM-speci cqueueinsteadof a
gueueassignedo an outputport. At this point, we have two op-
tions: interruptthe StrongARMor let the StrongARMpoll to seeif
ary pacletshave arrived. In both casesthe StrongARMdequeues
the next paclet from this queue performswhatever processings
required,and placesthe paclet on the appropriateoutput output
queue.

We measuredhe maximumrate that the StrongARM can pro-
cesspacletsby having it run a null forwarder with the input con-
texts programmedto passall their paclets to the StrongARM.
With this con guration, we achiere a maximumforwarding rate
of 526Kpps using polling; interruptswhere signi cantly slower.
By addinga delayloop that countsto a pre-determinedalue, we
concludethatthe StrongARMhasno additionalcyclesavailableto
computeon pacletswhenreceving thematthis rate.

3.7 Pentium

We move paclets betweenthe IXP1200 and the Pentiumover
the PCI bus. Our implementatiorusesthe IXP1200s DMA en-
gine,plusqueuemanagemertiardvareregisterssupportingheIn-
telligentl/O (1,0) standard11]. For eachlogical queuefrom the
IXP1200to the Pentium—whereachlogical queuecorrespond$o
theuseof theterm“queue”throughoutherestof this section—the
implementationusesa pair of 1,0 hardware queues. One queue
containspointersto empty buffers in Pentiummemory and the
othercontainspointersto full buffersin Pentiummemory Onthe
IXP1200side, putting a paclet onto a logical queueinvolves rst
pulling apointerto afreebuffer from thefreel,O queue,lling the
buffer usingthe DMA, andthenplacingthe pointeronthefull 1,0
gueue.Onthe Pentiumside,gettinga paclet from alogical queue
involves rst retrieving a pointerfrom thefull 1,0 queue process-
ing the paclet, and then returningthe block to the free pool by
placingits pointeronthefreel,O queue Moving pacletsfrom the
Pentiumto the IXP1200worksin ananalogousvay, andinvolves
asecondair of 1,0 queues.

We measuredhe maximumrate that the Pentiumcan process
paclets by having it run a loop that reads paclets of various
sizesfrom the IXP1200,andthenwrites the paclet backontothe
IXP1200. (Due to a silicon error, the 1,0 mechanismdoesnot
work. We thereforehadto simulateit in software.) The Strong-
ARM is programmedo feedpacletsto the Pentiumasfastaspos-
sible. We also inserteda delay loop on both sidesto determine
the numberof sparecycles available, thatis, cycles not involved
in the datatransfer Theresultsaregivenin Table4, which shavs
thatthe routeris ableto forward up to 534Kpps throughthe Pen-
tium. Thisratesaturateshe StrongARM,but leaves500cyclesper
pacletavailableon the Pentium.

PacletSize | Rate | Pentium| StrongARM
(Bytes) (Kpps) | (Cycles)| (Cycles)
64 534.0 500 0
1500 43.6 800 4200

Table 4: Measured Maximum Forwarding Rate and Excess
Per-Packet ProcessorCycles.

Note that up to this point we have focusedon 64-bytepaclets.
Thisis becaus@rocessingninimal-sizedpacletsis theworst-case
scenario. It is alsothe casethat forwarding larger paclets scales
linearly on the MicroEngines:forwarding a 1500-bytepaclet in-
volvesforwardingtwenty-four64-byteMPs. Crossingthe PCl bus
is different,hawever, sincethe DMA enginerunsconcurrentlywith
the StrongARM. Also notethatevenif 1500-bytepacletsarrive,
we do not necessarilyneedto move themacrossthe PCI bus, as
mary forwardergustneedto inspecthepaclet headerTo account
for this likelihood, we move just the rst 64-bytesacrossthe PCI
bus, alongwith an 8-byteinternalrouting headerthatinformsthe
Pentiumof (1) the classi cation decisionmadeon the IXP1200,
and(2) how to retrieve the restof the messagélazily) shouldthe
forwarderrunningon the Pentiumneedto accesshe paclet body

4. EXTENSIBILITY

The previous sectionestablisheshe maximumratethateachof
thethreeprocessorsanforwardpacletswith anull forwarder This
sectionevaluatesaddingmorecomplex forwarderso thedataplane
andintegratingthe control planeinto the system. It alsodemon-
strategherobustnes®f the systemthatis, how theextentto which



the performanceof the differentlayersof the processohierarchy
areisolatedfrom eachother

4.1 Designlssues

We startby consideringhe processohierarchyasanintegrated
whole. Figure 8 depictsthree possibleswitching paths. Path A
includesthe MicroEnginesandthe IXP memory PathB includes
the MicroEngineshe IXP memory andthe StrongARM. PathC
includesthe MicroEngines the IXP memory the StrongARM,the
Pentiummemory andthe Pentium. The shadechoxes correspond
to thethreeprocessorawhile thenon-shadebtoxesrepresenmem-
ory thatimplementsaclet queuesandbuffers. We know from the
previous sectionthat path A canforward paclets at a maximum
rateof 3 47Mpps, pathB at 526Kpps, andpathC at534Kpps, but
therearethreecaveatsthataffect our design.

Pentium

Pentium
E H Memory

StrongARM

EE ! Vemory

B

Input Output
MicroEngine MicroEngine
Contexts A Contexts

Input FIFO Output FIFO

Figure 8: Thr eeswitching pathsthr oughthe Pentium/IXP1200
processothierarchy.

First, we cannotsimultaneoushsupportpathsB and C at their
maximum ratessince the StrongARM is involved in both. Our
designgives priority to paclets destinedfor the Pentium, with
the StrongARMprimarily servingasa bridge betweerthe Micro-
Enginesandthe Pentium.We limit the forwardersthatrun locally
(correspondingo pathB) to thosethat t within theremainingca-
pacity SimilarinterferencebetweerpathA andpathsB and/orC
is possible exceptthatin our designthework the MicroEnginehas
to doto passa pacletupto the StrongARMis the sameasthework
it hasto doto implementpathA; no additionalcyclesarerequired.

Secondmore complicatedforwardersrequiremore cycles-per
paclet (cpp), possiblyreducingthe maximumforwardingrate. In
thecaseof thePentiumwe have 500cppavailableatthemaximum
534Kppsrate;moreexpensve forwarderswill obviouslylesserthe
sustainabldorwardingrate. In the caseof the MicroEngines,all
of the available capacityis neededo achiere the 3 47Mpps for-
wardingrate. If this matchegheline speedthenonly the minimal
forwardercanrun here.However, if we assumelesseline speed,
thentheremaybeexcesscapacitythatcanbeusedto run additional
forwarders.We returnto thisissuein Section4.2.

Decidingwhatforwardersto run on the StrongARMis compli-
catedby thefactthatthe StrongARMmustsupporthe Pentium(as
describedabore) andbecauset sharesSRAM and DRAM band-
width with the MicroEngines. This meansan arbitrary forwarder
runningon the StrongARM hasthe potentialto interferewith the
MicroEngines ability to forwardpacletsatline speed As aconse-
guencethe StrongARMmustrun within the sameresourcebudget
asthe MicroEngines.t is for this reasorthat we electto not run
a general-purpos®©S like Linux on this processor Instead,the
StrongARM runsa minimal OS that doestwo things: (1) actsas
a bridgethatforwardspacletsto the Pentium,and (2) supportsa
smallcollectionof local forwarders.

Third, eventhoughwe know themaximumratesthatcanbesup-
portedby the Pentiumand StrongARM, in the worst caseall ar
riving pacletsrequiremore processinghanthe MicroEnginescan
provide, andsohave to be passedip the processohierarchy This
meanghe higherlevels of the processohierarchymustdifferenti-
ateamongpacletsbasedn classi cationdoneatthe MicroEngine
level andthenscheduleheir availablecapacityin somemeaningful
way.

Regardingclassi cation,this meanghat(althoughnot shavn in
Figure8) multiple queuegeedthehigherlevelsof theprocessohi-
erarchyallowing, for example,the routerto isolateOSPFupdates
from ping paclets. Regardingschedulingwe run a proportional
sharescheduleon the Pentium,wheredecidingwhat shareto al-
locateto each ow is a policy issue. For example,we allocate
sufcient cyclesto the OSPFcontrol protocolto ensurethatit is
able to updatethe routing table at an acceptableate, and we al-
low forwardersthatimplementper o w servicego resere botha
paclet rateanda cycle rate[19]. We eventuallyplanto run a pro-
portional sharescheduleron the StrongARM, sincein generalit
might alsorun arbitraryforwarders but we currentlyimplementa
simple priority schemethat gives paclets being passedup to the
Pentiumprecedencever pacletsthatareto be processedbcally.

4.2 Virtual Router Processor

Ourapproacho installingusefulpaclet processingttheMicro-
Enginelevel of the processohierarchyis to staticallyallocatethe
MicroEnginesto two tasks:(1) arouterinfrastructue (RI) thatis
ableto forwardminimume-sizedpacletsatline speedand(2) avir-
tual routerprocessoi(VRP) thatrunsadditionalcodeon behalfof
eachpaclet. In effect, Section3 de nesthe RI, while this section
de nesthe VRP. In termsof the pseudo-codén Figure5, every-
thing exceptprotocol_processing is partof theRI, andit is useful
to think of the protocol_processing stepasrunningon anabstract
machine(called the VRP) that supportsa x ed numberof cycles
for eachMP.

Thenext questionis how to characterizéhe capacityof the VRP
sowe canunderstandvhat codeit is allowedto run. Figure9 il-
lustratesthe effects of addinginstructionsto the null VRP of the
3 47Mpps system. The threelines in the graphrepresenadding
threedifferentbasicblocksof “VRP code”. Blocks areeithersets
of 10registerbasednstructionsasingle4-byteSRAM accessor a
combinatiorblock with both 10 registerinstructionsandthe4-byte
SRAM operation Effectively, the graphshaws therelationshipbe-
tweensupportabldine speedand VRP budget. By xing either
of thesevariables,the graphcan be usedto determinethe avail-
ability of the other For example,at an aggregateforwardingrate
of 1Mpps, the VRP hasa budgetof 32 blocks, eachconsistingof
10registeroperationsaanda 4-bytereadfrom SRAM.

However, Figure9 is basedon measurementsf traf ¢ without
ary contentionfor outputqueues.Sincecontentionis commonin
practicejt isimportantto measuréts effectsonthe VRP. Figure10



3.5+
] —4— block = 4B SRAM read
] —=a— block = 10 register instr
3.0 —e— block = 10 register + 4B SRAM read
2 254
o
=3 ]
2 204
© B
n: B
o ]
5 1.5—_
]
g ]
I_OL l.O—_
0.5
00—
0 16 32 48 64

Code Blocks per Packet

Figure9: Number of blocks of VRP codethat canrun at differ-
ent line speeds.

shavs the sameexperimentin the faceof maximalcontention—all
incomingtrafc boundfor the sameprotectedqueue. The graph
shaws thatthetime otherwiselost to contentiondelaycanbe used
for VRP processing(Note thatwhenwe apply 64 blocksof VRP

codeto eachpaclet, thereis no measurableontentionoverhead.)
This is very importantbecausét meanshatonedoesnot needto

worry thatlargefractionof thesystenresourcesvill bewasteddue

to contentiondelays. In fact, theseresourcesanbe reclaimedby

increasinghe VRP budgetto paceinput processingo not overrun

the anticipatedevel of contention.This is doubleabene t in that

theextraVRP cyclescanbeusedto analyzewhich pacletsactually
desere to be sentoutthe contendegort.

4.3 Prototype Con guration

We now turn our attentionto the actualline speedavailable on
our developmentboard:8 100Mbps Ethernetports. This means
thatthe MicroEnginesarerequiredto forwardat most1 128Mpps,
leaving a signi cant VRP budget. Basedon the experimentre-
portedin previoussubsectiomndtakinginto consideratiorthestate
of theMicroEnginecontext whenthe paclet-speci cfunctionis al-
lowedto run, we characterizéhe VRP onour prototypeasfollows:

Thepacletis fragmentednto 64-bytepieceswhichbecome
accessiblgo the VRP in registersone fragmentat a time.
The rst fragmentholdsboththe TCP andIP headers.

In additionto the 16 registersthathold paclet data,the for-
warderhasaccesgo 8 generalpurpose32-hit registers.Val-
uesstoredheredo not last acrossinvocationsof the VRP,
andso theseregisterscanonly be usedfor temporarystate
(e.g.intermediatecomputationaftesultsor stateloadedfrom
SRAM). An additionalregister containsthe SRAM address
of the o w-speci c state.

Theforwardercanexecuteup to 240cyclesworth of instruc-
tions.

The forwardercanperformup to 24 SRAM transferqreads
or writes)of 4 byteseach.

Theforwardercanperform3 hashesvith supporiof thehard-
warehashingunit.
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Figure 10: Forwarding time breakdown under maximal output
port contentionfor the caseof 10registerinstructions and a 4-
byte SRAM readper codeblock. (The “no contention” portion
correspondsto the circle points of Figure9.)

Keepin mindthatthis budgetis availablefor each64-byteMP pro-
cessedy the MicroEngine. In addition,thereare 650 instruction
slotsin theISTOREthatmustbeallocatecto the competingexten-
sions. (The next versionof the chip will support1024 additional
instructionsgiving the VRP room for 1674 instructions.) Finally,
sincethose paclets passedo the StrongARM will not have yet
consumed/RP resource®n the MicroEngines—inparticular the
availablememoryreferences—alhis capacityis alsoavailableon
the StrongARM.

An importantconsequencef this analysisis thatthereis suf-
cient SRAM capacityto load andstoreup to 96 bytesof statethat
persistacrospacletsandpaclet o ws. Thisis critical becaus¢he
parallelismof multiple MicroEnginecontexts working on a single
input port may preventa speci ¢ MicroEnginefrom processingll
pacletsonaparticular o w.

Note that this evaluationwas donein the context of the worst-
caseload we can put on the router—forwarding minimum-sized
pacletsarriving at line speed.We do not currentlytake adwvantage
of cyclesthatareavailablewhenwe handleMPsotherthanthe rst
in the paclet. Onecouldimagineusingthe cyclesavailablebefore
theinputworker hasto returnto thetop of theloopto work onsome
“background’processbhut we have notyetattemptedo exploit this
capacity

4.4 ExtensionRequirements

A number of router serviceshave been proposedover the
past few years: performancemonitoring, intrusion detection,
application-leel proxies,application-dependentaclet dropping,
paclet tagging, denial-of-servicedetectionand other assortedl-
tersand rewalls. A characteristioof mary of theseservicesis
thatthey have separableontrolanddatacomponentsA purePC-
basedrouteris not ableto take adwantageof this separatiorsince
theentireservicemustbeimplementednthemainprocessor(s)A
corventionalhardware-intensie routerwith distinctdataandcon-
trol planesis not ableto take adwantageof this separatiorbecause
it' sdataplaneis notprogrammableQur architecturehowever, can
exploit this separation.Speci cally, theseservicesmay be imple-
mentedby a pair of forwarders—adataforwarderrunningon the



IXP1200thatprocessesvery pacletandacontrolforwarderonthe
Pentiumthatinitializesandmanageshe dataforwarder

Performancenonitoringis atypical example[20]. The datafor-
warderincrementsone or more countersbasedon someproperty
of the paclet (e.g.,the input or outputport, the sourceor destina-
tion addressthe paclet's protocolnumbey the TCP ACK or SYN

ag). Thecontrolforwarderperiodicallyaggr@atesthesecounters
andsendssummariego a global coordinator Basedon high-level

analysisiit is possiblethatthe control forwarderthenelectsto in-

stall new countersin the dataforwarder Intrusiondetectionoften

worksin asimilarway: the dataforwarderrecordsevents;thecon-

trol forwarderanalyzegshemandin turninstalls lters in the data
forwarder

TCP splicing, a techniquefor optimizing proxy performance,
alsoillustratesthe separatiorof the control and datacomponents
[21]. A proxy runningon therouterthatconnectsa private corpo-
rate network to the public Internet rst inspectsthe datareceved
on a TCP connectionto the externalnetwork—e.g.,authenticates
the entity makingthe connectiorrequestindperformsaccesson-
trol ontherequestedesource—bt assuminghe proxy is satis ed
with whatit seesjt thensimply forwardsdatabetweenthe exter-
nal andinternalconnectionsThe optimizationis to splicethe two
TCP connectiongogetheroncethe authenticatiorphaseis com-
plete,therebyeliminatingthe needfor two TCP statemachinesand
the proxy. However, splicingrequiresmodifying elds in the TCP
headerof every paclet beingforwardedbetweenthe two connec-
tions. In this case,the full TCPsand proxy runin a control for-
warder(they operateon only a few pacletsperconnection)while
the splicing codethat patcheghe TCP headersunsin a datafor-
warder(it operate®n all subsequenpaclets).

It is alsopossibleto install a smartpaclet droppingservicethat
exploits knowledgeof a particularkind of applicationdata.For ex-
ample,waveletencodedsideodividesthe video streaminto multi-
plelayers[3]. Dependingnthelevel of congestiorexperiencedat
arouter pacletscarryinglow-frequeny layersareforwardedand
paclets carrying high-frequeng layersare dropped. In this case,
the dataforwarderrecordsthe numberof pacletssuccessfullyfor-
wardedfor this o w, while thecontrolforwarderuseshisinforma-
tion to determinethe availableforwardingrate,andfrom this, the
cutof layerfor forwarding. Thecontrolforwardertheninformsthe
dataforwarderof this cutoff, andthe dataforwarderdecideswhat
pacletsto dropbasednthis value.

SRAM Ragister Rayisters
Forwarder Read/Write| Operations | Needed
(bytes) (instructions)
TCP Splicer 24 45 7
WaveletDropper 8 28 4
ACK Monitor 12 15 4
SYN Monitor 4 5 0
PortFilter 20 26 2
IP 24 32 2

Table 5: Cycle, Memory and Register Requirementsof Exam-
ple Data Forwarders

We have implemented ve example dataforwarders. Table 5
givesthe memoryandcycle requirementdor each. The rst two
correspondo theforwardergust describedThethird (ACK Mon-
itor) watchesa TCP connectiorfor repeatACKs in aneffort to de-
terminetheconnectiors behaior [17]. Thefourth (SYN Monitor)
countstherateof SYN pacletsin aneffort to detecta SYN attack.

Port Filter is a simple Iter thatdropspaclets addressedo a set
of upto veportranges.Thelastis minimal IP processingwhich

consistof decrementinghe TTL, recomputinghe checksumand
replacingthe Ethernetheader (Note thatthe IP headerlsoneeds
to bevalidated—thechecksumveri ed andthe versionandlength
elds checled—hut thisis doneaspartof theclassi er ratherthan
theforwarder) Althoughfarfrom acomprehense study thissim-

plelist demonstratethatit is easyto write dataforwardersthatcan

live within the VRP budget.

In contrast,we have measuredmore complicatedforwarders
suchasTCP proxiesandfull IP to requireatleast800and660cy-
clesperpaclet, respectrely. Also, the pre x matchingalgorithm
we use[22] requireson average236 cyclesper paclet. Thesefor-
wardersclearly needto run on the StrongARMor Pentium.

4.5 Interface and Implementation

Taking theseexamplesinto considerationwe have de ned the
following interfacefor a controlforwarderrunningon the Pentium
to install andsharestatewith a dataforwarderrunningonthe IXP.
The IXP exportsthis interfaceto the Pentium,andthe operations
areimplementedon the StrongARM. The StrongARM interacts
with the MicroEnginesto implementthe operationsput this inter-
actionis hiddenfrom the Pentium. The interfaceconsistsof four
operations:

d =install(key, fwdr, size, where)
remove( d)

data = getdata( d)

setdata( d, data)

The rst operationinstallsforwarderfwdr on behalfof all pack-
etsthatmatchthe speci edkey, with size bytesof associatedo w
state. The where agumentindicatesthe processoon which the
forwarderis to run.

Thekey is a src_addr, src_port, dstaddr, dstport 4-tuple. As
aspecialcasekey canhave thevalueALL, indicatingthatthe cor
respondingorwarderis to be appliedto all incomingpaclets. The
4-tupleis usedto bind a forwarderthatimplementssomethindik e
TCP splicing or wavelet video droppingto a speci ¢ end-to-end

o w, while ALL is generallyusedby forwardersthatcountvarious
pacleteventsor Iter certainaddressesr ports.We call theformer
aper ow forwarder andthe latter a generl forwarder. Notethat
thisdiscussiorassumes x ed,|P-centricclassi er. In generalthe
classi er could itself be replacedwith onethat also understands,
say MPLS labels. The currentimplementationdoesnot support
incrementalchangego the classi cation code;this would require
re-loadingthe entireMicroEnginelSTORE.

The where amumenttakes one of threevalues,which selects
how thefwdr algumentis to beinterpretedandreferenced.

ME: the fwdr argumentis an executablefragmentof Micro-
Enginecode;it is loadedinto the ISTORE of theinput con-
texts and is subsequentlyeferencedby its offsetin the I-
STORE.

SA: the fwdr agumentis an executableStrongARM func-
tion; it is loadednto theDRAM andsubsequentlyeferenced
by anindex into ajumptable?2

PE: the fwdr agumentis anindex into a jump tablethatis
available on the Pentium;subsequentlpassinghataddress
to the Pentiumcauseghe Pentiumto jump to thatfunction.

2The currentimplementatiordoesnot allow new forwardersto be
dynamicallyaddedto the StrongARM. Instead,the StrongARM
bootswith a x edsetof forwardersandtheinstall functionsimply
bindsoneof themto a o w.



The StrongARM maintainsa table of all the forwardersit has
installed;thereturnvalue d is anindex into this table. For each
forwarder the tablerecordsthe SRAM addresghatholdsthe o w
state thefunctionaddressandthekey. Thegetdata andsetdata
operationaisethe d to accesshe o w state.lt is by manipulating
this sharedstatethat a control forwarderis ableto communicate
with its partnerdataforwarder Theremove operationusesthe d
to locateinformation aboutan installedforwarder allowing it to
remove the key from the hashtable andfree the memory(DRAM
or ISTORE)holdingthe function.

Theinstall operationis implementedbn the StrongARMasfol-
lows. First, baseduponthe where agument,it copiesthe code
block passedn thefwdr agumentinto DRAM (where=SA) or the
ISTORE of all theinput contets (where=ME). Next, the Strong-
ARM allocatessize of SRAM memoryto hold the o w state,and
initializesit to zero. Finally, it updateshe hashtableusedby the
pacletclassi erto mapthekey to theforwarderandtheaddres®f
the o w's state.

Router Infrastructure

Classification

Router Infrastructure

Figure 11: Layout of extensionsin Micr oEngine ISTORE for
input contexts.

Focusingon extensionghatrun onthe MicroEngines Figure1l
shaws thelayoutof the ISTORE on eachcontext runningtheinput
loop. The shadedareasat the top and bottom of the gure cor
respondto Rl componenbf the loop, while the clearareain the
centerrepresentshe protocol_processing stepin Figure5. The
latter areaof the ISTORE is further divided into threesegments:
the codeblock thatimplementpaclet classi cation, zeroor more
codeblocksthatimplementper o w forwarders,andoneor more
codeblocksthatimplementgeneralforwarders. The last general
forwarder(denotedsp ) is alwayspresentandimplementamin-
imal IP processing.

To modify a MicroEngine|STORE oncethe routeris in oper
ation, the StrongARM rst disablesthe MicroEngine and writes
its ISTORE with instructionlevel granularity; it then re-enables
the MicroEngine. Modifying the MicroEngineprogramtakestwo

memoryaccessefor eachinstruction,meaningthat addinga 10-
instructionforwarderto the ISTORE takes 800 cycles, while re-
writing the entire ISTORE takes over 80,000 cycles. Because
we want to be able to compile forwardersseparatelyand install
them incrementally—i.e.,without having to re-write the whole
ISTORE—weare not able to hard-codgump addresseto the
forwarders.Instead generaforwardersarestoredin reverseorder
from the end of the ISTORE, therebyallowing control to just fall
from oneto the next. Also, the lastinstructionof eachper o w
forwarderis anindirectjump to anaddressnaintainedn a Micro-
Engineregister

Revisiting what happendor eachpaclet that arrives, the clas-
si cation codein the protocol_processing stepof the input con-
text rst validatesheheadersthenhasheshelP andTCPheaders
separately The two hashedvaluesare combinedto index into a
table that containsmetadatéfor the o w: the key, wherethe for-
warderis to run, a referenceto the forwarder (this is the address
of the forwarders codein the ISTORE if the forwarderis to run
on the MicroEngine),andthe addressesf the forwarders statein
SRAM. Thisclassi cationprocesgequiress6 instructionsandac-
cesse20 bytesof SRAM; this codeis countedagainstthe VRP
budget. Giventhis metadataandassuminghe forwarderis avail-
ableon the MicroEngine,the context jumpsto the speci ed offset
in its ISTORE. If theforwarderrunsonthe StrongARMor thePen-
tium, thecontext insteadenqueuethepaclet onthecorresponding
gueueand signalsthe StrongARMthat a nev paclet hasarrived.
Theaddres®f the 0 w metadatas alsopassedo the StrongARM,
sothatit doesnothave to re-classifythe paclet.

The StrongARMmanages$wo setsof queuesthe MicroEngines
insertpacletsinto thesequeuesandthe StrongARMserviceghem.
The rst setcontainspacletsthatareto be processedocally. The
secondsetcontainsgueuedor each o w thatis to be passedip to
thePentium.For pacletsboundfor the StrongARM,it jumpsto the
correspondindocal function. For paclets on the Pentiumbound
queuejt initiatesthe procesof copying the pacletto the Pentium,
asoutlinedin Section3.7. As partof the paclet the StrongARM
passeshemetadatalongto thePentium soit knows whatfunction
to applyto thepaclet.

4.6 Admission Control

Ourdesigndepend®nanadmissiorcontrolmechanisnthatde-
cideswhatforwardergo install. We have notyetimplementedhis
mechanismbut ervision it runningon the Pentium.

For ary forwarderto be installedon the MicroEngines the ad-
missioncontrolmechanisnmustinspectthe codeto determinghe
numberof cyclesand memoryaccessett requires. (The number
of cyclesrequiredis slightly largerthanthe instructioncountsre-
portedin Table5 sincebranchdelaysmustbetakeninto considera-
tion.) If theVRP budgetallows, andthereis roomin the ISTORE,
the forwarderis appraved and the install operationcalled. Veri-
fying that the forwarderliveswithin the available VRP budgetis
trivial sincethereis no reasorfor the forwarderto containaloop,
andhence,a backwardsjump. This is becausahe MicroEngines
operateon 64-bytechunks,ary processindoop that a forwarder
might want to employ is alreadyeffectively unrolled. Note that
generalforwardersthat operateon all paclets run in serial (that
is, the sumof their cycle/memoryrequirementss boundedby the
VRP sincethey areall appliedto eachpaclet), while per o w for-
warderslogically run in parallel(thatis, only the mostexpensve
per o w forwardercountsagainstthe VRP budgetsinceonly the
forwarderthatmatcheghe givenpacletis run). We limit thenum-
berof per o w forwarderghatcanbeappliedto ary pacletto one.



For ary forwarderto beinstalledon the StrongARM,theadmis-
sion control mechanisnmust both verify that the codedoesnot
violate the VRP budget,and enoughof the StrongARM capacity
is setasideto meetits obligationsto move datato/from the Pen-
tium. Basedonourexperiencdo date we do notbelieve thattrying
to squeezadditionalforwardersonto the StrongARM is justi ed.
Therefore pur currentimplementatiorallocatesall of the capacity
onthe StrongARMto passingnessagesp to the Pentium.

Althoughit is beyondthescopeof this papertheadmissiorcon-
trol mechanisnmustalsodecidedhow mary forwardersto allow
onthePentium.For eachsuchforwarder therequestespeci esthe
expectedpaclet rateandthe expectednumberof cyclesexpended
on eachpaclet. Fromthesetwo values the mechanisndetermines
theforwarderstotal cyclerate. Theforwardercanbeadmittedonly
if the processohassufcient cycles-persecondare availableand
thetotal paclet rateremainsbelav the maximumthatthe Pentium
cansustain. Admissioncontrolto the Pentium,aswell asthe strat-
egy for schedulingthe Pentiums cycles, are discussecelsavhere
[19].

4.7 RobustnessExperiments

To validatethe performanceof the completesystemwe con g-
uredthe MicroEnginego run a syntheticsuiteof forwardersbased
on the examplesgiven in Section4.4. The suite utilizes the full
VRP budget. We thenprogrammedhe VRP to forward a variable
numberof pacletsto the Pentium. We found that the systemwas
ableto forwardupto 310Kpps(outof thel 128Mppsofferedload)
throughthe Pentiumwithout droppingary pacletsat ary level of
the processohierarchy Eachof the 310Kpps routedthroughthe
Pentium,in turn,receves1510cyclesof service.

In asecondexperimentwe ranthebaseinfrastructuredescribed
in Section3 withoutary VRP, andtreatedanincreasingpercentage
of thepacletsasexceptional therebysimulatinga ood of control
paclets. Theseexceptionalpaclets had no effect on the router's
ability to forwardregularpaclets,andin fact,up to the pointthata
processohigherin thehierarchy(e.g.,theStrongARM)wasunable
to servicethe streamof exceptionalpaclets,the routerwasableto
sustairthefull rateof 3 47Mpps. Thisis becaus¢heMicroEngines
budgetenoughresourceso classifyandenqueuesvery paclet ar
riving atline speedsandonceenqueuedor a particularforwarder
agiven o w receveswhatever level of servicethe schedulingpol-
icy dictates.

5. RELATED WORK

Programmableetwork cardshave beenusedfor a numberof
purposesver the years,includingto provide accesgo high-speed
links [6, 24, 26], improve handlingof multimediastreamg7], and
implementdistributedsharednemory[1]. All of theseprior efforts
have beenlimited to endhosts,andthe NICs supporta singlenet-
work port. ThelXP1200is alsouniquein thelevel of parallelismit
appliesto paclet processing.

Severalrecentprojectshave alsofocusedontheproblemof mak-
ing it easierto extendrouterfunctionality [5, 13, 18], but to-date
thesehave beenlimited to Pentium-basedmplementations.The
exceptionis a recenteffort at WashingtonUniversity to studythe
feasibility of implementingrouterextensionsn FPGAs[23]. Per
hapsthe work closestto our own is an ongoingeffort to port the
Genesikernel[2, 14] to theIXP1200.Genesigs designedo sup-
port virtual networks by dynamicallyloading routelets(similar to
our forwarders)ntothe IXP1200. The maindifferenceis thatour
approachrunsall forwardersfor a given pacletin a singlethread,
whichis critical to our ability to isolateperformanceaindervarying
loads.

6. CONCLUSIONS

This paper addresseghe resourceallocation and scheduling
problemsf implementinganextensiblerouteronathree-level pro-
cessorhierarchy We demonstrateur designon prototypehard-
wareconsistingof a Pentiumaugmenteavith anIXP network pro-
cessar Our designresultsin two speci ¢ contributions. First, we
describehow to programthe processohierarchywith a x edfor-
wardinginfrastructurethat fully exploits the parallelismavailable
on the IXP1200MicroEngines.Our approachs ableto achiere a
forwardingrate of 3 47Mpps. Secondwe demonstratéionv nev
functionality canbe injectedinto all threelevels of the processor
hierarchywithout jeopardizingthe router's robustnessn the face
of differentworkloads.Thekey innovationis to staticallypartition
the processingcapacityof the MicroEnginesinto a x ed routing
infrastructureanda programmabl&/RP, andto ensurehatary ex-
tensiongprogrammingnto theMicroEnginedive within theVRP's
budget.

While we have focusedon aroutercon gurationthatincludesa
single Pentium/IXPpair, we believe our basicarchitectureapplies
equallywell to richercon gurations.For example,we next planto
constructa routerfrom four Pentium/IXPpairsconnectedy a Gi-
gabitEthernetswitch. The maindifferencefrom the con guration
describedn this paperis thatwe will needto budgetRI capacityto
servicepacletsarriving onthe“internal” link (i.e., somefractionof
the 1GbpsEthernetink connectinghe IXP to theswitch),leaving
fewer cyclesfor the VRP. In general,asnetwork processorde-
comemoreprevalentin high-endrouters we expectourtechniques
to alsoapplythereaswell. In theend,we expectthedistinctionbe-
tween“hardware-based’and “software-basedtoutersto become
lessmeaningful.
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