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ABSTRACT
Recenteffortsto addnew servicesto theInternethaveincreasedin-
terestin software-basedroutersthatareeasyto extendandevolve.
This paperdescribesourexperiencesusingemerging network pro-
cessors—inparticular, the Intel IXP1200—toimplementa router.
We show it is possibleto combineanIXP1200developmentboard
anda PC to build an inexpensive router that forwardsminimum-
sizedpackets at a rate of 3 � 47Mpps. This is nearly an order of
magnitudefasterthanexistingpurePC-basedrouters,andsuf�cient
to support1 � 77Gbpsof aggregatelink bandwidth.At lesseraggre-
gateline speeds,our designalsoallows theexcessresourcesavail-
ableon the IXP1200to beusedrobustly for extra packet process-
ing. For example,with 8 � 100Mbpslinks, 240registeroperations
and96 bytesof statestorageareavailablefor each64-bytepacket.
Usinga hierarchicalarchitecturewe canguaranteeline-speedfor-
wardingratesfor simplepacketswith the IXP1200,andstill have
extracapacityto processexceptionalpacketswith thePentium.Up
to 310Kppsof thetraf�c canberoutedthroughthePentiumto re-
ceive 1510cyclesof extraper-packet processing.

1. INTRODUCTION
Software-basedroutershave alwaysplayeda role in the Inter-

net [16], but they arebecomingincreasinglyimportantas the set
of servicesroutersareexpectedto support—e.g.,�re walls, intru-
sion detection,proxies, level-n switching, packet tagging, over-
lay networks—continuesto grow. Althoughsoftware-basedrouters
have historicallybeenbuilt from PC-classmachineswith conven-
tional network interfacecards(NICs) [13, 19], the emergenceof
networkprocessors [8, 10, 25] makes it possibleto signi�cantly
improve theperformanceof software-basedroutersat a modestin-
creasein cost. For example, this paperdescribesa router, built
from a PC usinga 733MHz PentiumIII andan IXP1200devel-
opmentboard,thatdemonstratesnearlyanorderof magnitudeim-
provementin performanceoverapurePC-basedrouter, atacostof
roughly US$1500,basedon an estimatedUS$700for a IXP1200
boardproducedin low volume.

Network processorsaredesignedto operateundersevereperfor-
mancerequirements.For example,a network processorassigned
to anOC–48link (2 � 5Gbps) hasto processup to 6 � 1M minimum-
sizedpackets-per-second(pps).Copying anOC–48bit streaminto
and out of memory requires2 � 2 � 5Gbps � 5Gbps of memory
bandwidth.Network processorscommonlyemploy parallelismto
hidememorylatency. For example,theIntel IXP1200containssix
MicroEngines,eachsupportingfour hardwarecontexts. Theinten-
tion is thatduringregularexecutiononeof thesecontexts is doing
realwork while theothersareblockedon(hiding) a memoryoper-
ation. TheIBM PowerNPandVitesseIQ2000usesimilar designs
[8, 25].

This paper describesthe design and implementationof a
software-basedrouter that usesthe IXP1200 network processor.
The router implementsboth the data plane that forwards pack-
ets, and the control plane wheresignalling protocolslike RSVP,
OSPF, andLDP run. Ona purePC-basedrouter, boththedataand
controlplanesareimplementedon thecontrolprocessor. With the
IXP1200, it is largely possibleto separatethe two, with the data
planerunningon thenetwork processorandthecontrolplanerun-
ningon thePentium.Thefull story, however, is a bit morecompli-
cated,andis thesubjectof this paper.

Onedistinctionbetweenthe dataandcontrol planesis that the
former mustprocesspackets at line speed,while the latter is ex-
pectedto receive far fewer packets(e.g.,whenever routeschange
or new connectionsareestablished).Therequirementthatthedata
planerunsat line speedis basedon the needto receive andclas-
sify packetsasfastasthey arrive, soasto avoid thepossibilityof
priority inversion;i.e., not beingableto receive importantpackets
dueto ahigharrival rateof lessimportantpackets.Theexpectation
thatthecontrolplaneseessigni�cantly fewerpacketsis only anas-
sumption. It is possibleto attacka routerby sendingit a heavier
loadof controlpacketsthanit is engineeredto accept.

A seconddistinctionbetweenthedataandcontrolplanesis how
muchprocessingeachpacket requires. At oneextreme,the data
planedoesminimalprocessing(e.g.,IP validatestheheader, decre-
mentstheTTL, recomputesthechecksum,andselectstheappropri-
ateoutputport). At theotherextreme,thecontrolplaneoftenruns
compute-intensive programs,suchastheshortest-pathalgorithmto
computea new routing table. However, theseare just two ends
of a spectrum.In between,differentpacket �o ws requiredifferent
amountsof processing,suchasevaluating�re wall rules,gathering
packet statistics,processingIP options,and running proxy code.
Notethatthis processingcanhappenin thedataplane,in thesense
thatit is appliedto every packet in a particular�o w.
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Figure1: Thr eeswitching paths thr oughthe Pentium/IXP1200
processorhierarchy.

Takingbothpacket arrival ratesandper-packet processingcosts
into account,thekey is decidingwhereon theroutereachprocess-
ing stepshouldrun. Ourapproachis to treattherouterasaproces-
sor hierarchy, wherepackets follow switchingpathsthat traverse
different levels of the hierarchy. Figure 1 shows the three-level
hierarchycorrespondingto our prototypehardware. At the low-
estlevel, packetstraverseonly MicroEngines,while at thehighest
level, packetsareprocessedby thePentium.An intermediatelevel
correspondsto a StrongARMprocessoron the IXP1200chip. At
eachlevel of thehierarchy, thepacket hasaccessto somenumber
of cycles,but thereis overheadinvolved in reachingthosecycles.
Higherlevels(e.g.,thePentium)offer morecycles,but packetsalso
consumeresourcesat lower levelsof thehierarchyto accessthem.
Lower levels (e.g.,the MicroEngines)have enoughcyclesto per-
form only certainoperationsat line speeds.

The main contribution of this paperis to addressthe resource
allocationandschedulingproblemsof implementinganextensible
routerona three-level processorhierarchy. Ourapproachis guided
by threegoals:

� Performance: Theroutershouldbeableto forwardpackets
at thehighestratethehardwareis ableto support.Thechal-
lengeis to managethe parallelhardwarecontexts in a way
that fully utilizes the availablememorybandwidth. This is
dif�cult for two reasons.First,we mustassignwork to each
context soasto effectively exploit thesystem's parallelism.
Second,we mustavoid allowing synchronizationamongthe
hardwarecontexts to becomethelimiting factor.

� Extensibility: It shouldbeeasyfor a trustedentity to inject
new functionality into the router, including both new con-
trol protocolsandcodethatprocesseseachpacket forwarded
throughthedataplane.Thechallengein supportingextensi-
bility is de�ning theinterfaceby which thecontrolprogram
interactswith thecoderunningin thedataplane.

� Robustness:Theroutershouldcontinueto behave correctly
regardlessof theofferedworkloador theextensionsit runs.
Thechallengeis to simultaneouslysupportour performance
andextensibilitygoals,or saidanotherway, thesystemmust
ensurethat the performanceof the variouscomponentsare
isolatedfrom eachother. For example,it shouldnot bepos-
sible to inject codeinto the dataplanethat keepsthe router
from processingpacketsat line speed,andlikewise,it should
not bepossiblefor a high packet arrival rateto choke off the
delivery of controlpacketsto thecontrolplane.

Wedescribethedesignin two stages.First,weshow how to pro-
gramtheprocessorhierarchywith a �x edforwardingfunctionthat

fully exploits theparallelismavailableon the IXP1200,aswell as
theStrongARMandPentiumprocessors(Section3). This discus-
sion focuseson theperformancelimits of theprocessorhierarchy,
thatis, how fasteachlevel canforwardpacketsthatrequirenoextra
processing.Second,we describehow thesystemcanbemadeex-
tensiblewithout violating therouter's ability to processminimum-
sizedpacketsat line speed(Section4). Throughoutthepaper, we
highlightthedesigndecisionsthatimpacttherouter'sability to pro-
videperformanceisolation.

2. ARCHITECTURE
This sectiondescribesour softwareandhardwarearchitectures.

In the caseof the software architecture,our starting point is a
communication-orientedOSthat runson a Pentiumwith non-pro-
grammableNICs[12,19], to whichweaddadevicedriverandIXP
microcode.Thissectiongivesahigh-level overview of theoriginal
Pentium-basedsystem;latersectionsfocuson thoseaspectsof the
architecturethat are relevant to a multi-level processorhierarchy
(i.e., thedriver andmicrocodecomponents).

2.1 Software
Figure2 depictsthesoftwarearchitecturefor therouter. A classi-

�er (C) �rst readspacketsfrom aninput port,andbasedon certain
�elds in the packet header, selectsa forwarder (F) to processthe
packet. Eachforwarderthengetspacketsfrom its input queue,ap-
pliessomefunctionto thepacket,andsendsthemodi�ed packet to
its outputqueue.All transformationsof packets in the routeroc-
cur in forwarders.Finally, an outputscheduler(S) selectsoneof
its non-emptyoutputqueues,andtransmitsthe associatedpacket
to the outputport. The schedulerperformsno processingon the
packet.

Output
Port

Input
Port

C

F

F

F

S

Figure2: Classifying, forwarding, and schedulingpackets.

This architecturehastwo main attributes. First, it providesex-
plicit supportfor addingnew servicesto the router. Although the
router bootswith two default forwarders(one that implementsa
minimalIP forwardingfastpathandonethatimplementsthefull IP
protocol,includingoptions),additionalforwarderscanbeinstalled
at runtime(e.g.,TCPproxies,specializedoverlays,andsupportfor
virtual LANs). A new forwarderis installedby specifyingademul-
tiplexing key that theclassi�er is to matchandbindingthatkey to
theforwarderandsomeoutputport. Justto re-emphasizethepoint,
thecorearchitecturesupportsa genericforwardinginfrastructure;
evenbasicIP functionalityis treatedasanextension.

Second,thearchitecturedoesnot specifywherein theprocessor
hierarchyeachforwarderis implemented:somerun on theMicro-
Engines,someontheStrongARM,andsomeonthePentium.Note
that the architecturedoesnot distinguishbetweenforwardersthat
implementtraditionalcontrolprotocolsandforwardersthatwould
normallybeconsideredon thedataplane,althoughit is likely that
theformerwould bemappedto higherlevelsof theprocessorhier-
archyandthelatterto lower levelsof thehierarchy.
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Figure3: Block Diagram of an IXP1200Evaluation System

2.2 Hardware
Our routerrunson a PCusinga 733MHz PentiumIII processor

with theIXP1200evaluationsystemillustratedin Figure3 plugged
into onePCI slot. Theboardconsistsof a IXP1200network pro-
cessorchip(shadedarea),32MB of DRAM, 2MB of SRAM,4KB
of on-chipScratchmemory, a proprietary64-bit 66MHz IX bus,
and a set of mediaaccesscontroller (MAC) chips implementing
ten Ethernetports (8 �

100Mbps
�

2
�

1Gbps). Not shown is a
32-bit 33MHz PCIbusinterface.

TheIXP1200chip itself containsageneral-purposeStrongARM
processorcoreandsix special-purposeMicroEnginecoresall run-
ning at 200MHz (5nscycle time).1 Eachof thesix MicroEngines
supportsfour hardware contexts for a total of 24 contexts. Not
shown in the �gure is a 4KB instructionstore(ISTORE) associ-
atedwith eachMicroEngine. The StrongARMis responsiblefor
loading theseMicroEngineinstructionstores. As for the Strong-
ARM itself, it fetchesinstructionsfrom a 4KB I-cachebacked by
theIXP'sDRAM.

The chip also hasa pair of FIFOs usedto transferpackets to
andfrom the network portsacrossthe IX bus. Thesearenot true
hardwareFIFOsin thesensethateachhasa singleinput, a single
output,andnoaddresslines;rather, each“FIFO” is anaddressable
16slot

�
64byteregister�le. It is upto theprogrammerto usethese

register�les sothatthey behave asFIFOs.
Althoughnot explicitly prescribedby thearchitecture,themost

naturaluseof the DRAM is to buffer packets. This is a function
of size (32MB), but also of speed. The DRAM is connectedto
theprocessorby a 64-bit

�
100MHz datapath,implying a poten-

tial to move packetsinto andout of DRAM at 6 � 4Gbps. In theory,
this is suf�cient to supportthe2

���
8

�
100Mbps � 2

�
1Gbps�

�

5
�
6Gbpstotal send/receive bandwidthof the network portsavail-

ableon theevaluationboard,althoughthis rateexceedsthe4Gbps
peakcapacityof the IX bus. Similarly, SRAM is a naturalplace
to storetheroutingtable,alongwith any necessaryper-�o w state.
TheSRAM datapathhasa peaktransferrateof 32-bit

�
100MHz

= 3 � 2Gbps.

3. FIXED INFRASTRUCTURE
This section describesand evaluatesthe �x ed infrastructure

neededto forward minimal-sizedpackets throughthe system. It
assumesno packet processing,that is, we run only a null for-
warder. Becausewe do not consideractualforwarders(including
the forwarderthat implementsIP) until Section4, this discussion
is largely independentof IP, andsoappliesequallywell to a router
thatsupports,for example,MPLS [4].

1Actual speedis 199
�
066MHz.

This sectionhastwo goals. One is to establisha performance
envelope for eachlevel of the processorhierarchy. The second
is to describeenoughof the implementationto establishthe va-
lidity of the performancenumbers. This is easyfor the Strong-
ARM andPentium,which have familiar architectures.However,
theMicroEnginesoffer auniquechallenge,sowebegin by describ-
ing how we managedtheir parallelcontexts. Althoughthedescrip-
tion is necessarilytied to the detailsof the IXP1200,we believe
theengineeringdecisionswemadeapplygenerallyto any parallel,
software-basedswitch. It cameasa surprise(but shouldnot have)
thatmany of the issueswe facedhave directanalogsin managing
hardwareswitchingfabrics,whichareinherentlyparallel.

3.1 Forwarding Pipeline
The commonunit of datatransferredthroughthe IXP1200is a

64-byteMAC-Packet (MP). As eachpacket is received, theMAC
breaksit into separateMPs;tagseachMP asbeingthe�rst, anin-
termediate,the last, or the only MP of the packet; andstoresthe
MP in aninput FIFO slot. Similarly, theindividual MPsthatmake
upapacketmustbeloadedinto outputFIFOslotsto betransmitted
by theMAC. Sinceonly a �x ednumberof input andoutputFIFO
slotsareavailable(16 of each),it is necessaryto allocateslotsto
MAC ports,andit is theresponsibilityof theforwardingcoderun-
ningontheMicroEnginesto draintheinputslotsand�ll theoutput
slot ata ratethatkeepspacewith eachport's line speed.

While one might naively think that the MicroEnginescould
move MPsfrom inputFIFO slotsdirectly to outputFIFO slotsin a
singlestep,forwardingactuallyrequiresa two-stagepipeline.This
isbecauseportcontention—two or moreincomingpacketsdestined
for the sameoutputport—makes it impracticalfor a single con-
text to forward a packet. Instead,packetsareplacedinto queues,
andthesequeuesareservicedasynchronously[15]. Using differ-
entcontexts for eachstagepreventsMicroEnginesfrom beingidle
duringthetimeapacket is queued.Thetwo pipelinestagesareim-
plementedusingdisjoint setsof MicroEnginecontexts, with MPs
transferedbetweenthestagesvia DRAM.

Figure 4 summarizesthe forwarding pipeline. It shows the
queuesusedto passpacketsbetweenthecontextsthatperforminput
processingandthecontexts thatperformoutputprocessingasbe-
ing implementedusinga combinationof SRAM andDRAM. This
is becausepacket contentsarebuffered in DRAM, while SRAM
holdsthe actualqueuedatastructure(eachelementin a queueis
theaddressin DRAM wherethepacket is buffered).

3.2 Input Processing
Figure5 givespseudo-codefor the loop executedoncefor each

MP received. In the�gure, p denotestheportnumberonwhich the
MP arrived,c is anindex in theinputFIFO,mp addr is theaddress
in memorywherethe contentsof the MP is stored,reg mp data
denotestheMicroEngineregistersthathold theMP, andstateis a
datastructurecontaininginformationabouthow theMP shouldbe
processed.

The �rst setof operations(lines1–4) determinewhetherport p
hasa new MP available.If so,theload operationinstructsa DMA
state-machineto copy theMP from theoff-chip port memoryinto
theon-chipinput FIFO. Thereis only oneDMA state-machineon
the IXP1200andrequeststo it arenot hardware-serialized.Thus,
the mutex operationsare neededto allow multiple MicroEngine
contexts to safelyexecuteinput loopsin parallel.

OncetheMP is in theFIFO,theMicroEnginecopiestheMP into
its registersfor protocol processing, which is performedin-line
and includesall protocol-speci�cpacket headeror contentmod-
i�cations. In termsof the softwarearchitecturedescribedin Sec-
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Figure4: Forwarding Pipeline.

INPUT LOOP:
1 acquire input mutex()
2 if (! port rdy(p)) goto INPUT LOOP
3 load IN FIFO[c]
4 release input mutex()
5 mp addr = calculate mp addr()
6 copy reg mp data � IN FIFO[c]
7 state= protocol processing(reg mp data)
8 copy reg mp data � DRAM[mp addr]
9 if (at start of packet(state))

10 enqueue(state, state.queue)
11 goto INPUT LOOP

Figure 5: Pseudo-coderunning in eachcontext assignedto in-
put processing.

tion 2.1,this includesboththeclassi�erandtheforwarder. In terms
of IP, as a speci�c example, this involves validating the header,
decrementingthetime-to-live (TTL) �eld, recomputingthecheck-
sum,settingthedestinationMAC addressto the onefound in the
routing table,and settingthe sourceMAC addressto that of the
outputport. For thepurposeof thissection,theprotocolprocessing
stepincludesa trivial classi�er (it selectstheoutputport basedon
thedestinationIP address),andthesimplestpossibleforwarder(it
only modi�es thedestinationMAC address).It doesnootherwork.

Althoughprotocol processing is calledoncefor everyMP, and
thusmany timesfor large packets, the processingof the �rst MP
in a packet mustdeterminethedestinationof thepacket. This re-
sultsfrom thepipelinestructureof our router. Oncetheinputstage
hasproducedthe �rst MP of a packet, the outputstagemay start
processingit immediatelyandmusthave completedestinationin-
formationavailable.Protocolprocessingis performedfor eachMP
to facilitateoperationsthatmodify theentirepacket,or thatmanip-
ulatepacket headerslying deeperinto thepacket.

After protocolprocessing,the(possiblymodi�ed) MP is copied
from registersto DRAM. If the MP is the �rst or only MP of a
packet, it is assumedto includethepacketheadersandtheresultsof
packet processingmustspecifythedestinationqueueof thepacket.
For theseMPs, thepacket processingresultsandsomeidenti�ca-
tion informationfor thepacketarethenenqueuedin thedestination
queue.

Exceptionalpackets,for examplethosethat incur a missin the
routingtableor involve additionalprocessing(e.g.,IP options),re-
ceive all of thesameprocessing,but they canbeplacedin a queue
thatis servicedby theStrongARMinsteadof theusualoutputpro-
cess.Responsibilityfor eventuallypassingthesepacketsto output
processingis alsopassedon to the StrongARM. We discussthis
casein moredetailin Section3.6.

3.2.1 Context Scheduling
Since it is impossibleto fully predict packet traf�c or arrival

times,for thesakeof robustnesswemustassumethatpacketsarrive
at line speed.Thismeanswemustbeableto executetheinput loop
oncefor eachMP at themaximalratethesystemis beingdesigned
to support.

For simplicity, ourdesignusesonly oneversionof theinput for-
wardingstageandthisversionis run for eachMP. Thismeansthat
theresourcesusedfor inputprocessingaresharedevenlyacrossar-
riving packetsandthateachpacket hasthesamefunctionsapplied
to it, that is, it hasthesameprocessingoptionsavailableto it. We
dothissimplyby staticallyallocatingasetof MicroEnginecontexts
to runonly theinput loop. This setof contexts mustbesuf�ciently
largeto meetline speedrequirements.

Contrastthis approachwith the alternative of dynamicallyal-
locatingMicroEnginecontexts to variousprocessingstepson an
as-neededbasis,possiblywith a numberof different input stages
customizedtospeci�c protocols.Onedownsideof thisdynamicap-
proachis thatadditionalresourcesareneededto make theschedul-
ing decision; i.e., decidewhich context will perform what work
next. On the IXP1200wheremost inter-processcommunication
involvesmemoryaccess,our experienceis that this rapidly results
in memorydelaysthat degradeperformance.In general,this ap-
proachcan be viewed as addingforwarding pipeline stagesthat
performsomeschedulingor otherclassi�cationoperations.

Oncea staticassignmentof contexts to inputprocessingis used,
schedulingthe16 input FIFO slotsbecomesstraightforward. The
pseudo-codestaticallyusesc asa FIFO address(slot number).By
constraininginput processingto useat most16 of the24 available
contexts, we have a simpleassignmentof FIFO slotsto contexts.
Sincethereareonly 24contexts,andsomestill needto beavailable
for outputprocessing,this restrictionhasnotbeenaproblemin our
experience.

3.2.2 MutualExclusion
Themutex operationsin pseudo-codelines1–4areimplemented

usingtoken passing.This token passingusesan inter-threadsig-
naling mechanismprovided in hardwareby the IXP1200. Impor-
tantly, this signallingmechanismis on-chip, takesa singlecycle,
and is disjoint from the memory. This meansthat it neither in-
troducesmuchoverheadnor interfereswith thealreadysigni�cant
contentionfor memory.

Token passingcanbe viewed asa simpleschedulerthat serial-
izescontexts accessingtheinput DMA. Theorderof DMA access
is madeexplicit by theorderin which thetokenis passedto maxi-
mizethepossibilityfor usefulconcurrentwork, therebyminimizing



contentiondelays.Speci�cally, we rotatethe token so thata con-
text on oneMicroEnginealwayshandsthe token to a context on
anotherMicroEngine.Passingthe tokento anothercontext on the
sameMicroEnginepotentiallyresultsin two contexts on thesame
MicroEnginehaving usefulwork to do, but only oneof themgets
to runatatime. Similarly, weassignportsto contexts in suchaway
thatthetwo contextsservicingthesameportareasfarapartaspos-
siblein thetokenrotation,therebymaximizingthetimeonecontext
hasto servicetheportbeforethenext context getsthetoken.

3.2.3 Buffer Allocation
Thepseudo-codecalculate mp addr operationhidesthecom-

plexity of packet buffer allocation. Becausea relatively large
amount of DRAM is available on our developmentboard, we
electedto usea very simpleallocationscheme.16MB of DRAM
are divided into 8192 buffers of 2KB each,making eachbuffer
large enough to accommodatea maximally sized (1518 octet
frame)Ethernetpacket. Thesebuffers are thenconsumedby in-
putprocessingcontexts in a circularfashionaspacketsarrive.

Thestatevariablethat tracksthenext availablebuffer is shared
amongthe input contexts, and in principle needsto be protected
from unsynchronizedconcurrentaccess. In our implementation,
however, theserializationcreatedby thetokenpassingmechanism
allows usto avoid explicitly protectingthis operation.

Our allocationstrategy hasoneinterestingproperty:Any given
packet buffer remainsvalid for only onepassthoughthe circular
buffer list. Sinceinput processingtakesa �x edamountof timeper
packet, the lifetime of a buffer can be calculatedprecisely. If a
packet is not transmittedby theoutputprocessbeforeits buffer is
reused,thepacket is effectively lost.

At someadditionalcost,thistiming behavior couldbeeliminated
by usinghardwaresupporton the IXP1200for stackoperationsto
implementabuffer pool. To preventcontentionfrom causingshort-
ages,it would be necessaryto have a differentstackof available
buffersfor eachoutputport. Sincethis is not strictly necessaryand
addsoverhead,we chosenot to implementthis feature.

3.3 Output Processing
Figure6 gives pseudo-codefor packet transmission.For each

output port, the select queue operationchoosesa non-empty
queuefrom amongthesetof queuesassociatedwith thatport. In
termsof thesoftwarearchitecturedescribedin Section2.1, this is
the outputscheduler. A packet descriptoris thendequeuedfrom
thechosenqueue.For eachMP of thepacket, theDRAM address
of the MP is calculated,anavailableoutputFIFO slot is selected,
the MP is copiedfrom DRAM to the FIFO, andthe FIFO slot is
activatedto schedulea DMA from the on-chipFIFO memoryto
theactualoff-chip portmemory.

The hardware interfaceto the output and input FIFOs are not
identical. Unlike the input FIFO, theslotsof theoutputFIFO are
strictly orderedandthe DMA machinethat movesdatafrom the
FIFO to network device memoryconsumesthe slots in a circular
fashion.

This meansthat if morethanonecontext is runningthe output
loop concurrently, they needto cooperateto obey theFIFO order-
ing. Thiscanbedonein severalways.Wehavechosento statically
allocateFIFO slotsto outputcontexts in a very similar mannerin
which input FIFO slotswereallocatedto input contexts. Thus,the
calculate �f o addr operationalwaysreturnsthesamevalue(on a
per-context basis).

To serializeoutputcontexts, we usea token passingloop iden-
tical to thatusedby the input process.This is re�ected in the �rst
two lines of the pseudo-code.It is necessaryto make sureeach

OUTPUT LOOP:
1 acquire output mutex()
2 release output mutex()
3 if (�nished last packet)
4 qid = select queue()
5 state= dequeue(qid)
6 mp addr = �rst mp(state)
7 else
8 mp addr = next mp(state)
9 �fo addr = calculate �f o addr()

10 copy DRAM[mp addr] � OUT FIFO[�fo addr]
11 enable IN FIFO[�fo addr]
12 �nished last packet = at end of packet(state)
13 goto OUTPUT LOOP

Figure6: Pseudo-coderunning in eachcontextassignedto out-
put processing.

context activatesits FIFOslotseachtimearoundtheloop to match
theFIFO slot ordering. This happenseven if no datais available,
resultingin garbagedatasentto a non-existentport.

3.4 Queuing Discipline
For eachpacket, protocolprocessingon the �rst MP choosesa

destinationqueuefor thewholepacket. In our system,queuesare
contiguouscircular arraysof 32-bit entriesin SRAM. Headand
tail pointersaresimply indexesinto thearray, andthey arestored
in Scratchmemory. Buffer pointersareinsertedinto the queueat
theheadandremovedat thetail.

3.4.1 PacketScheduling
Eachoutputport musthave oneor morequeuesassociatedwith

it. Duringeachiterationof theoutputloopfor someport,all queues
associatedwith thatportmustbeexaminedfor readypackets.This
involvesreadingthe currentqueueheadpointerandcomparingit
with thetail.

To avoid both additionalsynchronizationcostsandreadingthe
tail pointerfrom memory, queuesareassignedstaticallyto output
contexts. This allows the output contexts to keepthe queuetail
pointersin registersandsavesmultiplememoryoperationsoneach
loop iteration. However, this restrictsthe numberof queuesthat
eachcontext canserviceto a maximumof 16, thenumberof avail-
ableregisters.

If multiple queuesareassignedto a singleoutput context, the
context mayoccasionallyhavemultiplepacketsavailablefor trans-
mission. Choosingwhich packet to servicenext is a policy deci-
sion that determinesthe overall packet schedule.This decisionis
re�ectedby thepseudo-codeselect queue operation.Whenmul-
tiple queuesareused,our implementationprioritizes the queues,
suchthateachcontext drainsits queuesin priority order. However,
any otherpolicy implementablewith little computation,whichdoes
not requirelookingdeeperinto thequeues,canbeused(e.g.,round
robin).

If more complex packet schedulingpolicies are needed,they
mustbeimplementedby theinputcontexts. Whenmultiplequeues
areavailableat eachoutputcontext andwhenthesehave �x edpri-
ority levels, the larger computingcapacityavailable in input-side
protocolprocessingcould be usedto selectthe appropriateprior-
ity queueandtherebyapproximatemorecomplex schemes,suchas
weightedfair queuing.Wehave not evaluatedthis in detail.



3.4.2 QueueContention
Therearetwo simpleapproachesto managecontentionamong

input contexts for accessingoutputqueues.The �rst approachis
to protecteachoutputqueuewith a mutex lock. Sincesuchlocks
arenormallyimplementedusingthememorysubsystem,greatcare
must be taken to avoid unpredictablebehavior during lock con-
tention. For example, the MicroEngineshave a test-and-setin-
structionthat canbe usedto implementa lock usinga tight test-
until-acquiredloop. However, our experimentswith this strategy
revealperformance-cripplingmemorycontentionwhenmany con-
texts attemptto acquirethe lock at the sametime. Fortunately,
theIXP1200alsohashardwaremutex supportfor mutuallyexclu-
siveaccessto specialSRAM regions.Becausetheseoperationsare
blocking,they do notsuffer from thesameproblem.

A secondapproachis to avoid having input contexts share
queues,therebyentirely avoiding the needto synchronize. This
is achievedby staticallyassigningqueuesto input contexts, effec-
tively giving eachinputcontext aprivatesetof queuesfor eachport.
Thedownsideof thisapproachis thateachoutputcontext mustnow
servicemany morequeues:oneperpriority level, perinputcontext.
Sincewe have 16 input contexts andeachoutputcontext hasonly
16 registersto hold queuepointers,this effectively limits us to a
singlepriority level for eachoutputport.

3.4.3 Optimizations
Whenoutputcontextsservicemultiplequeues,thelatency intro-

ducedby thememoryaccessesneededto checktheheadpointersto
determinewhich queueshave new packetscanquickly make out-
put performanceunacceptable.This canbemitigatedby addinga
level of indirectionthat summarizesqueuereadinessinformation.
Insteadof checkingmany queues,theoutputprocesschecksa sin-
gle bit-array of queuereadiness�ags. Thesecan be set without
extra synchronizationby the input contexts usinga specialbit-set
memoryaccessmodeprovidedin theMicroEngineinstructionset.

Alternatively, if eachoutputcontext servicesonly asinglequeue,
memoryaccessesto the queueheadpointermight be avoidedby
batchingpacket transmissions.To be morespeci�c, if the queue
headpointeris checkedandif therearemany readypacketsin the
queue,all of thereadypacketscanbesentbeforeit is necessaryto
look at theheadpointeragain.Thiscanavoid anumberof memory
accessesduringperiodsof high load.

3.4.4 QueuePort Mapping
If multipleMicroEngineoutputcontextsareservicingqueuesfor

thesameoutputport, additionalsynchronizationis requiredto en-
surethat all of the MPs for one packet are sentbeforethoseof
thenext packet. Our developmentboardhasenoughportsthatour
prototyperoutercanstaticallyallocateportsto contexts. However,
if fewer portswereused,the problemcould be avoidedby more
complex andcarefulallocationof theoutputFIFO slots. We have
not evaluatedthis in moredetail sinceit is not a problemfor our
hardwarecon�guration.

3.5 Micr oEngineEvaluation
This sectionreportsthe resultsof several experimentsdesigned

to evaluatehow well our implementationtakes advantageof the
parallelresources.It alsoreportssomeof ourexperiencesworking
with with IXP1200.

3.5.1 Performance
We initially measuredthesystemusingthe8 � 100MbpsEther-

netportsontheevaluationboardusingeightKingstonKNE100TX
PCI Ethernetcardsbasedon the 21143Tulip chip-setas traf�c

sources. (A pair of thesecardsare plugged into eachof four
450MHz PentiumIIs running a packet generator.) When con-
�gured to generateminimum-sized(64-byte)packets, eachcard
transmits141Kpps, which is 95% of the theoreticalmaximum
of 148� 8Kpps (calculatedfrom [9]). Given this traf�c source,
the MicroEnginesare able to sustainline speedacrossall eight
ports,resultingin a forwardingrateof 1 � 128Mpps. This is anex-
pectedresultasthetheoreticalforwardingcapacityof theprocess-
ing andmemoryresourcesin theIXP1200is muchgreaterthanthe
800Mbpsof testbedtraf�c.

To determinethemaximumforwardingrateof theIXP1200,in-
dependentof theportscon�guredonto theboard,we modi�ed the
inputprocessto moveasinglepacket from aportto eachFIFOslot.
Futureiterationsof theinput processseethis samepacket without
port interaction,althoughwe do still incur theoverheadof acquir-
ing themutualexclusionlock. This letsusmeasurethemaximum
systemperformancefrom FIFO to FIFO, emulatingin�nitely fast
network ports.

We needto qualify this experimentin two ways.First, although
no forwarderis run in this experiment,the protocol processing
stepin Figure 5 doesperform packet classi�cation basedon the
destinationIP address.It doesthisusingaone-cyclehardwarehash
of this address,andwe assumea hit in a routecache.Oneconse-
quenceof this implementationis thattheperformancewe reportis
what onewould expect in the commoncasefor a virtual circuit-
basedswitch,suchasonethatsupportsMPLS. Second,weelected
to not include any device interactionin the experimentsbecause
eachdevice is different; e.g., the 1Gbpsportsbehave differently
thanthe100Mbpsports,andthenext versionof theboardpromises
still differentbehavior. However, omitting the device interaction
doesnothaveasigni�cant impactontheperformancenumberspre-
sentedin this sectionaseven theworstcasedevice (the100Mbps
ports)accountedfor lessthan10%of thetotal per-packet delay.

Becausequeueingpackets is the primary complexity in the
router, and the router's performanceis greatly in�uenced by the
queueingdisciplineselected,wemeasuredseveralcombinationsof
queueingstrategies.Table1 lists theoptionsthatwe analyzed.For
theseexperiments,thesystemwascon�guredwith 4 MicroEngines
(16 contexts) runningthe input loop and2 MicroEngines(8 con-
texts) runningtheoutputloop. All 24contextswereexecutingtheir
assignedloop for all themeasurements.

Input Processing(4 MicroEngines)
(I.1) privatequeuesin regs 3 � 75Mpps
(I.2) protectedpublic queuesnocontention 3 � 47Mpps
(I.3) protectedpublic queuesmax.contention 1 � 67Mpps

OutputProcessing(2 MicroEngines)
(O.1)singlequeuewith batching 3 � 78Mpps
(O.2)singlequeuewithoutbatching 3 � 41Mpps
(O.3)multiple queueswith indirection 3 � 29Mpps

Table 1: Maximum packet rates broken down by input and
output process,and by queueingdiscipline.

Theresultsfor inputandoutputarepresentedseparatelyto high-
light which stagebecomesthebottleneckfor eachoption. For ex-
ample,acon�gurationwith asinglequeueateveryoutputportwith
batching(O.1) must be combinedwith a protectedqueueaccess
mechanismon the input side(I.2 or I.3), andthesystemwill then
bepacedby theslower inputprocess.However, it mightbereason-
ableto choseprivatequeuesfor eachinput context (I.1), although
this forcesuseof themultiple queueingsupporton theoutputside
(O.3),which runsata slower rate.



The fastestfeasiblesystem(I.2 + O.1) is ableto forward pack-
etsat a rateof 3 � 47Mpps. This resultcorrespondsto thesituation
whereno two packetsaredestinefor the samequeueat the same
time, andso representsan upperboundon performance.Row I.3
correspondsto thesamecon�guration,but this time with all pack-
etsdestinefor thesameoutputqueue.Notethat this con�guration
(independentof theworkload)doesnotsupportQoSsincea single
queueis associatedwith eachoutputport. In contrast,con�gura-
tion I.2 + O.3correspondsto asystemthatsupportsupto 16queues
for eachoutputport, providing signi�cant �e xibility in differenti-
ating service. It is ableto forward packetsat a maximumrateof
3 � 29Mpps.

Reg- DRAM SRAM Scratch
only 32 Byte 4 Byte 4 Byte

Input 171 (0 / 2) (2 / 1) (2 / 4)
Output 109 (2 / 0) (0 / 1) (2 / 2)
Total 280 (2 / 2) (2 / 2) (2 / 6)

Table 2: Instruction counts for processingone MP, broken
down by input and output processingand by type of memory
involved. Memory operationsare further broken down (read/
write).

Memory TransferSize Read Write
(bytes) (cycles) (cycles)

DRAM 32 52 40
SRAM 4 22 22
Scratch 4 16 20

Table 3: Micr oEngine cycle times to transfer common-sized
data blocks into and out of various memoriesfr om the Micr o-
Engines.

Table 2 provides detailedcountsof what operationsare per-
formedby the input andoutputstagesfor con�guration I.2 + O.1.
Operationsarebroken down into simpleregister-basedoperations
that generallytake a singlecycle to execute,andmemoryopera-
tionsthattake muchlonger. Table3 givesthemeasuredlatency for
reading/writingeachof the threememories.The latency is given
in MicroEnginecycles,eachof which is approximately5ns. Note
thateachtransfermovesa differentnumberof bytes;Table3 gives
themostcommontransfersizefor eachcase.

Given theseinstruction counts,eachpacket requires280 cy-
cles of registers instructions,plus 180 (DRAM) + 90 (SRAM)
+ 160 (Scratch)= 430 cycles of memorydelay, which totals to
710 cycles. This meansthat a given packet experiences3550ns
of delay as it is forwarded by one or more contexts running
at 200MHz. Since the systemas a whole is able to forward
3 � 47Mpps—that is, it outputsa packet every 288ns—the system
is ableto forwarda little over 12packetsin parallel.

Looking at thenumbersanotherway, supposewe ignoremem-
ory accesstimesandassumethatall memoryoperationscomplete
in one cycle. In reality this is unreasonablebecauseit assumes
thehardwarememoryhidingtechniqueswork perfectly;contention
for busesandothersynchronizationcostmake this unlikely. We
calculatethatoneMicroEnginecanprocess200MHz / 280cycles
= 714Kpps for a systemtotal of 4 � 29Mpps. Our actual rate of
3 � 47Mpps is 80%of this optimisticupperbound. In otherwords,
wearewithin 20%of themaximalpossibleperformance(for asys-
temwith our instructioncounts).
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Figure7: Maximum packet ratesachievable by the output and
input processeswhen running independently. For each dat-
apoint only the minimum number of Micr oEngine are used,
hencethe dip in the graph.

Finally, Figure7 providessomeinsight into how a systemthat
choosesnot to useour4/2MicroEnginebreakdown mightfunction.
This �gure illustratesthatoutputprocessingscalesalmostperfectly
with the numberof MicroEnginesaddedto this stage. However,
input processingbene�ts very little from more than 16 contexts.
This is becauseof theserializedaccessto theDMA statemachine,
which dominatesthe performanceof input processingoncethere
areenoughthreadsto keepit busy. Note that to prevent interfer-
encein theseexperiments,input or outputcontexts wererunning
exclusively atany time,never bothtogether. To runtheoutputpro-
cesswithout input,asingleadditionalinstructionwasaddedto fool
theprocessinto believing datawasalwaysavailable.Also,only the
minimumnumberof MicroEnginesto supportthelistednumberof
contexts wereused,e.g.,1 MicroEnginefor 1-4contexts,2 for 8, 4
for 16, and6 for 24. This explainsthesmall “dent” in thebottom
of thegraphs.

3.5.2 Experiences
The IXP1200 is not an easysystemto program. We hadsev-

eral falsestartsin the overall approachto managingthe parallel
resources,andall thecodeis written in assemblylanguage—there
is no compiler for the MicroEngines. Regardingthe overall ap-
proach,our experiencestronglysuggeststhata staticallocationof
resources(i.e., staticallyassigningtasksto contexts andcontexts
to ports),coupledwith implicit schedulingthroughthetokenpass-
ing mechanism(which playsthedualrole of protectingtheshared
DMA statemachine)yields themosteffective designfor a router.
Regardingthe lack of a compiler, while we areaware of several
efforts to addressthis limitation, we are not convinced that they
will prove all thathelpful, at leastfor specializedapplicationslike
packet forwarding.This is becauseourability to achieve goodper-
formancedependsonhaving completeknowledgeof how registers
areallocated.It is alsothecasethat themosterror-pronepieceof
codeis thesequenceof instructionsthatdealswith theFIFOsand
DMA statemachine,which is necessarilywritten in assembly.



Unfortunately, ourstaticapproachmeansthatthesoftwareneeds
to be re-designedfor boardscon�gured with different ports and
portspeeds.This is especiallyproblematicfor anon-homogeneous
setof ports. Having to write this codein assemblylanguageonly
complicatesthe situation. We seeat leastthreepossiblesolutions
to this problem. One would be to createa hardware indirection
stagebetweenthe actualports and the IX bus that connectsthe
portsto theIXP1200.This indirectionstagewouldpresentasingle
“virtual” port to the IXP1200. Of coursethis doesnot solve the
problem,it justmovesit from softwareinto hardware,whichseems
like thewrongthing to do consideringthesolutionmustdealwith
a heterogeneousandvaryingnumberof ports.

A secondsolution would be to have the ports transferpackets
directly to andfrom DRAM, bypassingtheFIFOs. Being ableto
buffer packetsin memorywould freetheMicroEnginesfrom hav-
ing to servicethe FIFO slots at varying line speeds;they would
only have to keeppacewith theaggregaterate. Theproblemwith
this solution is that it forcesfour memoryaccessesfor eachbyte
of a minimal-sizedpacket: port-to-DRAM, DRAM-to-registers,
registers-to-DRAM,andDRAM-to-port. This is not a problemfor
longerpackets,whereonly theheaderhasto bebroughtinto Micro-
Engineregistersfor processing,but it doeshalve the maximum
achievable throughputratefor 64-bytepackets. Oneof our early
implementationsusedthis generalstrategy, andsaturatedDRAM
while forwarding2 � 69Mpps. An alternative would beto provide a
larger registerbankasa stagingareafor packets (recall that each
FIFO is really just a 16-registerbank),but it is not clearthatdoing
so offers a full solution,or only makes the problematiccaseless
likely.

The third solutionwould beto constructthesoftwarefor a new
port con�gurationfrom acollectionof building blockcomponents.
Thiscouldultimatelyresultin adomain-speci�ccompiler. Ourcur-
rentimplementationtakesthe�rst stepin thisdirectionby de�ning
a setof macrosthat can be usedin different combinations.The
hardpart is knowing how to partition the resources(contexts and
FIFOslots)in themosteffectivewayfor agivencon�guration.We
arecurrentlydevelopinga resourcemodelthat supportsthis third
approach.

3.6 StrongARM
The StrongARM is able to directly accessDRAM, so packets

are available for it to computeon with minimal additionalover-
head.Theonly latency is thecostof a MicroEnginesignallingthe
StrongARMto inform it thata packet is available.

An input context processesthepacket asusual,but upondetect-
ing that thepacket requiresserviceby theStrongARM(e.g.,there
is a miss in the routecacheor the packet containsIP options),it
enqueuesthe packet in a StrongARM-speci�cqueueinsteadof a
queueassignedto an outputport. At this point, we have two op-
tions: interrupttheStrongARMor let theStrongARMpoll to seeif
any packetshave arrived. In bothcases,theStrongARMdequeues
the next packet from this queue,performswhatever processingis
required,and placesthe packet on the appropriateoutput output
queue.

We measuredthe maximumratethat the StrongARMcanpro-
cesspacketsby having it run a null forwarder, with the input con-
texts programmedto passall their packets to the StrongARM.
With this con�guration, we achieve a maximumforwarding rate
of 526Kpps using polling; interruptswheresigni�cantly slower.
By addinga delayloop that countsto a pre-determinedvalue,we
concludethattheStrongARMhasnoadditionalcyclesavailableto
computeon packetswhenreceiving themat this rate.

3.7 Pentium
We move packets betweenthe IXP1200and the Pentiumover

the PCI bus. Our implementationusesthe IXP1200's DMA en-
gine,plusqueuemanagementhardwareregisterssupportingtheIn-
telligent I/O (I2O) standard[11]. For eachlogical queuefrom the
IXP1200to thePentium—whereeachlogicalqueuecorrespondsto
theuseof theterm“queue”throughouttherestof thissection—the
implementationusesa pair of I2O hardware queues.Onequeue
containspointersto empty buffers in Pentiummemory, and the
othercontainspointersto full buffers in Pentiummemory. On the
IXP1200side,putting a packet onto a logical queueinvolves�rst
pulling apointerto afreebuffer from thefreeI2O queue,�lling the
buffer usingtheDMA, andthenplacingthepointeron thefull I2O
queue.On thePentiumside,gettinga packet from a logical queue
involves�rst retrieving a pointerfrom thefull I2O queue,process-
ing the packet, and then returningthe block to the free pool by
placingits pointeronthefreeI2O queue.Moving packetsfrom the
Pentiumto the IXP1200works in ananalogousway, andinvolves
a secondpair of I2O queues.

We measuredthe maximumrate that the Pentiumcan process
packets by having it run a loop that readspackets of various
sizesfrom the IXP1200,andthenwrites the packet backonto the
IXP1200. (Due to a silicon error, the I2O mechanismdoesnot
work. We thereforehadto simulateit in software.) The Strong-
ARM is programmedto feedpacketsto thePentiumasfastaspos-
sible. We also inserteda delay loop on both sidesto determine
the numberof sparecyclesavailable, that is, cyclesnot involved
in thedatatransfer. Theresultsaregiven in Table4, which shows
that the routeris ableto forwardup to 534Kpps throughthePen-
tium. This ratesaturatestheStrongARM,but leaves500cyclesper
packet availableon thePentium.

Packet Size Rate Pentium StrongARM
(Bytes) (Kpps) (Cycles) (Cycles)

64 534.0 500 0
1500 43.6 800 4200

Table 4: Measured Maximum Forwarding Rate and Excess
Per-Packet ProcessorCycles.

Note that up to this point we have focusedon 64-bytepackets.
This is becauseprocessingminimal-sizedpacketsis theworst-case
scenario. It is also the casethat forwarding larger packetsscales
linearly on the MicroEngines:forwardinga 1500-bytepacket in-
volvesforwardingtwenty-four64-byteMPs.CrossingthePCIbus
is different,however, sincetheDMA enginerunsconcurrentlywith
the StrongARM. Also notethat even if 1500-bytepacketsarrive,
we do not necessarilyneedto move themacrossthe PCI bus, as
many forwardersjustneedto inspectthepacket header. To account
for this likelihood,we move just the �rst 64-bytesacrossthePCI
bus,alongwith an 8-byteinternalrouting headerthat informs the
Pentiumof (1) the classi�cation decisionmadeon the IXP1200,
and(2) how to retrieve the restof themessage(lazily) shouldthe
forwarderrunningon thePentiumneedto accessthepacket body.

4. EXTENSIBILITY
Theprevioussectionestablishesthemaximumratethateachof

thethreeprocessorscanforwardpacketswith anull forwarder. This
sectionevaluatesaddingmorecomplex forwardersto thedataplane
andintegratingthe control planeinto the system. It alsodemon-
stratestherobustnessof thesystem,thatis, how theextentto which



the performanceof the differentlayersof the processorhierarchy
areisolatedfrom eachother.

4.1 DesignIssues
We startby consideringtheprocessorhierarchyasanintegrated

whole. Figure 8 depictsthreepossibleswitching paths. Path A
includestheMicroEnginesandthe IXP memory. PathB includes
theMicroEngines,the IXP memory, andtheStrongARM. PathC
includestheMicroEngines,theIXP memory, theStrongARM,the
Pentiummemory, andthePentium.Theshadedboxescorrespond
to thethreeprocessors,while thenon-shadedboxesrepresentmem-
ory thatimplementspacket queuesandbuffers. We know from the
previous sectionthat path A can forward packets at a maximum
rateof 3 � 47Mpps, pathB at 526Kpps, andpathC at 534Kpps, but
therearethreecaveatsthataffect ourdesign.

C

B

A

Input FIFO Output FIFO

IXP
Memory

MicroEngine
Output

Contexts

StrongARM

Pentium
Memory

Pentium

Input
MicroEngine

Contexts

Figure8: Thr eeswitching paths thr oughthe Pentium/IXP1200
processorhierarchy.

First, we cannotsimultaneouslysupportpathsB andC at their
maximumratessince the StrongARM is involved in both. Our
designgives priority to packets destinedfor the Pentium, with
theStrongARMprimarily servingasa bridgebetweentheMicro-
EnginesandthePentium.We limit the forwardersthat run locally
(correspondingto pathB) to thosethat�t within theremainingca-
pacity. Similar interferencebetweenpathA andpathsB and/orC
is possible,exceptthatin ourdesignthework theMicroEnginehas
to doto passapacketupto theStrongARMis thesameasthework
it hasto do to implementpathA; noadditionalcyclesarerequired.

Second,morecomplicatedforwardersrequiremorecycles-per-
packet (cpp),possiblyreducingthemaximumforwardingrate. In
thecaseof thePentium,wehave500cppavailableat themaximum
534Kppsrate;moreexpensiveforwarderswill obviously lessenthe
sustainableforwardingrate. In the caseof the MicroEngines,all
of the availablecapacityis neededto achieve the 3 � 47Mpps for-
wardingrate.If this matchestheline speed,thenonly theminimal
forwardercanrunhere.However, if weassumea lesserline speed,
thentheremaybeexcesscapacitythatcanbeusedto runadditional
forwarders.Wereturnto this issuein Section4.2.

Decidingwhat forwardersto run on theStrongARMis compli-
catedby thefactthattheStrongARMmustsupportthePentium(as
describedabove) andbecauseit sharesSRAM andDRAM band-
width with the MicroEngines.This meansan arbitraryforwarder
runningon the StrongARMhasthe potentialto interferewith the
MicroEngine'sability to forwardpacketsat line speed.As aconse-
quence,theStrongARMmustrunwithin thesameresourcebudget
astheMicroEngines.It is for this reasonthat we electto not run
a general-purposeOS like Linux on this processor. Instead,the
StrongARMrunsa minimal OS that doestwo things: (1) actsas
a bridgethat forwardspackets to the Pentium,and(2) supportsa
smallcollectionof local forwarders.

Third, eventhoughweknow themaximumratesthatcanbesup-
portedby the PentiumandStrongARM,in the worst caseall ar-
riving packetsrequiremoreprocessingthantheMicroEnginescan
provide,andsohave to bepassedup theprocessorhierarchy. This
meansthehigherlevelsof theprocessorhierarchymustdifferenti-
ateamongpacketsbasedonclassi�cationdoneat theMicroEngine
level andthenscheduletheiravailablecapacityin somemeaningful
way.

Regardingclassi�cation,this meansthat(althoughnot shown in
Figure8) multiplequeuesfeedthehigherlevelsof theprocessorhi-
erarchyallowing, for example,the routerto isolateOSPFupdates
from ping packets. Regardingscheduling,we run a proportional
sharescheduleron the Pentium,wheredecidingwhatshareto al-
locate to each�o w is a policy issue. For example,we allocate
suf�cient cycles to the OSPFcontrol protocol to ensurethat it is
able to updatethe routing tableat an acceptablerate,andwe al-
low forwardersthat implementper-�o w servicesto reserve botha
packet rateanda cycle rate[19]. We eventuallyplanto run a pro-
portional sharescheduleron the StrongARM,sincein generalit
might alsorun arbitraryforwarders,but we currentlyimplementa
simplepriority schemethat givespackets beingpassedup to the
Pentiumprecedenceover packetsthatareto beprocessedlocally.

4.2 Virtual Router Processor
Ourapproachto installingusefulpacketprocessingattheMicro-

Enginelevel of theprocessorhierarchyis to staticallyallocatethe
MicroEnginesto two tasks:(1) a router infrastructure (RI) that is
ableto forwardminimum-sizedpacketsat line speed,and(2) avir-
tual routerprocessor(VRP) thatrunsadditionalcodeon behalfof
eachpacket. In effect, Section3 de�nes theRI, while this section
de�nes theVRP. In termsof thepseudo-codein Figure5, every-
thingexceptprotocol processing is partof theRI, andit is useful
to think of theprotocol processing stepasrunningonanabstract
machine(called the VRP) that supportsa �x ed numberof cycles
for eachMP.

Thenext questionis how to characterizethecapacityof theVRP
so we canunderstandwhat codeit is allowed to run. Figure9 il-
lustratesthe effectsof addinginstructionsto the null VRP of the
3 � 47Mpps system. The threelines in the graphrepresentadding
threedifferentbasicblocksof “VRP code”. Blocksareeithersets
of 10register-basedinstructions,asingle4-byteSRAM access,or a
combinationblockwith both10registerinstructionsandthe4-byte
SRAM operation.Effectively, thegraphshows therelationshipbe-
tweensupportableline speedand VRP budget. By �xing either
of thesevariables,the graphcan be usedto determinethe avail-
ability of the other. For example,at an aggregateforwardingrate
of 1Mpps, theVRP hasa budgetof 32 blocks,eachconsistingof
10 registeroperationsanda 4-bytereadfrom SRAM.

However, Figure9 is basedon measurementsof traf�c without
any contentionfor outputqueues.Sincecontentionis commonin
practice,it is importanttomeasureitseffectsontheVRP. Figure10
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Figure9: Number of blocksof VRP codethat canrun at differ -
ent line speeds.

shows thesameexperimentin thefaceof maximalcontention—all
incoming traf�c boundfor the sameprotectedqueue. The graph
shows thatthetime otherwiselost to contentiondelaycanbeused
for VRP processing.(Note thatwhenwe apply64 blocksof VRP
codeto eachpacket, thereis no measurablecontentionoverhead.)
This is very importantbecauseit meansthatonedoesnot needto
worry thatlargefractionof thesystemresourceswill bewasteddue
to contentiondelays.In fact, theseresourcescanbereclaimedby
increasingtheVRP budgetto paceinput processingto not overrun
theanticipatedlevel of contention.This is doublea bene�t in that
theextraVRPcyclescanbeusedto analyzewhichpacketsactually
deserve to besentout thecontendedport.

4.3 PrototypeCon�guration
We now turn our attentionto the actualline speedavailableon

our developmentboard:8 � 100Mbps Ethernetports. This means
thattheMicroEnginesarerequiredto forwardatmost1

�
128Mpps,

leaving a signi�cant VRP budget. Basedon the experimentre-
portedin previoussubsectionandtakinginto considerationthestate
of theMicroEnginecontext whenthepacket-speci�cfunctionis al-
lowedto run,wecharacterizetheVRPonourprototypeasfollows:

� Thepacket is fragmentedinto 64-bytepieces,whichbecome
accessibleto the VRP in registersone fragmentat a time.
The�rst fragmentholdsboththeTCPandIP headers.

� In additionto the16 registersthathold packet data,the for-
warderhasaccessto 8 generalpurpose32-bit registers.Val-
uesstoredheredo not last acrossinvocationsof the VRP,
andso theseregisterscanonly be usedfor temporarystate
(e.g.intermediatecomputationalresultsor stateloadedfrom
SRAM). An additionalregistercontainstheSRAM address
of the�o w-speci�c state.

� Theforwardercanexecuteupto 240cyclesworthof instruc-
tions.

� Theforwardercanperformup to 24 SRAM transfers(reads
or writes)of 4 byteseach.

� Theforwardercanperform3 hasheswith supportof thehard-
warehashingunit.
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Figure10: Forwarding time breakdown under maximal output
port contention for the caseof 10 registerinstructions and a 4-
byte SRAM readper codeblock. (The “no contention” portion
correspondsto the circlepoints of Figure9.)

Keepin mindthatthisbudgetis availablefor each64-byteMP pro-
cessedby theMicroEngine. In addition,thereare650 instruction
slotsin theISTOREthatmustbeallocatedto thecompetingexten-
sions. (The next versionof the chip will support1024additional
instructionsgiving the VRP room for 1674instructions.)Finally,
sincethosepackets passedto the StrongARM will not have yet
consumedVRP resourceson theMicroEngines—inparticular, the
availablememoryreferences—allthis capacityis alsoavailableon
theStrongARM.

An importantconsequenceof this analysisis that thereis suf�-
cientSRAM capacityto loadandstoreup to 96 bytesof statethat
persistsacrosspacketsandpacket �o ws. Thisis critical becausethe
parallelismof multiple MicroEnginecontexts working on a single
input port maypreventa speci�c MicroEnginefrom processingall
packetson aparticular�o w.

Note that this evaluationwasdonein the context of the worst-
caseload we can put on the router—forwarding minimum-sized
packetsarriving at line speed.We do not currentlytake advantage
of cyclesthatareavailablewhenwehandleMPsotherthanthe�rst
in thepacket. Onecouldimagineusingthecyclesavailablebefore
theinputworkerhasto returnto thetopof theloopto work onsome
“background”process,but wehavenotyetattemptedto exploit this
capacity.

4.4 ExtensionRequirements
A number of router serviceshave been proposedover the

past few years: performancemonitoring, intrusion detection,
application-level proxies,application-dependentpacket dropping,
packet tagging,denial-of-servicedetectionandotherassorted�l-
ters and �re walls. A characteristicof many of theseservicesis
thatthey have separablecontrolanddatacomponents.A purePC-
basedrouteris not ableto take advantageof this separationsince
theentireservicemustbeimplementedonthemainprocessor(s).A
conventionalhardware-intensive routerwith distinctdataandcon-
trol planesis not ableto take advantageof this separationbecause
it' sdataplaneis notprogrammable.Ourarchitecture,however, can
exploit this separation.Speci�cally, theseservicesmaybe imple-
mentedby a pair of forwarders—adataforwarderrunningon the



IXP1200thatprocesseseverypacketandacontrolforwarderonthe
Pentiumthatinitializesandmanagesthedataforwarder.

Performancemonitoringis a typicalexample[20]. Thedatafor-
warderincrementsoneor morecountersbasedon someproperty
of thepacket (e.g.,the input or outputport, thesourceor destina-
tion address,thepacket's protocolnumber, theTCPACK or SYN
�ag). Thecontrolforwarderperiodicallyaggregatesthesecounters
andsendssummariesto a globalcoordinator. Basedon high-level
analysis,it is possiblethat thecontrol forwarderthenelectsto in-
stall new countersin thedataforwarder. Intrusiondetectionoften
worksin asimilarway: thedataforwarderrecordsevents;thecon-
trol forwarderanalyzesthemandin turn installs�lters in thedata
forwarder.

TCP splicing, a techniquefor optimizing proxy performance,
also illustratesthe separationof the control anddatacomponents
[21]. A proxy runningon therouterthatconnectsa privatecorpo-
ratenetwork to the public Internet�rst inspectsthe datareceived
on a TCP connectionto the externalnetwork—e.g.,authenticates
theentitymakingtheconnectionrequestandperformsaccesscon-
trol on therequestedresource—but assumingtheproxy is satis�ed
with what it sees,it thensimply forwardsdatabetweentheexter-
nal andinternalconnections.Theoptimizationis to splicethetwo
TCP connectionstogetheroncethe authenticationphaseis com-
plete,therebyeliminatingtheneedfor two TCPstatemachinesand
theproxy. However, splicingrequiresmodifying �elds in theTCP
headerof every packet beingforwardedbetweenthe two connec-
tions. In this case,the full TCPsandproxy run in a control for-
warder(they operateon only a few packetsperconnection),while
the splicingcodethatpatchesthe TCP headersrunsin a datafor-
warder(it operateson all subsequentpackets).

It is alsopossibleto install a smartpacket droppingservicethat
exploits knowledgeof aparticularkind of applicationdata.For ex-
ample,waveletencodedvideodividesthevideostreaminto multi-
ple layers[3]. Dependingon thelevel of congestionexperiencedat
a router, packetscarryinglow-frequency layersareforwardedand
packetscarryinghigh-frequency layersaredropped. In this case,
thedataforwarderrecordsthenumberof packetssuccessfullyfor-
wardedfor this �o w, while thecontrolforwarderusesthis informa-
tion to determinetheavailableforwardingrate,andfrom this, the
cutoff layerfor forwarding.Thecontrolforwardertheninformsthe
dataforwarderof this cutoff, andthedataforwarderdecideswhat
packetsto dropbasedon this value.

SRAM Register Registers
Forwarder Read/Write Operations Needed

(bytes) (instructions)
TCPSplicer 24 45 7
WaveletDropper 8 28 4
ACK Monitor 12 15 4
SYN Monitor 4 5 0
PortFilter 20 26 2
IP ��� 24 32 2

Table 5: Cycle,Memory and RegisterRequirementsof Exam-
ple Data Forwarders

We have implemented� ve exampledataforwarders. Table 5
givesthe memoryandcycle requirementsfor each. The �rst two
correspondto theforwardersjust described.Thethird (ACK Mon-
itor) watchesa TCPconnectionfor repeatACKs in aneffort to de-
terminetheconnection's behavior [17]. Thefourth (SYN Monitor)
countstherateof SYN packetsin aneffort to detecta SYN attack.

Port Filter is a simple �lter that dropspackets addressedto a set
of up to � ve port ranges.Thelast is minimal IP processing,which
consistsof decrementingtheTTL, recomputingthechecksumand
replacingtheEthernetheader. (Note that the IP headeralsoneeds
to bevalidated—thechecksumveri�ed andtheversionandlength
�elds checked—but this is doneaspartof theclassi�er ratherthan
theforwarder.) Althoughfar from acomprehensive study, thissim-
ple list demonstratesthatit is easyto write dataforwardersthatcan
live within theVRPbudget.

In contrast,we have measuredmore complicatedforwarders
suchasTCPproxiesandfull IP to requireat least800and660cy-
clesperpacket, respectively. Also, thepre�x matchingalgorithm
we use[22] requireson average236cyclesperpacket. Thesefor-
wardersclearlyneedto runon theStrongARMor Pentium.

4.5 Interface and Implementation
Taking theseexamplesinto consideration,we have de�ned the

following interfacefor a controlforwarderrunningon thePentium
to install andsharestatewith a dataforwarderrunningon theIXP.
The IXP exportsthis interfaceto the Pentium,andthe operations
are implementedon the StrongARM. The StrongARM interacts
with theMicroEnginesto implementtheoperations,but this inter-
actionis hiddenfrom the Pentium. The interfaceconsistsof four
operations:

�d = install(key, fwdr, size, where)
remove(�d)
data = getdata(�d)
setdata(�d, data)

The�rst operationinstallsforwarderfwdr on behalfof all pack-
etsthatmatchthespeci�edkey, with size bytesof associated�o w
state. The where argumentindicatesthe processoron which the
forwarderis to run.

Thekey is a
�

src addr, src port, dst addr, dst port� 4-tuple. As
a specialcase,key canhave thevalueALL, indicatingthatthecor-
respondingforwarderis to beappliedto all incomingpackets.The
4-tupleis usedto bind a forwarderthat implementssomethinglike
TCP splicing or wavelet video droppingto a speci�c end-to-end
�o w, while ALL is generallyusedby forwardersthatcountvarious
packeteventsor �lter certainaddressesor ports.Wecall theformer
a per-�ow forwarder andthe lattera general forwarder. Note that
thisdiscussionassumesa�x ed,IP-centricclassi�er. In general,the
classi�er could itself be replacedwith one that alsounderstands,
say, MPLS labels. The currentimplementationdoesnot support
incrementalchangesto the classi�cationcode;this would require
re-loadingtheentireMicroEngineISTORE.

The where argumenttakes one of threevalues,which selects
how thefwdr argumentis to beinterpretedandreferenced.

� ME: thefwdr argumentis anexecutablefragmentof Micro-
Enginecode;it is loadedinto the ISTOREof theinput con-
texts and is subsequentlyreferencedby its offset in the I-
STORE.

� SA: the fwdr argumentis an executableStrongARMfunc-
tion; it is loadedinto theDRAM andsubsequentlyreferenced
by anindex into a jump table.2

� PE: the fwdr argumentis an index into a jump tablethat is
availableon thePentium;subsequentlypassingthataddress
to thePentiumcausesthePentiumto jump to thatfunction.

2Thecurrentimplementationdoesnot allow new forwardersto be
dynamicallyaddedto the StrongARM. Instead,the StrongARM
bootswith a�x edsetof forwarders,andtheinstall functionsimply
bindsoneof themto a �o w.



The StrongARM maintainsa tableof all the forwardersit has
installed;the returnvalue�d is an index into this table. For each
forwarder, thetablerecordstheSRAM addressthatholdsthe�o w
state,thefunctionaddress,andthekey. Thegetdata andsetdata
operationsusethe�d to accessthe�o w state.It is by manipulating
this sharedstatethat a control forwarderis able to communicate
with its partnerdataforwarder. Theremove operationusesthe�d
to locateinformationaboutan installedforwarder, allowing it to
remove thekey from thehashtableandfree thememory(DRAM
or ISTORE)holdingthefunction.

Theinstall operationis implementedon theStrongARMasfol-
lows. First, basedupon the where argument,it copiesthe code
blockpassedin thefwdr argumentinto DRAM (where=SA) or the
ISTOREof all the input contexts (where=ME). Next, theStrong-
ARM allocatessize of SRAM memoryto hold the�o w state,and
initializes it to zero. Finally, it updatesthehashtableusedby the
packet classi�er to mapthekey to theforwarderandtheaddressof
the�o w's state.
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Figure 11: Layout of extensionsin Micr oEngine ISTORE for
input contexts.

Focusingon extensionsthatrunon theMicroEngines,Figure11
shows thelayoutof theISTOREon eachcontext runningtheinput
loop. The shadedareasat the top and bottom of the �gure cor-
respondto RI componentof the loop, while the clearareain the
centerrepresentsthe protocol processing stepin Figure5. The
latter areaof the ISTORE is further divided into threesegments:
the codeblock that implementpacket classi�cation,zeroor more
codeblocksthat implementper-�o w forwarders,andoneor more
codeblocks that implementgeneralforwarders. The last general
forwarder(denotedFIP ���

) is alwayspresent,andimplementsmin-
imal IP processing.

To modify a MicroEngineISTORE oncethe router is in oper-
ation, the StrongARM �rst disablesthe MicroEngineand writes
its ISTORE with instruction level granularity; it then re-enables
theMicroEngine.Modifying theMicroEngineprogramtakestwo

memoryaccessesfor eachinstruction,meaningthat addinga 10-
instructionforwarderto the ISTORE takes 800 cycles, while re-
writing the entire ISTORE takes over 80,000 cycles. Because
we want to be able to compile forwardersseparatelyand install
them incrementally—i.e.,without having to re-write the whole
ISTORE—weare not able to hard-codejump addressesinto the
forwarders.Instead,generalforwardersarestoredin reverseorder
from theendof the ISTORE,therebyallowing control to just fall
from one to the next. Also, the last instructionof eachper-�o w
forwarderis anindirect jump to anaddressmaintainedin a Micro-
Engineregister.

Revisiting what happensfor eachpacket that arrives, the clas-
si�cation codein the protocol processing stepof the input con-
text �rst validatestheheaders,thenhashestheIP andTCPheaders
separately. The two hashedvaluesare combinedto index into a
table that containsmetadatafor the �o w: the key, wherethe for-
warderis to run, a referenceto the forwarder(this is the address
of the forwarder's codein the ISTORE if the forwarderis to run
on theMicroEngine),andtheaddressesof theforwarder's statein
SRAM. Thisclassi�cationprocessrequires56 instructionsandac-
cesses20 bytesof SRAM; this codeis countedagainstthe VRP
budget.Giventhis metadata,andassumingthe forwarderis avail-
ableon theMicroEngine,thecontext jumpsto thespeci�edoffset
in its ISTORE.If theforwarderrunsontheStrongARMor thePen-
tium, thecontext insteadenqueuesthepacket onthecorresponding
queueandsignalsthe StrongARMthat a new packet hasarrived.
Theaddressof the�o w metadatais alsopassedto theStrongARM,
sothatit doesnothave to re-classifythepacket.

TheStrongARMmanagestwo setsof queues;theMicroEngines
insertpacketsinto thesequeuesandtheStrongARMservicesthem.
The �rst setcontainspacketsthatareto beprocessedlocally. The
secondsetcontainsqueuesfor each�o w that is to bepassedup to
thePentium.For packetsboundfor theStrongARM,it jumpsto the
correspondinglocal function. For packetson the Pentiumbound
queue,it initiatestheprocessof copying thepacket to thePentium,
asoutlinedin Section3.7. As part of the packet the StrongARM
passesthemetadataalongto thePentium,soit knowswhatfunction
to applyto thepacket.

4.6 Admission Control
Ourdesigndependsonanadmissioncontrolmechanismthatde-

cideswhatforwardersto install. Wehave notyet implementedthis
mechanism,but envision it runningon thePentium.

For any forwarderto be installedon the MicroEngines,the ad-
missioncontrolmechanismmustinspectthecodeto determinethe
numberof cyclesandmemoryaccessesit requires. (The number
of cyclesrequiredis slightly larger thanthe instructioncountsre-
portedin Table5 sincebranchdelaysmustbetakeninto considera-
tion.) If theVRP budgetallows,andthereis roomin theISTORE,
the forwarderis approved and the install operationcalled. Veri-
fying that the forwarderliveswithin the availableVRP budgetis
trivial sincethereis no reasonfor the forwarderto containa loop,
andhence,a backwardsjump. This is becausethe MicroEngines
operateon 64-bytechunks,any processingloop that a forwarder
might want to employ is alreadyeffectively unrolled. Note that
generalforwardersthat operateon all packets run in serial (that
is, thesumof their cycle/memoryrequirementsis boundedby the
VRP sincethey areall appliedto eachpacket), while per-�o w for-
warderslogically run in parallel(that is, only the mostexpensive
per-�o w forwardercountsagainstthe VRP budgetsinceonly the
forwarderthatmatchesthegivenpacket is run). We limit thenum-
berof per-�o w forwardersthatcanbeappliedto any packet to one.



For any forwarderto beinstalledon theStrongARM,theadmis-
sion control mechanismmust both verify that the codedoesnot
violate the VRP budget,andenoughof the StrongARMcapacity
is setasideto meetits obligationsto move datato/from the Pen-
tium. Basedonourexperienceto date,wedonotbelievethattrying
to squeezeadditionalforwardersonto theStrongARMis justi�ed.
Therefore,our currentimplementationallocatesall of thecapacity
on theStrongARMto passingmessagesup to thePentium.

Althoughit is beyondthescopeof thispaper, theadmissioncon-
trol mechanismmustalsodecidedhow many forwardersto allow
onthePentium.For eachsuchforwarder, therequesterspeci�esthe
expectedpacket rateandtheexpectednumberof cyclesexpended
on eachpacket. Fromthesetwo values,themechanismdetermines
theforwarder'stotalcyclerate.Theforwardercanbeadmittedonly
if the processorhassuf�cient cycles-per-secondareavailableand
thetotal packet rateremainsbelow themaximumthatthePentium
cansustain.Admissioncontrolto thePentium,aswell asthestrat-
egy for schedulingthe Pentium's cycles,arediscussedelsewhere
[19].

4.7 RobustnessExperiments
To validatetheperformanceof thecompletesystem,we con�g-

uredtheMicroEnginesto runa syntheticsuiteof forwardersbased
on the examplesgiven in Section4.4. The suite utilizes the full
VRP budget.We thenprogrammedtheVRP to forwarda variable
numberof packetsto thePentium.We found that thesystemwas
ableto forwardupto 310Kpps(outof the1 � 128Mppsofferedload)
throughthePentiumwithout droppingany packetsat any level of
the processorhierarchy. Eachof the 310Kpps routedthroughthe
Pentium,in turn,receives1510cyclesof service.

In asecondexperiment,we ranthebaseinfrastructuredescribed
in Section3 withoutany VRP, andtreatedanincreasingpercentage
of thepacketsasexceptional,therebysimulatinga �ood of control
packets. Theseexceptionalpackets hadno effect on the router's
ability to forwardregularpackets,andin fact,up to thepoint thata
processorhigherin thehierarchy(e.g.,theStrongARM)wasunable
to servicethestreamof exceptionalpackets,therouterwasableto
sustainthefull rateof 3 � 47Mpps. ThisisbecausetheMicroEngines
budgetenoughresourcesto classifyandenqueueevery packet ar-
riving at line speeds,andonceenqueuedfor aparticularforwarder,
a given�o w receiveswhatever level of servicetheschedulingpol-
icy dictates.

5. RELATED WORK
Programmablenetwork cardshave beenusedfor a numberof

purposesover theyears,includingto provide accessto high-speed
links [6, 24,26], improve handlingof multimediastreams[7], and
implementdistributedsharedmemory[1]. All of theseprior efforts
have beenlimited to endhosts,andtheNICs supporta singlenet-
work port. TheIXP1200is alsouniquein thelevel of parallelismit
appliesto packet processing.

Severalrecentprojectshavealsofocusedontheproblemof mak-
ing it easierto extendrouterfunctionality [5, 13, 18], but to-date
thesehave beenlimited to Pentium-basedimplementations.The
exceptionis a recenteffort at WashingtonUniversity to studythe
feasibility of implementingrouterextensionsin FPGAs[23]. Per-
hapsthe work closestto our own is an ongoingeffort to port the
Genesiskernel[2, 14] to theIXP1200.Genesisis designedto sup-
port virtual networks by dynamicallyloadingroutelets(similar to
our forwarders)ontotheIXP1200.Themaindifferenceis thatour
approachrunsall forwardersfor a givenpacket in a singlethread,
which is critical to ourability to isolateperformanceundervarying
loads.

6. CONCLUSIONS
This paper addressesthe resourceallocation and scheduling

problemsof implementinganextensiblerouteronathree-level pro-
cessorhierarchy. We demonstrateour designon prototypehard-
wareconsistingof aPentiumaugmentedwith anIXP network pro-
cessor. Our designresultsin two speci�c contributions. First, we
describehow to programtheprocessorhierarchywith a �x edfor-
wardinginfrastructurethat fully exploits the parallelismavailable
on the IXP1200MicroEngines.Our approachis ableto achieve a
forwardingrateof 3 � 47Mpps. Second,we demonstratehow new
functionality canbe injectedinto all threelevels of the processor
hierarchywithout jeopardizingthe router's robustnessin the face
of differentworkloads.Thekey innovationis to staticallypartition
the processingcapacityof the MicroEnginesinto a �x ed routing
infrastructureanda programmableVRP, andto ensurethatany ex-
tensionsprogramminginto theMicroEngineslivewithin theVRP's
budget.

While we have focusedon a routercon�guration that includesa
singlePentium/IXPpair, we believe our basicarchitectureapplies
equallywell to richercon�gurations.For example,we next planto
constructa routerfrom four Pentium/IXPpairsconnectedby a Gi-
gabitEthernetswitch. Themaindifferencefrom thecon�guration
describedin thispaperis thatwewill needto budgetRI capacityto
servicepacketsarriving onthe“internal” link (i.e.,somefractionof
the1GbpsEthernetlink connectingtheIXP to theswitch),leaving
fewer cycles for the VRP. In general,asnetwork processorsbe-
comemoreprevalentin high-endrouters,weexpectour techniques
to alsoapplythereaswell. In theend,weexpectthedistinctionbe-
tween“hardware-based”and“software-based”routersto become
lessmeaningful.
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