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Abstract
Formany networkserverapplications,extractingthemax-
imum performanceor scalabilityfrom thehardwaremay
no longer be much of a concern,given today's pricing
– a $300 systemcan easily handle100 Mbps of Web
servertraf�c, whichwouldcostnearly$30,000permonth
in mostareas.Freedfrom worrying aboutabsoluteper-
formance,we re-examinethedesignspacefor simplicity
andsecurity, andshow thatadesignapproachinspiredby
Unix pipes,ConnectionConditioning(CC), canprovide
architecture-neutralsupportfor thesegoals.

By moving securityandconnectionmanagementinto
separate�lters outsidethe server program,CC supports
multi-process,multi-threaded,and event-driven servers,
with no changesto programmingstyle. These�lters are
customizableandreusable,makingit easyto addsecurity
to any Web-basedservice.Weshow thatCC-aidedservers
cansupporta rangeof securitypolicies,andthatof�oad-
ing connectionmanagementallowsevensimpleserversto
performcomparablyto muchmorecomplicatedsystems.

1 Intr oduction
Web server performancehas greatly improved due to
a number of factors, including raw hardware perfor-
mance,operatingsystemsimprovements(zerocopy, tim-
ing wheels [29], hashedPCBs), and parallel scale-out
via load balancers[9, 11] and contentdistribution net-
works[2, 14]. Coupledwith theslower improvementsin
network price/performance,extractingthemaximumper-
formancefrom hardwaremay not be a high priority for
mostWebsites.Hardwarecostscanbedwarfedby band-
width costs– a $300systemcaneasilyhandle100Mbps
of Web traf�c, which would cost$30,000per monthfor
wide-areabandwidthin theUSA. For mostsites,theper-
formanceandscalabilityof theserversoftwareitself may
not be major issues– if the site canafford bandwidth,it
canlikely afford therequiredhardware.

Thesefactorsmaypartly explain why theApacheWeb
server's market sharehasincreasedto 69% [17] despite
a decadeof server architectureresearch[8, 12, 13, 18,
30, 32] that has often producedmuch fasterservers –
with all of the otheradvances,Apache's simpleprocess
pool performswell enoughfor mostsites. The bene�ts
of cost, �e xibility , and communitysupportcompensate
for any lossin maximumperformance.SomeWeb sites

maywanthigherperformanceper machine,but even the
event-drivenZeusWebserver, oftenthebestperformerin
benchmarks,garnerslessthan2%of themarket [17]

Given theseobservationsand future hardware trends,
webelievedesignersarebetterservedby improvingserver
simplicity andsecurity. Deployedserversarestill simple
to attackin many ways,andwhile someserver security
research[6, 21] hasaddressedtheseproblems,it implic-
itly assumestheuseof event-drivenprogrammingstyles,
making its adoptionby existing systemsmuch harder.
Even when the researchcan be generalized,it often re-
quiresmodifying the codeof eachapplicationto be se-
cured,whichcanbetime-consuminganderror-prone.

To addresstheseproblems,we revisit the lessonsof
Unix pipes to decomposeserver processingin a sys-
tem calledConnectionConditioning(CC). Requestsare
bundledwith their sockets and passedthrougha series
of general-purposeuser-level �lters thatprovide connec-
tion managementand securitybene�ts without invasive
changesto the main server. These�lters allow common
securityandconnectionmanagementpoliciesto beshared
acrossservers,resultingin simplerdesignfor serverwrit-
ers, and more testedand stablecode for �lter writers.
This designis also architecture-neutral– it canbe used
in multi-process,threaded,andevent-drivenservers.

WedemonstrateConnectionConditioningin two ways:
by demonstratingits designandsecuritybene�ts for new
servers, and by providing security bene�ts to existing
servers. We build an extremely simple CC-aware Web
server that handlesonly one requestat a time by mov-
ing all connectionmanagementto �lters. This approach
allows this simple designto ef�ciently serve thousands
of simultaneousconnections,without explicitly worrying
aboutunpredictable/unboundeddelaysandblocking.This
server is idealfor environmentsthatrequiresomerobust-
ness,suchassensors,andis so small andsimple that it
canbeunderstoodwithin a few minutes.

Despiteits size, this server handlesa broadrangeof
workloadswhile resistingDoS attacksthat affect other
servers, both commercialand experimental. Its perfor-
manceis suf�cient for many sites– it generallyoutper-
formsApacheaswell assomeresearchWebservers.Us-
ing the �lters developedfor this server, we canimprove
the securityof the ApacheWeb server as well as a re-
searchserver, Flash,with a tolerableperformanceimpact.



2 Background
All server softwarearchitecturesultimately addresshow
to handlemultiple connectionsthat canblock in several
places,sometimesfor arbitrarily long periods. Using
someform of multiplexing (in theOS,the threadlibrary,
or atapplicationlevel), theseschemestry to keeptheCPU
utilized even when requestsblock or clients download
dataatdifferentspeeds.Blockingstemsfromtwo sources,
network anddisk, with disk being the more predictable
source. Since the client is not under the server's con-
trol, any communicationwith it cancausenetwork block-
ing. Typical delaysincludegapsbetweenconnectingto
the server andsendingits request,readingdatafrom the
server'sresponse,or sendingsubsequentrequestsin aper-
sistentconnection.Disk-relatedblockingoccurswhenlo-
cating�les ondisk,or whenreading�le databeforesend-
ing it to theclient. Of thetwo, network blockingis more
problematic,becauseclient maydelayinde�nitely, while
moderndisk accesstypically takeslessthan10ms.

The multi-processservers are conceptuallythe sim-
plest, and are the oldest architecturesfor Web servers.
One processopensthe socket usedto acceptincoming
requests,andthencreatesmultiple copiesof itself using
thefork() systemcall. Theearliestserverswould fork
a new processthat exited after eachrequest,but this ap-
proachquickly changedto a pool of pre-forkedprocesses
thatserve multiple requestsbeforeexiting. On Unix-like
systems,this model is the only option for Apachever-
sion1, andthedefault for version2.

Multi-threadedand event-driven servers use a single
addressspaceto improveperformanceandscalability, but
also increaseprogrammingcomplexity. Sharingdatain
oneaddressspacesimpli�es bookkeeping,cross-request
policy implementations,and application-level caching.
The trade-off is programmereffort – multi-threadedpro-
gramsrequirepropersynchronization,and event-driven
programsrequirebreakingcode into non-blockingpor-
tions.Bothactivities requiremoreprogrammereffort and
skill thansimply forking processes.

While thesearchitecturesdiffer in memoryconsump-
tion, scalability, and performance,well-written systems
usingany of thesearchitecturescanhandlelargevolumes
of traf�c, enoughfor the vastmajority of sites. A site's
choiceof webserver likely dependson factorsotherthan
raw capacity, suchasspeci�c features,�e xibility , operat-
ing systemsupport,administratorfamiliarity, etc.

3 Design
Usinga pipe-like mechanismanda simpleAPI, Connec-
tion Conditioningperformsapplication-level interposition
on connection-relatedsystemcalls, with all policy deci-
sionsmadein user-levelprocessescalled�lters. Applying
thepipedesignphilosophy, these�lters eachperformsim-
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Figure1: Typical ConnectionConditioningusage– theserver
processinvokesaseriesof �lters connectedto eachotherandthe
servervia Unix-domainsockets.The�rst �lter createstheactual
TCPlistensocket that is exposedto theclients.Clientsconnec-
tionsareacceptedat this �lter , andarepassedvia �le-descriptor
passingthroughtheother�lters and�nally to theserverprocess.

ple tasks,but their combinationyieldspowerand�e xibil-
ity. In this section,we describethedesignof Connection
Conditioninganddiscussits impactonapplications.

3.1 GeneralOverview
ConnectionConditioningreplacesthe server's codethat
acceptsnew connections,andinterposesoneor more�l-
ters. This design,shown in Figure1, connectsthe �lters
andthe server processusingUnix-domainsockets. The
TCP listen socket, usedto acceptnew connectionsfrom
clients,is movedfrom theserverto the�rst �lter . If were-
placedtheclientswith standardinput,thisdiagramwould
look likea pipedsetof processesspawnedby ashell.

While modeled on Unix pipes, ConnectionCondi-
tioning differs in several domain-speci�crespects.The
mostimportantdifferenceis thatratherthanpassingbyte
streams,the interfacebetween�lters aswell asbetween
the �lter andserver processis passingan atomic,delim-
ited bundleconsistingof the �le descriptor(socket) and
associatedrequest. Using Unix-domainsockets allows
open�le descriptorsto bepassedfrom oneprocessto an-
other via the sendmsg() systemcall. While requests
arepassedbetween�lters, theserver's reply is writtendi-
rectly to theclient socket.

Passingtheclient'sTCPconnection,ratherthanproxy-
ing thedata,providesseveralbene�ts. First, thestandard
networking calls behave asexpectedsinceany calls that
manipulatesocket behavior or querysocket information
operateon the actualclient socket insteadof a loopback
socket. Second,latency is alsolower thana proxy-based
solution,sincedatacopying is reducedandthechanceof
any �lter blockingdoesnotaffectdatasentfrom theserver
to the client. Third, performanceis also lessimpaired,
sincenoextracontext switchesor systemcallsareneeded
for the responsepath,which transfermoredatathanthe
requestpath. Finally, the effort for usingCC with exist-
ing server softwareis minimized,sinceall of the places
wherethe server writes databackto the client areunaf-
fected.Also unmodi�edaresystemslikeexternalCGI ap-
plications,to which theserver canfreely passtheclient's
socket, just asit wouldwithout CC.



This approachallows �lters to be much simpler than
servers, and to be written in different styles – all of
the parsingand concurrency managementnormally as-
sociatedwith acceptingrequestscan be isolatedinto a
single protocol-speci�c �lter that is usableacrossmany
servers.Removing this complexity allows each�lter and
theserverto usewhateverarchitectureis appropriate.Pro-
grammerscan usethreads,processes,or eventsas they
see�t, both in the server and in the �lters. For simple
servers and �lters, it is even plausibleto not even have
any concurrency andhandleonly onerequestata time,as
we demonstratelaterin thepaper. This approachis feasi-
ble with ConnectionConditioningbecauseall connection
managementcanbemovedinto the�lters.

Note that the �lters aretied to thenumberof features,
not thenumberof requests,soa server will have a small
numberof �lters even if it hasmany simultaneouscon-
nections. In practice,we expect that most servers will
use4 �lters. Filter 1 will manageconnectionsand take
stepsto reducethepossibilityof denial-of-serviceattacks
basedon exhaustingthenumberof connections.Filter 2
will separatemultiplerequestsonasingleconnection,and
presentthem as multiple separateconnections,in order
to eliminateidle connectionsfrom usingserverresources.
Filter 3 will performprotocol-speci�cchecksto stopmal-
formedrequests,buffer over�ows, andothersecurityat-
tacks.Filter 4 canperformwhateverrequestprioritization
policy theserverdesires.

Filters are generally tied to the protocol, not the
application, allowing �lters to be used acrossservers,
and encouraging“best practices”�lters that consolidate
protocol-relatedhandling so that many servers bene�t
from historical information. For example, the “beck”
denial-of-serviceattack [26] exploits a quadraticalgo-
rithm in URL parsing,andwasdiscoveredand �x ed on
Apachein 1998. The exact sameattackis still effective
againstthe thttpd server [1], despitebeingdemonstrated
in a thttpd-derivedserver in 2002[21]. The beckattack
is worse for thttpd than Apache,since thttpd is event-
driven,andtheattackwill delayall simultaneousconnec-
tions,insteadof justoneprocess.Thttpdis usedatanum-
berof high-pro�le sites,includingKmart,Napster, MTV,
DrudgeReport,andPaypal. UsingCC, a singlesecurity
�lter couldbeusedto protecta rangeof serversfrom at-
tacks,giving serverdevelopersmoretime to respond.

CC �lters arebestsuitedto environmentsthat consist
of request/responsepairs,whereno hiddenstateis main-
tainedacrossrequests,and whereeachtransactionis a
singlerequestandresponse.In this scenario,all request-
relatedblockingis isolatedin the�rst (client-facing)�lter ,
which only passesit oncethefull requesthasarrived. In-
termediate�lters seeonly completerequests,anddo not
have to bedesignedto handleblocking. If theserver's re-
sponsescan�t into theoutboundsocket buffer, thenany

remainingblockingin theservermaybeentirelybounded
andpredictable.In thesecases,theservercanevenhandle
justasinglerequestatatime,withoutany parallelism.All
of thenormalsourcesof unpredictableblocking(waiting
on the request,sendingthe reply) arehandledeitherby
CC �lters or by the kernel. This situationmay be very
commonin sensor-styleserverswith smallreplies.

To handleother modelsof connectionoperation,like
persistentconnections,thesemanticsof �lters canbeex-
tendedin protocol-speci�cways.Sincepersistentconnec-
tionsallow multiple requestsandresponsesover a single
connection,simplypassingtheinitial requestto theserver
doesnot prevent all future blocking. After the �rst re-
questis handled,the server may have to wait for further
requests.Evenif theserver is designedto tolerateblock-
ing, it maycauseresources,suchasprocessesor threads,
to be devotedto the connection.In this case,the server
can indicateto the �lter that it wantsthe �le descriptor
passedto it againon futurerequests.Sincethe�lter also
hasthe �le descriptoropen,theserver cansafelycloseit
withoutdisconnectingtheclient. In thismanner, theclient
seesthebene�ts of persistentconnections,but theserver
doesnothaveto wasteresourcesmanagingtheconnection
duringthetimesbetweenrequests.

3.2 ConnectionConditioning Library
To implementConnectionConditioning,we provide a li-
brary, shown in Figure2. Onefunctionreplacesthethree
systemcallsneededto createastandardTCPlistensocket,
and the rest are one-to-oneanaloguesof standardUnix
systemcalls. Theparametersfor mostcalls areidentical
to their standardcounterparts,andthe remainingparam-
etersareinstantlyrecognizableto server developers.We
believethatmodifyingexistingserversto useConnection
Conditioningis straightforward,andthat usingthemfor
new servers is simple. Any of thesecalls can be used
in process-based,threaded,or event-driven systems,so
this library is portableacrossprogrammingstyles. This
library alsodependson only standardUnix systemcalls,
anddoesnot useany kernelmodi�cations,so is portable
acrossmany operatingsystems.Thelibrary contains244
linesof codeand89semicolons.Its functionsare:

cc createlsock – instantiatesall of the Connection
Conditioning �lters usedby this server. Each �lter in
the NULL-terminatedarray filters[] is spawnedas
a separateprocess,usingany argumentsprovidedby the
server. Each�lter sharesa Unix-domainsocket with its
parent. The list of remaining�lters to spawn is passed
to thenewly-created�lter . The �nal �lter in the list cre-
ates the listen socket that acceptsconnectionsand re-
questsfrom the client. The server speci�es all of the
�lters, as well as the parameters(address,port num-
ber, backlog)for the listen socket, in the cc createlsock
call. The server processno longer needsto call the



int cc_createlsock(struct in_addr sin_addr,
in_port_t sin_port,
int backlog,
char *filters[]);

int cc_accept(int s, struct sockaddr *addr,
socklen_t *addrlen);

ssize_t cc_read(int fd, void *buf,
size_t count);

int cc_close(int fd, int closeAllFilters);
int cc_select(int n, fd_set *readfds,

fd_set *writefds,
fd_set *exceptfds,
struct timeval *timeout);

int cc_poll(struct pollfd fds[],
nfds_t nfds, int timeout);

int cc_dup(int oldfd);
int cc_dup2(int oldfd, int newfd);
pid_t cc_fork(void);

Figure2: ConnectionConditioningLibrary API

socket /bind /listen systemcalls itself. The return
valueof cc createlsockis a socket, suitablefor usewith
cc accept.Our �lter instantiationdiffersfrom Unix pipes,
sincethe server instantiatesthem, insteadof having the
shellperformthesetup.Thisapproachrequiresmuchless
modi�cation for existing servers,andit alsoavoids con-
�icts with stdin/stdout.

cc accept– this call replacestheaccept systemcall,
andbehavessimilarly. However, insteadof receiving the
�le descriptorfrom the networking layer, it is received
from the �lter closestto the server. The �le descrip-
tor still connectsto the client and is passedusing the
sendmsg() systemcall, which alsoallows passingthe
requestitself. The requestis readandbuffered,but not
presentedyet.

cc read– whencc readis �rst calledon a socket from
cc accept,it returnsthebufferedrequest,andbehavesas
a standardread systemcall on subsequentcalls. The
reasonfor this behavior is becausethe socket is actually
terminatedat the client. If any �lter were to write data
into the socket, it would be sent to the client. So, the
�lters sendthe (possiblyupdated)requestvia sendmsg
whentheclient socket is beingpassed.

In multi-processservers,with many processessharing
the samelisten socket, the atomicity of sendmsg and
recvmsg ensuresthat the sameprocessgets both the
�le descriptorandthe request.If requestswill be larger
than the Unix-domainatomicity limit, eachprocesshas
its own Unix-domainsocket to the upstream�lter , and
calling cc acceptsendsa sentinelbyteupstream.Theup-
stream�lter sendsreadyrequeststo any willing down-
stream�lter on its own socket.

cc close– sincethesameclient socket is passedto all
of the �lters and the actualserver, somemechanismis
neededto determinewhen the socket is no longer use-
ful. Some�lters may want to keepthe connectionopen
longer than the server, while other �lters may not care
abouttheconnectionafterpassingit on. Thecc closecall
providesfor this behavior – the server indicateswhether
only it is donewith the connectionor whetherit andall
�lters shouldabandonthe connection. The former case
is useful for presentingmultiple requestson a persistent
connectionasmultiple separateconnections.The latter
casehandlesall otherscenarios,aswell aserror condi-
tions wherea persistentconnectionneedsto be forcibly
closedby theserver.

cc select, cc poll – these functions are neededby
event-driven servers,and stemfrom transferringthe re-
questduring cc accept. Since the requestis read and
bufferedby the CC library, the actualclient socket will
have no data waiting to be read. Some event-driven
serversoptimistically readfrom the socket after accept,
but othersusepoll /select to determinewhenthe re-
questis ready. In this case,the standardsystemcalls
will not know aboutthebufferedrequest.So,we provide
cc selectandcc poll that checkthe CC library's buffers
�rst, and return immediatelyif buffered requestsexist.
Otherwise,they simplycall theappropriatesystemcalls.

cc dup, cc dup2,cc fork –Thesefunctionsreplacethe
Unix systemcalls dup , dup2 , and fork . All of these
functionsaffect �le descriptors,someof which mayhave
beencreatedvia cc accept.As such,the library needsto
know whenmultiple copiesof thesedescriptorsexist, in
orderto adjustreferencecountsandclosethemonly when
thedescriptoris closedby all readers.

While the CC Library functionsareeasilymappedto
standardsystemcalls, transparentlyconverting applica-
tionsby replacingdynamically-linkedlibrariesis not en-
tirely straightforward. The cc createlsockcall replaces
socket , bind , and listen , but thesecalls are also
usedin othercontexts. Determiningfuture intent at the
timeof thesocket call maybedif�cult in general.

4 Evaluation
Ourevaluationof ConnectionConditioningexploresthree
issues:writing servers,CCperformance,andCCsecurity.
We alsoexamine�lter writing, but this issueis secondary
to developersif the�lters arereusableandeasilyextensi-
ble. We �rst presenta simpleserver designedwith Con-
nectionConditioningin mind, andthendiscusstheeffort
involvedin writing �lters. Wecompareits performanceto
otherservers,andthencomparethe performanceeffects
of other�lters. Finally, we examinevarioussecuritysce-
narios,andshow that ConnectionConditioningcan im-
proveserversecurity.



4.1 A SimpleServer

To demonstratethesimplicity of writing aWebserverus-
ing ConnectionConditioning,webuild anextremelysim-
ple Web server, calledCCServer. Using this server, we
test whetherthe performanceof such a simple system
would be suf�cient for mostsites. The pseudo-codefor
themainloop,almosthalf theserver, is shown in Figure3.
This listing, only marginally simpli�ed from the actual
sourcecode,demonstrateshow simpleit canbe to build
serversusingConnectionConditioning.The total source
for this server is 236 lines, of which 80 are semicolon-
containinglines. In comparison,Flash's static content
handlingandHaboob(not includingNBIO) requireover
2500semicolon-linesandApache's corealone(no mod-
ules)containsover6000.Notethatwearenotadvocating
replacingotherserverswith CCServer, sincewebelieveit
makessenseto simplymodify serversto useCC.

CCServer's design sacri�ces some performancefor
simplicity, andachievesfairly goodperformancewithout
mucheffort. Its simplicity stemsfrom usingCC �lters,
and avoiding performancetechniqueslike application-
level caching. CCServer radically departsfrom current
server architecturesby handling only one requestat a
time. The only exceptionis whenthe responseexceeds
the size of the socket buffer, in which caseCCServer
forks a copy of itself to handlethat request.Within lim-
its, thesocketbuffer sizecanbeincreasedif verypopular
�les are larger than the default, in which caseone time
cachemissin themainprocessis alsojusti�ed – with the
useof the zero-copy send�le call, multiple requestsfor
a �le consumevery little additionalmemorybeyond the
�le' sdatain the�lesystemcache.Parallelismis implicitly
achievedinsidethenetwork layer, whichhandlessending
thebufferedresponsesto all clients.

CCServer ignoresdisk blocking for two reasons:de-
creasingmemorycostsmeansthat even a cheapsystem
cancachea reasonablylargeworking set,andconsumer-
gradedisk drives now have sub-10msaccesstimes, so
evenadisk-boundworkloadwith small�les canstill gen-
eratea fair amountof throughput. To really exceedthe
sizeof mainmemory, theclientsmustrequestfairly large
�les, whichcanbereadfrom diskwith highbandwidth.It
is possibleto build degenerateworkloadswith thousands
of small-�le accesses,but usinga �lter thatgiveslow pri-
ority to heavy requestors(describedin Section4.2) will
limit theperformancedegradationthatotherclientssee.

The only obvious denial-of-serviceattackwe cansee
in this approachis that an attacker could requestmany
large �les, causinga large numberof processesto exist,
and could make the situationworseby readingthe re-
sponsedatavery slowly. This situationis not uniqueto
CCServer – any server, particularlythreadedor process-
oriented servers, are vulnerableto theseattacks. All

char *filters[] = {"flt_prior", "flt_persist",
"flt_request", NULL};

char request[MAXREQUEST];
int s, c;

s = cc_createlsock(INADDR_ANY, SERV_PORT,
BACKLOG, filters);

while ((c = cc_accept(s, NULL, NULL)) >= 0) {
bool is_child = false, send_body = true;
off_t offset = 0;
fileinfo file;

cc_read(c, request, sizeof(request));
file = parse_and_openfile(request);
send_header(c, file.size);

set_sendbufsize(c, SENDBUFSIZE);
if (file.size > SENDBUFSIZE) {

/* let a child process send the body */
if (cc_fork() != 0) send_body = false;
else is_child = true;

}

if (send_body) /* send the body */
sendfile(c, file.fd, &offset, file.size);

cc_close(c);
close(file.fd);

if (is_child) return 0;
}

Figure3: Pseudocodeof thereally simpleCCServer

of thesetechniquescan be handledsimilar to how they
would behandledin otherservers. We couldsetprocess
limits in theshellbeforelaunchingtheserver, in orderto
ensurethattoomany processesarenotcreated.To handle
the“slow reading”attack,we couldsplit thesend�le into
many small pieces,andexit if any pieceis received too
slowly. With CC �lters, we couldusea �lter that places
low priority onheavy requestors,whichwould reducethe
priority of any attacker.

All of theotherconcernsthatonewouldexpect,suchas
how long to wait betweenaconnectionestablishmentand
the requestarrival, how long to keeppersistentconnec-
tionsopen,etc.,arehandledby �lters outsidetheserver.
Normally, all of theseissueswould causea server that
handledonly onerequestatatimeto blockfor unbounded
amountsof time, andwould necessitatesomeparallelism
in theserver'sarchitecture,evenfor simple/shortrequests.

4.2 Filters
We have developed�lters that implementdifferentcon-
nectionmanagementandsecuritypolicies. We �nd �lter
developmentrelatively straightforward,andthatthebasic
�lter framework is easyto modify for differentpurposes.
Commonidiomsalsoemergein this approach,leadingus
to believe that �lter developmentwill be manageablefor
theprogrammerswhoneedto write their own.



Total (Semicolons)
Packaging 687(248)
Persistence +76(+26)
Priority 531(211)
Slow Read 587(212)

Table 1: Line counts for �lters – the persistence�lter is
conditionally-compiledsupport in the packaging�lter , so its
countsareshown asthe extra codefor this feature. The other
�lter line countsincludethebasicframework, whichis 413lines
of source,and152semicolons.

We have found two commonbehavioral stylesfor �l-
ters,andtheseshapetheir design.Thosethat implement
someactiononindividualrequests,suchasstrippingpath-
namecomponentsor checkingfor variouserrors,canbe
designedasa simple loop that acceptsonerequest,pro-
cessesit, andpassesit to thenext �lter . Thosethatmake
policy decisionsacrossmultiple requestsareconceptually
smallserversthemselves.

These�lters are an important aspectof the system,
sincethey arekey to preservingprogrammingstylewhile
enhancingsecurity. In traditional multi-processservers
without ConnectionConditioning, making a policy de-
cision acrossall active requestsis dif�cult enough,but
it is virtually impossibleto considerthoserequeststhat
are still waiting in the acceptqueue. Sincethe number
of thoserequestsmayexceedthenumberof processesin
theserver, certainsecurity-relatedpolicy decisionsareun-
availableto theseservers.

The�lters, in contrast,canuseadifferentprogramming
style,likeevent-drivenprogramming,sothateachrequest
consumesonly a �le descriptorinsteadof an entirepro-
cess.In this manner, the �lters canexaminemany more
requests,and can more cheaplymake policy decisions.
Weuseaverysimpleevent-drivenframework for thepol-
icy �lters, sincewe are particularly interestedin trying
to implementpoliciesthat caneffectively handlevarious
DoS attacks. To gain cross-platformportability andef-
�ciency, we usethe libevent library [19], which supports
platform-speci�cevent-deliveryapproaches(kqueue[15],
epoll, /dev/poll) in addition to standardselect and
poll . Our �lters include:

Requestpackaging– this�lter is oftenthe�rst �lter in
any server. It acceptsconnections,readstherequests,and
handscompleterequeststo thenext �lter . By makingthe
�lter event-driven,it canhandleattacksthat try to starve
the server by openingthousandsof connectionswithout
sendingrequests.The�lter is only limited by thenumber
of �le descriptorsavailableto it, andwe implementsome
simplepoliciesto preventstarvation.Any connectionthat
is incomplete(hasnot senta full request)beforea con-
�gurable timeoutis terminated,andif the�lter is running

out of sockets,incompleteconnectionsareterminatedby
network address.This �lter maintainsa 16-arytreeorga-
nizedby network address,whereeachnodehasa count
of all openconnectionsin its children. The�lter follows
thepathwith theheaviestweights,ensuringthatthecon-
nectionit terminatesis comingfrom therangeof network
addresseswith themostincompleteconnections.

Persistentconnectionmanagement– while persistent
connectionshelpclients,they presentconnectionmanage-
mentproblemsfor servers,sothis �lter takesmultiple re-
questsfrom a persistentconnectionand separatesthem
into individual requests.When the server is donewith
thecurrentrequest,it closestheconnection,andthis �lter
re-sendsthenext requestasa new connection.Sincethe
�lters keepsa socket open,theserver closinga persistent
connectionis only a local operation,andis not visible to
theclient. We expectthat this �lter would be thesecond
�lter aftertherequestpackaging�lter .

Recency-basedprioritization – this �lter acts as a
holdingareaafter thefull requesthasarrived. It provides
adefaultpolicy thatmakeshigh-rateattackslesseffective,
without requiringany feedbackor throttling information
from the server. As a side-effect, it also providessim-
ple fairnessamongdifferentusers.This would bethelast
�lter beforetheserver. This �lter basicallyacceptsall re-
questscomingfrom theprevious�lter , andthenpicksthe
highest-priorityrequestwhentheserverasksfor one.The
detailsof this approacharedescribedin Section4.2.1.

Slow read prevention – this �lter limits the damage
causedby “slow read”clients,whorequesta large�le and
thenkeeptheconnectionopenby readingthedataslowly.
In a DoSscenario,if a client couldkeeptheconnections
openarbitrarily long, theprioritization �lter alonewould
not prevent it from having too many connections.This
�lter explicitly checkshow many concurrentconnections
eachclient has,anddelaysor rejectsrequestsfrom any
client rangethatis too high. We currentlysetthedefaults
to allowing nomorethan25%of all connectionsfrom a/8
network range,15%from a/16,and10%from a/24. This
approachlimits slow-readDoS,but cannot fully protect
againstDDoS.Still, any securityimprovementis abene�t
for a wide rangeof servers.

We have alsodevelopedothermorespecialized�lters,
suchasonesthatlook for oddly-formattedrequests,detect
andstrip thebeckattack,etc. Line countinformationfor
the�lters describedabovearepresentedin Table1.
4.2.1 The RecencyAlgorithm
To handle rate-basedattackscoming from sets of ad-
dresses,we useanalgorithmthataggregatestraf�c statis-
tics automaticallyat multiple granularities,but doesnot
lose preciseness.We breakthe network addressinto 8
piecesof 4 bits each.We usean8 deep16-arytree,with
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an LRU list maintainedacrossthe 16 elementsof each
parent. Eachnodealsocontainsa countto indicatehow
many requestsarestoredin its subtrees.Thetreeis lazily
allocated– any levelsareallocatedonly whendistinctad-
dressesexist in thesubtree.Whena new requestarrives,
it is storedin thetree,creatingany nodesthatareneeded,
andupdatingall countsof requests.Whenit is timeto pro-
videthenext requestto beserviced,wedescendeachlevel
of the tree,usingthe LRU child with a nonzerorequest
countat eachlevel. Therequestchosenby this processis
removed,all countsareupdated,andall childrenalongthe
patharemovedto theendsof their respective LRU lists.
Subtreeswithout requestscanbeprunedif needed.

If an attacker owns an entire rangeof network ad-
dresses,a low-frequency client from another address
rangewill alwaystake priority in having its requestsser-
vicedor its incompleteconnectionskeptalive. Evenif the
low-frequency client is more active than any individual
compromisedmachine,thisalgorithmwill still giveit pri-
ority dueto thetraf�c aggregationbehavior. At thesame
time, the aggregationdoesnot loseprecision– if even a
singlemachinein theattacker's rangeremainsuncompro-
mised,whenit doessendrequests,they will receiveprior-
ity over therestof themachinesin thatrange.

4.3 PerformanceEvaluation
Thoughperformanceis not a goal of ConnectionCondi-
tioning,weevaluateit sothatdesignersandimplementors
have someideaof what to expect. While we believe it is
true thatperformanceis generallynot a signi�cant factor
in thesedecisions,it would becomeworrying if the per-
formanceimpactcausedany signi�cant numberof sitesto
rejectsuchan approach.As we show in this section,we
believe that the performanceimpactof ConnectionCon-
ditioning is acceptable.
4.3.1 Testbedand Servers
Our testbedserversconsistof a low-end,singleproces-
sor desktopmachine,aswell asan entry-level dual-core
server machine.Most of our testsarerun on a $200Mi-
crotel PC from Wal-Mart, which comeswith a 1.5 GHz
AMD Sempronprocessor, 40 GB IDE harddrive, anda

built-in 100MbpsEthernetcard. We add1 GB of mem-
ory and an Intel Pro/1000MT Server Gigabit Ethernet
network adapter, bringing the total cost to $396. Using
aGigabitadapterallowsusto breakthe100Mbpsbarrier,
just for thesake of measurement.Thedual-coreserver is
anHP DL320with a 2.8GHz Intel PentiumD 820,2 GB
of memory, anda160GBIDE harddrive. Thismachineis
still modestlypriced,with a list priceof lessthan$3000.
Both machinesrun the Linux 2.6.9kernelusingthe Fe-
doraCore3 installation.Our testharnessconsistsof four
1.5GHzSempronmachines,connectedto theservervia a
NetgearGigabitEthernetswitch.

In variousplacesin theevaluation,we comparediffer-
ent servers, so we brie�y describethem here. We run
the Apacheserver [3] version1.3.31, tuned for perfor-
mance.Wherespeci�ed,we run it with eitherthedefault
numberof processesor with higher values,up to both
the “soft limit,” which doesnot requirerecompilingthe
server, andabove thesoft limit. TheFlashserver [18] is
an event-drivenresearchserver that usesselectto multi-
plex clientconnections.Weusethestandardversionof it,
ratherthanthemorerecentversion[23] thatusessend�le
andepoll. TheHaboobserver [32] usesa combinationof
eventsandthreadswith theSEDA framework in Java. We
tuneit for higherperformanceby increasingthe �lesys-
temcachesizefrom 200MB to 400MB. CCServer is our
simplesingle-requestserverusingConnectionCondition-
ing. CC-ApacheandCC-FlasharetheApacheandFlash
serversmodi�ed to useConnectionConditioning. In all
of theserversusingConnectionConditioning,weemploy
a single �lter unlessotherwisespeci�ed. Sincethe CC
Library currently only supportsC and C++, we do not
modify Haboob. All servershave loggingdisabledsince
their loggingoverheadsvarysigni�cantly.

4.3.2 Single-FileTests

The simplesttest we can perform is a �le transfermi-
crobenchmark,whereall of the clientsrequestthe same
�le repeatedlyin a tight loop. This testis designedto give
an upperboundon performancefor each�le size,rather
thanbeingrepresentativeof standardtraf�c. Theresultsof
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this teston theMicrotel machineareshown in Figures4
and5 for requestrateandthroughput,respectively. The
relative positionsof Flash,Apache,andHaboobarenot
surprisinggiven other publishedstudieson their perfor-
mance.Performanceon theHP server is higher, but qual-
itatively similar, andis omittedfor space.

The performanceof CCServer is encouraging,since
this would meanthat it shouldhave acceptableperfor-
mancefor any site usingApache.Any performanceloss
due to forking overheadoncethe responsesizeexceeds
the socket buffer size is not particularly visible. This
server is clearly not functionally comparableto Apache,
but given the useof multiple processesin requesthan-
dling, we arepleasedwith theresults.

Using Connection Conditioning �lters with other
servers also seemspromising,as seenin the resultsfor
CC-ApacheandCC-Flash.Both show performanceloss
whencomparedto theirnativecounterparts,but thelossis
morethanlikely tolerablefor mostsites. We investigate
this furtherona morerealisticworkloadmix next.

4.3.3 Mor eRealisticWorkloads

While the single-�le testsshow relative requestprocess-
ing costs,they do not have the variety of �les, with dif-
ferentsizesandfrequency distributions,thatmightbeex-
pectedin normalWeb traf�c. For this, we alsoevaluate
theseserversusinga morerealisticworkload. In particu-
lar, weuseadistributionmodeledonthestatic�le portion
of SpecWeb99[28], whichhasalsobeenusedby otherre-
searchers[23, 30, 32]. TheSpecWeb99benchmarkscales
dataset size with throughput,and reportsa single met-
ric, thenumberof simultaneousconnectionssupportedat
a speci�edqualityof service.

We insteaduse�x eddatasetsizesandreportthemax-
imum throughputachieved, which provides a broader
rangeof resultsfor eachserver. We maintainthegeneral
accesspatterns– adatasetcontainsaspeci�ednumberof
�les per directory, with a speci�ed accessfrequency for
�les within eachdirectory. The accessfrequency of the
directoriesfollows a Zipf distribution, so the �rst direc-
tory is accessedN timesmorethantheNth directory.

Theresultsof thesecapacitytests,shown in Figures6
and7, show someexpectedtrends,aswell assomesub-
tler results.Themostobvioustrendis thatoncethedata
setsizeexceedsthephysicalmemoryof themachine,the
overallperformancedropsdueto disk accesses.For most
servers,theperformanceprior to thispointis roughlysim-
ilar acrossdifferentworking setsizes,indicatingvery lit-
tle additionalwork is generatedfor handlingmore�les, as
longasthe�les �t in memory. CCServerperformsalmost
threetimesaswell on theHP server astheMicrotel box,
demonstratinggoodscalabilitywith fasterhardware.

The performancedrop at 3 or 4 GB insteadof 1.5/2.5
GB canbeunderstoodby takinginto accountSpecWeb's
Zipf behavior. Even thougha 1.5 and2.5 GB datasets
exceedthephysicalmemoriesof themachines,theZipf-
distributed�le accesscausesthe moreheavily-usedpor-
tion to �t in main memory, so this sizehasa mix of in-
memoryanddisk-boundrequests.At 3GB,morerequests
aredisk-bound,causingthe drop in performanceacross
all servers. The HP machine,with a larger gapbetween
CPUspeedanddisk speed,shows relatively fasterdegra-
dationwith the 4GB dataset. ThoughCCServer makes
no attemptto avoid disk blocking,its performanceis still
goodon this workload.

In general,the resultsfor the CC-enabledserversare
quite positive, sincetheir absoluteperformanceis quite
good,andthey show lessoverheadthanthesingle�le mi-
crobenchmarkswould have suggested.The main reason
for this is that the microbenchmarksshow a very opti-
misticview of serverperformance,soany additionalover-
headsappearto be muchlarger. On real workloads,the
additionaldatamakestheoverallworkloadlessamenable
to cachingin theprocessor, so theoverheadsof Connec-
tion Conditioningarelessnoticeable.

4.3.4 ChainedCC Filters

Inter-processcommunicationusingsocketshastradition-
ally beenviewed asheavyweight, which may raisecon-
cerns about the practicality of using smaller, single-
purpose�lters chainedtogetherto composebehavior.

To testthelatency effects,wevarythenumberof �lters
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usedin CCServer, andhave a singleclient issueonere-
questat a time for a single100-byte�le. All of the�lters
except the �rst aredummy�lters, simply passingalong
therequestto thenext �lter . Theseresults,shown in Fig-
ure8, show that latency is nearlylinear in thenumberof
�lters, andthateach�lter only adds34 � seconds(HP) or
94 � seconds(Microtel) of overhead.Comparedto wide-
areadelaysof 100msor more, the overheadof chained
�lters shouldnotbesigni�cant for mostsites.

Theperformanceeffectsof chained�lters areshown in
Figure9, whereanin-memorySpecWeb-likeworkloadis
usedto drive thetest.Giventhenear-lineareffectof mul-
tiple �lters onlatency, theshapeof thethroughputcurveis
not surprising.For smallnumbersof �lters, thedecrease
is closeto linear, but thedegradationslowsdown asmore
�lters areadded.Evenwith whatwewouldconsiderto be
far more�lters thanmostsiteswould use,thethroughput
is still well abovewhatmostsitesneed.

CCServer performsbetteron the HP server than the
Microtel box on both tests,presumablydueto the faster
processorcoupledwith its 1MB L3 cache.Thedual-core
throughputsscalewell versusthe single-core,indicating
the ability of the various�lters in the CC chain to take
advantageof theparallelresources.While enablingboth
coresimprovesthethroughputin this test,it doesnot im-
prove the latency benchmark,becauseonly one request
progressesthroughthe systemat a time. The sawtooth
patternstemsfrom several factors:someexploitablepar-
allelismbetweentheclean-upactionsof onestageandthe
start-upactionsof the next, SMP kernel overhead,and
dirty cachelinesping-pongingbetweenthe two indepen-
dentcachesas�lters runondifferentcores.

4.4 Security Evaluation
Herewe evaluatethesecurityeffectsof ConnectionCon-
ditioning, particularly the policy �lters we describedin
Section4.2. Notethatsomeof thesetestshave beenused
in previousresearch[21] – our contribution is themecha-
nismof defendingagainstthem,ratherthantheattacks.

Ourprimaryreasonfor selectingthesetestsis thatthey
aresimplebut effective – they coulddisruptor deny ser-

vice to a large fraction of Web sites,andthey do not re-
quireany signi�cant skill. Eachattackingscript requires
lessthan200linesof codeandonly a cursoryknowledge
of network programmingandHTTP protocolmechanics.
Someof theseattackswould alsobe hardto detectfrom
a traf�c viewpoint – they eitherrequirevery little band-
width, or their requestbehavior canbemadeto look like
normal traf�c. We focuson the Apacheserver both be-
causeits popularitymakesit anattractive target,andbe-
causeits architecturewouldnormallymakesomesecurity
policiesharderto implement. All resultsare shown for
only theMicrotel box becausethesetestsfocusprimarily
onqualitativebehavior.

4.4.1 Starvation Test– IncompleteConnections

To measurethe effect of incompleteconnectionson the
variousservers,wehaveoneclientmachinesendastream
of requestsfor small �les, while othersopenconnections
without sendingrequests.We measurethetraf�c thatcan
begeneratedby the regularclient in thepresenceof var-
ious numbersof incompleteconnections.Theseresults
areshown in Figure10,andshow variousbehavior for the
different servers. For the process-basedApacheserver,
eachconnectionconsumesone processfor its life. We
seethat a default Apachecon�guration takes only 150
connections,at which point performancedrops. Apache
employs a policy of waiting 300 secondsbeforetermi-
natinga connection,so at this limit, throughputdropsto
0.5requests/second.ThoughFlashandHaboobareevent-
driven,neitherhavesupportfor detectingor handlingthis
condition. Flash's performanceslowly degradeswith the
numberof incompleteconnections,and becomesunus-
able at 32K connections,while Haboob's performance
sharplydropsafter 100 incompleteconnections.Flash's
performancedegradationstemsfrom theoverheadsof the
select systemcall [4].

With the CC Filters, all of theseserversremainoper-
ationalunderthis load, even with 32K incompletecon-
nections. Since the �lter terminatesthe oldest incom-
pleteconnectionwhennew traf�c arrives,it canstill han-
dle workloadsof 1800requests/secfor CC-Apache,and
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3700requests/secfor CCServer andCC-Flash.This test
demonstratesthe architecture-neutralsecurity enhance-
ment that ConnectionConditioningcan provide – both
a multi-processserver andan event-drivenserver handle
thisattackbetterwith ConnectionConditioningthantheir
own implementationprovides.

4.4.2 Prioritization Test

Thoughtherequestpackaging�lter closesconnectionsin
a fair manner, theprevioustestdoesnotdemonstratefair-
nessfor valid requests,sowe deviseanothertestto mea-
surethiseffect. Thetestconsistsof anumberof clientsre-
questinglarge�les from adefaultApache,whichcanhan-
dle 150 simultaneousrequests.The remainingrequests
arequeuedfor delivery, soaninfrequentclient mayoften
�nd itself waiting behind150 or morerequests.The in-
frequentclient in our testsrequestsasmall�le, to observe
theimpacton latency.

The resultsof this test, in Figure11, show the effect
on latency of the infrequently-accessingclient. The la-
tency of thesmall �le fetch is shown asa functionof the
numberof clientsrequestinglarge �les. Without thepri-
oritization�lter , Apachetreatstherequestin roughly�rst-
come,�rst-servedorder. Whenthetotalnumberof clients
is lessthanthenumberof processes,theinfrequentclient
canstill get servicereasonablyquickly. However, once
the numberof clientsexceedsthe numberof server pro-
cesses,thelatency for theinfrequentclient alsoincreases
asmoreclientsrequest�les.

With CC-Apacheand the prioritization �lter , though,
thebehavior is quite different. The increasein thenum-
berof large-�le clientsleadsto aslight increasein latency
onceall of the processesarebusy. After that point, the
latency levelsagain.This small stepis causedby the in-
frequentclient beingblocked behindthe next requestto
�nish. Onceany request�nishes, it getsto run, so the
latency stayslow.

Performing this kind of prioritization in a multiple-
processserver would be dif�cult, sinceeachconnection
wouldbetiedtoaprocess.As aresult,it wouldbehardfor
theserver to determinewhatrequestto handlenext. With

ConnectionConditioning,the �lter' s policy canview all
outstandingrequests,andmake decisionsbeforethe re-
questsreachtheserver.

4.4.3 PersistenceTest

Persistent connections present another avenue for
connection-basedstarvation, similar to the incomplete
connectionattack. In this scenario,an attacker requests
a persistentconnection,requestsa small �le, andkeeps
the connectionopen. To avoid completestarvation, any
reasonableproduction-classserver will have somemech-
anismto shut down suchconnectionseither after some
timeoutor under�le descriptorpressure.

Implementingaself-managingsolutionis tied to server
architecture,complicatingmatters. While detecting�le
descriptorpressureis cheapin event-drivenservers,they
arealsolessvulnerable,sincethey canutilize tensof thou-
sandsof �le descriptors.In contrast,multi-processservers
are designedto handlefar fewer simultaneousconnec-
tions,anddeterminingthatpersistentconnectionpressure
exists requiresmore synchronizationand inter-process
communication,reducingperformance.Thesimplestop-
tion in thesecircumstancesis to provide administrator-
controlledcon�gurationoptionsregardingpersistentcon-
nectionbehavior asApachedoes.However, thetrade-off
is that if thesetimeoutsare too short, they make persis-
tentconnectionslessuseful,while if they aretoolong,the
possibilityof runningoutof serverprocessesincreases.

Figure12showstheeffectof anattackertrying to starve
the server via persistentconnections.We useApache's
default persistentconnectiontimeoutsof 15 secondsand
150serverprocesses.An attackeropensmultipleconnec-
tions,requestssmall �les, andholdstheconnectionopen
until theserver closesit. For any closedconnection,the
attacker opensa new connectionandrepeatstheprocess.
We vary thenumberof connectionsusedby theattacker.
We also have 16 clients on one machinerequestingthe
SpecWeb99-like workloadwith a 500 MB datasetsize.
Weshow thethroughputreceivedby theregularclientsas
a function of the numberof slow persistentconnections.
On Apache,the throughputdropsbeyond 150 persistent
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connections,but CC-Apacheshows virtually no perfor-
manceloss.Its maximumperformanceis lowerthanstan-
dardApachedue to the CC �lters, but it supportsmore
openconnections.Apache's server processesnever see
the waiting periodsbetweenrequests.This supportonly
requiredmodifying8 linesin Apache.

5 Discussion
In this section,we discusssomealternativesto Connec-
tion Conditioning, someof the objectionsthat may be
raisedto our claims,andpossibledeploymentquestions.

5.1 Novelty and Simplicity
Ourcontributionin ConnectionConditioningis theobser-
vationthatUnix pipescanbeappliedto servers,providing
all of thebene�tsassociatedwith text processing(simplic-
ity, composability, andseparationof concerns)while still
providing adequateperformance.In retrospect,this may
seemobvious,but we believe thatConnectionCondition-
ing'sdesignandfocusonadoptabilityaredirectlyrespon-
sible for its other bene�ts. Our approachallows vastly
simplerserverswith performancethatapproachesor even
exceedsthedesignsintroducedin thepastfew years.Par-
ticularly for smallservers,suchassensors,our approach
provideseasydevelopmentwith a broadrangeof protec-
tion, somethingnot available in other approaches.We
makenoapologiesfor building ontheideaof Unix pipes–
giventheoptionto build onagreatidea,weseenoreason
to developnew approachespurelyfor thesake of novelty.

CC alsoprovides the ability to incorporatebestprac-
ticesinto existing servers,without having to startfrom a
cleanslate. Given the stateof today's hardware,some-
one designinga server from scratchmay develop a de-
signsimilar to ConnectionConditioning. However, even
many researchservers,with no compatibilityconstraints,
have becomeincreasinglycomplicatedover time, rather
thansimpler. We considerthe ability to supportexisting
serverslike Apachewhile still allowing new designslike
CCServer to bea contributionof this work.

5.2 Rich WebServer APIs
Severalserversprovide rich APIs that canbe usedto in-
spectandmodify requestsandresponses– Apachehasits
moduleformat,MicrosoftdevelopedISAPI,Netscapede-
velopedNSAPI,andNetworkAppliancedevelopedICAP.
Any of thesecould be usedto protect their host server
from attackslike thebeckattackmentionedearlier. How-
ever, we believe ConnectionConditioning can provide
protectionfrom aseparateclassof attacksnotamenableto
protectionvia serverAPIs. Theseattacks,suchasthe“in-
completeconnection”starvation attack,wasteserver re-
sourcesassoonastheconnectionhasbeenaccepted,and
theseconnectionsareacceptedwithin the framework of
theserver. Particularly for process-basedservers,the re-
sourcesconsumedjustby acceptingtheconnectioncanbe
signi�cant. By moving all of theinspectionandmodi�ca-
tion outsidetheserver, ConnectionConditioningprovides
protectionagainstthis classof attack.Evenevent-driven
serverscanexpendmorestatethanConnectionCondition-
ing – in our requestprioritizationexample,we maywant
to selectfrom tensof thousandsof possibleconnections,
particularlywhenweareunderattack.Therichnessof the
server's internalAPI doesno goodin this kind of exam-
ple,sincetheserver maynot evenbeableto acceptall of
theconnectionswithout succumbingto theattack.

Some of CC's other bene�ts, such as relieving the
server of thework of maintainingpersistentconnections,
cannotbe done inside all servers without architectural
changes.Thepersistentconnectionattackwehaveshown
is particularlyeffective,sinceregularserverswould have
to have global knowledgeof the stateof all requestsin
order to detectit. With CC, no server re-architectingis
required,sincethis work canbedoneeasilyin the�lters.

5.3 Security
We have seenthat CC protectsservers againstseveral
DoS attacks,andthat it enablesothertypesof protocol-
speci�c security�lters. Givenhow little bandwidthsome
of theseattacksrequire,andgivenApache'swidedeploy-
ment,we feel thatCCcanprovideanimmediatepractical
securitybene�t. Fromadesignstandpoint,usingCCwith
�lters canalsoprovide otherbene�ts – privilegedopera-
tions,suchascommunicatingwith authenticationservers
or databases,can be restrictedto speci�c policy �lters,
moving sensitive codeout of the larger codebaseof the
mainserver. These�lters, if designedfor re-use,canalso
be implementedusing best practices,and can be more
thoroughlytestedsincewider deployment and usewith
multiple servers is more likely to exposesecurityholes.
Weadmitthatsomeof thesebene�tswill behardto quan-
tify, but we alsofeel thatsomeof themareself-evident–
moving codeout of a large,monolithic server codebase
andexecutingit in a separateaddressspaceis likely to
restrictthescopeof any securityproblem.



5.4 Scope
While our evaluationof ConnectionConditioninghasfo-
cusedmostlyon Webservers,we believe CC hasa fairly
broadscope– it is suitableto many request/replyenviron-
mentsthat tendto have relatively short-duration“active”
periodsof their transactions.Our focusonWebserversis
mostly dueto pragmatism– Web serversarewidely de-
ployed,andthey provideampleopportunitiesfor compar-
isons,so our evaluationof CC canbe independentlyas-
sessed.In additionto theserverprotectionofferedby CC,
we also hopeto useit in developing lightweight, DoS-
resistantsensorsfor PlanetLab. Werunseveralsensorson
PlanetLabfor providing statusinformation– CoMonpro-
videsnode-level information,suchasCPUloadanddisk
activity, while CoTop providesaccount-level (slice-level)
information, suchas numberof processesand memory
consumption.While thesetoolsall useHTTP asa trans-
port protocol, they are not traditional Web servers. By
usingCC for thesetools,we canmake themmuchmore
robustwhile eliminatingmostof their redundantcode.

CC is not suitablefor all environments,andany server
with very long-livedtransactionsmaynot gainsimplicity
bene�ts from it. Video server matchthis pro�le, where
a large numberof clients may be continuouslystream-
ing dataover long-livedconnectionsfor anhouror more.
In this case,CC is no better than other architecturesat
providing connectionmanagement.In all likelihood,this
casewill requiresomeform of event-drivenmultiplexing
at theserver level, whetherit is exposedto theprogram-
meror not. CCcanstill providesome�ltering of requests
andadmissioncontrol,but maynotbeasigni�cant advan-
tagein thesescenarios.This exampleis distinct from the
persistentconnectionexamplewe provided earlier– the
differenceis that with persistentconnections,the long-
lived connectionsmay be handling a numberof short-
lived transfers. In that case,CC canreducethe number
of connectionsactuallybeinghandledby theservercore.

6 RelatedWork
While this paperhasarguedthatperformance-relatedad-
vancesin server designare of marginal bene�t to most
Web sites, someclassesof servers do seebene�t from
many advances.BangaandMogul improvedtheselect()
systemcall's performanceby reducingthedelayof �nd-
ing readysockets[5]. They subsequentlyproposedamore
scalablealternativesystemcall [7], whichappearsto have
motivatedkqueue()on BSD [15] and epoll() on Linux.
CachingWeb proxy servershave directly bene�tedfrom
this work, sincethey are often in the path of every re-
questfrom a company or ISP to the restof the Internet.
Any mechanismthat reducesserver latency is desirable
in thesesettings. Examining the resultsfrom the most
recentProxy Cache-off [22] suggeststhat vendorsarein
factinterestedin moreaggressiveserverdesigns.In these

environments,CC may not be thebestchoice,but many
ISPsstill usethe low-performanceSquidproxy, so CC's
overheadmaybequitetolerablein theseenvironments.

The methodof �lters we presentis very generaland
allows customizablebehavior. The closestapproachwe
have found in any other systemis the “accept�lter” in
FreeBSD,which providesan in-kernel�lter with a hard-
codedpolicy for determiningwhen HTTP requestsare
complete.However, it mustbespeci�cally compiledinto
the kernel or loadedby a superuser. This approachre-
sultedin openingthe possibility of denial-of-serviceat-
tacks on the �lter' s requestparsingpolicy [10], which
wouldhavepreventedtheapplicationfrom processingany
requests.It would alsobe unableto handlesomeof the
other starvation attackswe have covered in this paper.
Similarly, IIS hasan in-kernelcomponent,the Software
Web Cache,to handlestaticcontentin the kernel itself.
While this approachcanusekernelinterfacesto improve
scalability, its desirabilitymaydependonwhetherthede-
veloperis willing to accepttheassociatedrisksof putting
afull serverinto thekernel.For someof thecaseswehave
discussed,suchasdevelopingsimple,customsensorsthat
useHTTP asa transportprotocol, in-kernelserversmay
provide little bene�t if the infrastructurecannotbe lever-
agedoutsideof its associatedtasks.

Someof our securitypoliciesareshapedby work on
makingevent-driven serversmore responsive underma-
licious workloads[21]. We have attempted,asmuchas
possible,to broadenthesebene�ts to all servers,with as
little server modi�cation aspossible.We believe thatour
recency-basedalgorithm is an elegant generalizationof
theapproachpresentedin theearlierwork.

While many of ourevaluationshaveusedApache,both
becauseof its popularityandbecauseof the dif�culty of
performingcertainsecurity-relatedoperationsin a multi-
processserver, we believe our approachis fairly gen-
eral. We have shown that it canbe appliedto Flash,an
event-driven Web server. We believe that it is broadly
amenableto otherdesigns,includinghybrid thread/event
designssuchas Knot [30]. While we tried to demon-
strate this feasibility, we were unable to get the stan-
dardKnot packageworking in the 2.6 or 2.4 Linux ker-
nel. We believeConnectionConditioningwouldbene�t a
systemlike Knot mostby preventingstarvation-basedat-
tacks.Thehigher-performanceversionof Knot, Knot-C,
usesa smallernumberof threadsto handlea large num-
ber of connections,possiblyleaving it opento this kind
of attack.In conjunctionwith CCFilters,only activecon-
nectionswould requirethreadsin Knot.

Somework hasbeendoneon morecomplicatedcon-
trollersfor overloadcontrol[25, 31], whichmovesrequest
managementpolicy insidetheserver. If suchanapproach
weredesiredin ConnectionConditioning,it couldbedone
via explicit communicationbetweenthe�lter andservers,



using sharedmemoryor other IPC mechanisms.How-
ever, implementingsuchschemesas�lters hasthebene�t
of leaving thedesignstyleof the�lter upto thedeveloper,
insteadof having to conformto theserver's architecture.
Having the �lter operatein advanceof the server's ac-
ceptingconnectionshasthepossibilityof reducingwasted
work. Serverswould still be free to enforcewhatever in-
ternalmechanismsthey desired.

Similarly, resourcecontainers[6] have beenusedto
provide priority to classesof clients in event-driven and
process-basedservers. This mechanismcan be usedto
providea speci�ed level of traf�c to friendly clientseven
whenmaliciousclientsaregeneratingheavy traf�c. This
approachdependson early demultiplexing in the kernel,
andforcingpolicy decisionsinto thekernelto supportthis
behavior. Webelievethatresourcecontainerscanbeused
in conjunctionwith ConnectionConditioning,suchthat
livelock-relatedpolicies are moved into the kernel with
resourcecontainers,andthattheCCFiltershandlethere-
mainingbehavior at application-level.

Finally, a largebodyof work existsonsomeform of in-
terposition,oftenusedfor implementing�e xible security
policies. Someexamplesof this approachinclude Sys-
trace [20], which can add policies to existing systems,
KernelHypervisors[16], which can generalizethe sup-
port for customizable,in-kernelsystemcall monitoring,
andFlask[27], an architecturedesignedto natively pro-
vide �ne-grainedcontrolfor amicrokernelsystem.While
someof CC's mechanismscould be implementedusing
systemcall interposition,thefundamentalconcernsof CC
differ from theseprojectssince�lters in CC aretrusted,
andarelogically extendingthe server, ratherthanview-
ing theserver in anadversarialcontext. In this vein, CC
is moresimilar to approacheslike TESLA [24], that are
designedto extend/of�oad the functionality of existing
systems. CombiningCC with TESLA, which provides
session-layerservices,would be a logical pairing, since
their focusareasarecomplementary. The reasonfor not
usingsomeform of systemcall interpositionin the cur-
rentCCis thatsomedecisionsaresimplerwhenmadeex-
plicitly – for example,apurelyinterposition-basedsystem
mayhaveadif�cult timedetectingall usesof thecommon
networkingidiom of socket/listen/accept , espe-
cially if otheroperations,suchasfork() or dup() , are
interleaved. Making CC calls explicit greatlysimpli�es
thelibrary.

7 Futur e Work
The next step for ConnectionConditioning would be
to add kernel supportfor the interpositionmechanisms,
while still keepingtheserverand�lters in userspace.We
intentionallykeepthe�lters in userspacebecausewebe-
lieve that the �e xibility of having themeasilycustomiz-
ableoutweighsany performancegainsof puttingthemin

thekernel.Wealsobelievethatby movingonly themech-
anismsinto the kernel,ConnectionConditioningcanbe
usedwithout requiringroot privilege.

Thegeneralideais to allow theserver to createits lis-
ten socket, and then have a minimal kernel mechanism
thatallows anotherprocessfrom thesameuserto “steal”
any traf�c to this socket. The �rst �lter would thenper-
form connectionpassingto other �lters using the stan-
dardmechanisms.However, when the �nal �lter wants
to passtheconnectionto theserver, it usesanotherkernel
mechanismto re-injecttheconnection(�le descriptorand
request)whereit would have goneto the server. In ef-
fect,theentire�lter chainis interposedbetweenthelower
half of the kernel and the delivery to the server's listen
socket. Suchaschemewouldbetransparentto theserver,
andcould operatewithout any server modi�cation if the
ability to split persistentconnectionsinto multiple con-
nectionsis not needed. Otherwise,all of the other CC
library functionscouldbeeliminated,with only cc close
exposedvia the API. Someextra-server processwould
haveto launchall of the�lters, andindicatewhichsocket
to steal,but this infrastructureis alsominimal.

For closed-sourceserverswhereevenminimal modi�-
cationsare not possible,this approachmay be the only
mechanismto useConnectionConditioning. However,
sinceourcurrentfocusis onexperimentation,thelibrary-
basedapproachprovides three importantbene�ts: it is
portableacrossoperatingsystemsandkernelversions,it
requireslesstrustfrom adeveloperwantingto experiment
with it, andit iseasiertochangeif wediscovernew idioms
we wantto support.At somepoint in thefuture,afterwe
gainmoreexperiencewith ConnectionConditioning,we
mayrevisit anin-kernelmechanismspeci�cally to support
closed-sourceservers.

8 Conclusions
While server software designcontinuesto be an active
areaof research,we feel it is worthwhile to assessits
chancesfor meaningful impact given the current state
of hardware and networking. We believe that perfor-
manceof mostserversis goodenoughfor mostsites,and
thatadvancesin simplifying serversoftwaredevelopment
andproviding bettersecurityoutweighadditionalperfor-
mancegains. We have shown that a designinspiredby
Unix pipes,calledConnectionConditioning,canprovide
bene�ts in both areas,andcaneven be usedwith exist-
ing server software of variousdesigns. While this ap-
proachhasa performanceimpact,we have demonstrated
that even on laughablycheaphardware, this systemcan
handlefarmorebandwidththanmostsitescanafford.

ConnectionConditioningprovides thesebene�ts in a
simple, composablefashionwithout dictating program-
ming style. We have demonstrateda new server that is
radicallysimplerthanmostmodernWebservers,andhave



shown that fairly simple, general-purpose�lters can be
usedwith this server andothersto provide goodperfor-
manceandsecurity. Thecurrentimplementationrunsen-
tirely in userspace,which gives it more �e xibility and
safetycomparedto a kernel-basedapproach.However, a
kernel-spaceimplementationof themechanismsis possi-
ble, allowing for improved performancewhile retaining
the�e xibility of user-spacepolicies.

Overall,webelievethatConnectionConditioningholds
promisefor simplifying server designandimproving se-
curity, and should be applicable to a wide range of
network-basedservicesin the future. We have demon-
stratedit in conjunctionwith multi-processserversaswell
asevent-drivenservers,andhave shown that it canhelp
defendtheseserversagainsta rangeof attacks. We are
investigatingits usefor DNS servers,which tendto pre-
fer UDP over TCP in orderto reduceconnection-related
overheads,and for sensorson PlanetLab,which usean
HTTP framework for simple information services. We
expect that both environmentswill alsoprove amenable
to ConnectionConditioning.
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