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What You Learn in This Course 
•  Knowledge: how the Internet works 

–  IP protocol suite 
–  Internet architecture 
–  ApplicaTons (Web, DNS, P2P, …) 

•  Insight: key concepts in networking 
–  Protocols, layering, resource allocaTon, naming 

•  Skill: network programming 
– Many nodes are general‐purpose computers 

•  And increasingly, even special‐purpose switches are programmable! 

–  You can program the nodes 
–  Very easy to innovate and develop new uses of network 
–  Contrast:  Ma Bell owned the telecom network, no innovaTon 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Learning the Material: People 
•  Lecture (Prof. Mike Freedman) 

–  Slides available online at course Web site 

–  Office hours:  Immediately following lectures 

•  Teaching Assistants office hours TBD 

•  Main email:  cos461‐staff at lists.cs.princeton.edu 
–  Email to individual TAs will not be answered 

•  Main Q&A form:   www.piazzza.com 
– We will add all your email addresses to the course 

–  Graded on class parTcipaTon:  so ask *and* answer! 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Learning the Material: Books 
•  Required textbook 

–  Computer Networks: A Systems Approach (4th edi9on), 
by Peterson and Davie [Okay to use the 3rd ediTon] 

•   Books on reserve 
– Networking text books 

•  Computer Networking: A Top‐Down Approach Featuring the 
Internet (3rd edi9on), by Kurose and Ross  

•  Computer Networks (4th edi9on), by Tanenbaum 

– Network programming references 
•  TCP/IP Illustrated, Volume 1: The Protocols, by Stevens 

•  Unix Network Programming, Volume 1: The Sockets 
Networking API (3rd Edi9on), by Stevens, Fenner, & Rudolf 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Grading and Schedule 
•  Four assignments (10% each) 

–  95% 3 hours, 70% 2 days late, 50% > 3 days late 
– One free late day during semester 
– Must complete all assignments to pass 

•  Two exams (50% total) 
– Midterm exam before spring break (25%) 
–  Final exam during exam period (25%) 

•  Class parTcipaTon (10%) 
–  In lecture and precept 
–  In the forums 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Graduate Students: Two Choices 
•  Pick one of two opTons 

– Do the four programming assignments 

– Or, first two assignments, plus research project 

•  Research projects 
– Networking‐related research problem 

– Must have a systems programming component 
– Talk to me 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Policies: Write Your Own Code 
Programming in an individual creaTve process.  
While thinking about a problem, discussions with 
friends are encouraged. However, when the Tme 
comes to write code that solves the problem, the 
program must be your own work.  

If you have a quesTon about how to use some 
feature of C, UNIX, etc., you can certainly ask your 
friends or the TA, but do not, under any 
circumstances, copy another person's program. 

Lerng someone copy your program or using 
someone else's code in any form is a viola7on of 
academic regula7ons. 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Networking is Relevant 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Informa7on wants  to  be  free  because  it  has  become 
so cheap to distribute, copy, and recombine... It wants 
to  be  expensive  because  it  can  be  immeasurably 
valuable to the recipient.                (1985) 







http://www.google.com/transparencyreport/traffic/ 





The monolithic view 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Why “Internet” 
•  Network of networks 
•  Standardized format and protocols for speaking 
between HETEROGENOUS networks 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Why “Internet” 
•  Network of networks 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format and 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for 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The monolithic view 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A network of  “Autonomous Systems” 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•   How do you name? 
•   How do you find a name? 



Announcing a traffic route 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“Egypt is in this direcTon” 



“RouTng” traffic to a desTnaTon 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Withdrawing a traffic route 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Key Concepts in Networking 
•  Protocols 

– Speaking the same language 
– Syntax and semanTcs 

•  Layering 
– Standing on the shoulders of giants 
– A key to managing complexity 

•  Resource allocaTon 
– Dividing scare resources among compeTng parTes 
– Memory, link bandwidth, wireless spectrum, paths,  

•  Naming 
– What to call computers, services, protocols, … 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Key Concepts in Networking 
•  Protocols 

– Speaking the same language 
– Syntax and semanTcs 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All speak IPv4 
“Internet Protocol version 4” 



Protocol design is about tradeoffs 
•  How should hosts and routers communicate? 

– Standard protocol 
– Fast: Machine readable in hardware at line rates 

•  Browsers, web servers, and proxies? 
– Can be slower:  sowware readable 
– Human readable 
– Extensible and forward‐compaTble 
– Not everybody might be familiar with extensions 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IPv4 Packet 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Example: HyperText Transfer Protocol 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GET /courses/archive/spr09/cos461/ HTTP/1.1 
Host: www.cs.princeton.edu 
User-Agent: Mozilla/4.03 
CRLF 

HTTP/1.1 200 OK 
Date: Mon, 2 Feb 2009 13:09:03 GMT 
Server: Netscape-Enterprise/3.5.1 
Last-Modified: Mon, 42 Feb  2009 11:12:23 GMT 
Content-Length: 21 
CRLF 
Site under construction 

Request 

Response 



Key Concepts in Networking 
•  Protocols 

– Speaking the same language 
– Syntax and semanTcs 

•  Layering 
– Standing on the shoulders of giants 
– A key to managing complexity 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Layering  =  FuncTonal AbstracTon 
•  Sub‐divide the problem 

– Each layer relies on services from layer below  
– Each layer exports services to layer above 

•  Interface between layers defines interacTon 
– Hides implementaTon details 
– Layers can change without disturbing other layers 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The Internet Protocol Suite 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Layer EncapsulaTon in HTTP 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IP Suite: End Hosts vs. Routers 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Conclusions 
•  Internet is a network of networks 

– How hosts and networks name one another, find 
one another, and talk with one another 

•  Key concepts in networking 
– Protocols, layers, resource allocaTon, and naming 

•  Next lecture:   
– How does YouTube and Neylix serve you videos? 
– E.g., HTTP, DNS, and content distribuTon networks 

•  Next week:   
– Back to the 1960s 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