Connections: Using Context to Enhance File Search

Craig A. N. Soules, Gregory R. Ganger
Carnegie Mellon University

ABSTRACT

Connections is a le system search tool that combines tradi-
tional content-based search with context information gath-
ered from user activity. By tracing le system calls, Con-
nections can identify temporal relationships between les
and use them to expand and reorder traditional content
search results. Doing so improves both recall (reducing false-
positives) and precision (reducing false-negatives). For ex-
ample, Connections improves the average recall (from 13%
to 22%) and precision (from 23% to 29%) on the rst ten
results. When averaged across all recall levels, Connections
improves precision from 17% to 28%. Connections provides
these bene ts with only modest increases in average query
time (2 seconds), indexing time (23 seconds daily), and in-
dex size (under 1% of the user’s data set).

Categories and Subject Descriptors

H.3.3 [Information Storage and Retrieval]: Information
Search and Retrieval; D.4.3 [Operating Systems]: File
Systems Management | File organization

General Terms
Algorithms, Design, Human Factors, Management
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1. INTRODUCTION

Users need more e ective ways of organizing and search-
ing their data. Over the last ten years, the amount of data
storage available to individual users has increased by nearly
two orders of magnitude [16], allowing today’s users to store
practically unbounded amounts of data. This shifts the chal-
lenge for individual users from deciding what to keep to

nding particular les when needed.

Most personal computer systems today provide hierarchi-
cal, directory-based naming that allows users to place each

le along a single, unique path. Although useful on a small
scale, having only one classi cation for each le is unwieldy
for large data sets. When traversing large hierarchies, users
may not remember the exact location of each le. Or, users
may think ofa leinadi erent manner than when they led
it, sending them down an incorrect path in the hierarchy.
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Attribute-based naming allows users to classify each le
with multiple attributes [9, 12, 37]. Once in place, these at-
tributes provide additional paths to each le, helping users
locate their les. However, it is unrealistic and inappropri-
ate to require users to proactively provide accurate and use-
ful classi cations. To make these systems viable, they must
automatically classify the user’s les, and, in fact, this re-
quirement has led most systems to employ search tools over
hierarchical le systems rather than change their underlying
methods of organization.

The most prevalent automated classi cation method to-
day is content analysis: examining the contents and path-
names of les to determine attributes that describe them.
Systems using attribute-based naming, such as the Seman-
tic le system [9], use content analysis to automate attribute
assignment. Search tools, such as Google Desktop [11], use
content analysis to map user queries to a ranked list of les.

Although clearly useful, there are two limitations to con-
tent analysis. First, only les with understandable contents
can be analyzed (e.g., it is di cult to identify attributes for
movie clips or music les). Second, examining only a le’s
contents overlooks a key way that users think about and
organize their data: context.

Context is \the interrelated conditions in which something
exists or occurs™ [43]. Examples of a le’s context include
other concurrently accessed les, the user’s current task,
even the user’s physical location | any actions or data that
the user associates with the le’s use. A recent study [38]
showed that most users organize and search their data using
context. For example, a user may group les related to a
particular task into a single directory, or search for a le
by remembering what other les they were accessing at the
time. These contextual relationships may be impossible to
gather from a le’s contents.

The focus of our work is to increase the utility of le sys-
tem search using context. In this paper, we speci cally ex-
amine temporal locality, one of the clearest forms of context
and one that has been successfully exploited in other areas of

le systems. Temporal locality captures a le’s setting, con-
necting les through the actions that make up user tasks.
Connections is a new search tool that identi es temporal
contextual relationships between les at the time they are
being accessed using traces of le system activity. When
a user performs a search, Connections rst locates les us-
ing traditional content-based search and then extends these
results with contextually related les.

User studies with Connections show that combining con-
tent analysis with context analysis improves both recall (in-
creasing the number of relevant hits) and precision (return-
ing fewer false positives) over content analysis alone. When
compared to Indri, a state-of-the-art content-only search
tool [25], Connections increases average precision at each
recall level, increasing the overall average from 17% to 28%.
When considering just the top 30 results, Connections in-



creases average recall from 18% to 34%, and average pre-
cision from 17% to 23%. With no cuto , Connections in-
creases average recall from 34% to 74% and average preci-
sion from 15% to 16%.

The remainder of this paper is organized as follows. Sec-
tion 2 describes related work. Section 3 outlines the design
and implementation of Connections. Section 4 analyzes the
utility of Connections’s context-based search. Section 5 dis-
cusses interesting considerations for building context-based
search systems like Connections.

2. BACKGROUND AND RELATED WORK

Context is one of the key ways that users remember and
locate data [38]. For example, a user may not remember
where they stored a downloaded email attachment, but may
remember several contextually related items: the sender of
the email, approximately when the email arrived, where they
were when they read the email, or what they were doing at
the time they downloaded the attachment. Automatically
identifying the le’s context can assist the user in locating it
later using any of this related contextual information, rather
than only the lename or contents of the attachment.

This section begins by describing background work from

le systems and web search that motivated our exploration
of context-based search. It then describes work that success-
fully utilizes Connection’s speci ¢ form of context, temporal
locality, in other domains. The section ends with a descrip-
tion of search and organizational systems that utilize other
forms of context, and how our work on identifying contextual
relationships with temporal locality could enhance them.

2.1 Semantic le systems

Many researchers have identi ed organizational problems
with strict hierarchical naming. Several proposed attribute-
based naming as a solution: attaching multiple attributes
(or keywords) to a le to improve organizational structure
and search capabilities. The Semantic le system [9] was
one of the rst to explore attribute-based naming, providing
a searchable mapping of hcategory, valuei pairings to les.
Other research [12, 37] and commercial [8] systems merge hi-
erarchical namespaces with at attribute-based namespaces
in various ways, providing new organizational structures.

Although attribute-based naming has the potential to im-
prove le system search, these systems focused on the mech-
anism to store additional attributes, not the sources of at-
tributes. Traditionally, attributes come from two sources:
users and content analysis. Understandably, most users are
unwilling to perform the di cult and time-consuming task
of manually assigning attributes to their les. As a result,
rather than changing the underlying le system structure,
recent focus has been on using content analysis to provide

le system search on existing hierarchical systems.

2.2 Content>based search

The simplest content-based search tools (e.g., UNIX tools

nd and grep) scan the contents of a set of les for a given
term (or terms), returning all hits. To speed this process,
tools such as locate and Glimpse [29] use indices to reduce
the amount of data accessed during a search. These tools
work on the premise that the provided keywords can narrow
the resulting list of les to a more human-searchable size.

Commercial systems such as Google Desktop [11] and X1
desktop search [44] leverage the work done in text-based in-

formation retrieval to provide more accurate, ranked search
results. Although the exact methods of commercial sys-
tems are unpublished, it is likely they use techniques sim-
ilar to cutting-edge information retrieval systems such as
Terrier [40] and Indri [25]. These modern tools use proba-
bilistic models to map documents to terms [41], providing
ranked results that include both full and partial matches.
Probabilities are generated using methods such as term fre-
quency within a document, inverse term frequency across a
collection, and other more complex language models [31].

2.3 Context in web search

Despite these tools, one could argue that it is easier to
nd things on the web than in one’s own lespace | even

with the order of magnitude larger search space and the
non-personalized organization. This seems strange, but it’s
largely enabled by the availability of user-provided context
attributes in the form of hyperlinks.

Just as in current le system search, early web search-
engines [26, 30, 45] relied on user input (user submitted
web page classi cations) and content analysis (word counts,
word proximity, etc.). More recently, two techniques have
emerged that use the inherent link structure of the web to
identify contextual links. The HITS algorithm [20] de nes a
sub-graph of the web using content search results, and then
uses the link structure of the graph to identify the authority
and hub nodes. The popular Google search engine [10] uses
the link structure in two primary ways. First, it uses the
text associated with a hyperlink to guide content classi ca-
tions for the linked site. Second, it uses PageRank [5], an
algorithm that uses the link structure of the web to calculate
the \importance" of individual sites.

Although successful for the web, these techniques face
challenges in personal le systems because tagged, contex-
tual links do not inherently exist in the le system. Our work
aims to add untagged contextual links between les using
temporal locality. An evaluation of combining our approach
with both HITS and PageRank is discussed in Section 4.3.3.

Another context-based approach seen in web search is
personalization, using the user’s current context to target
search results. WebGlimpse [28] took a rst step toward
personalized search using the concept of a \neighborhood,"
the set of web pages within a certain hyperlink distance of
a given page. Users could choose to search only within the
current page’s neighborhood, creating a directed search of
potentially related pages based on the user’s current context.
More recent work has focused on targeting results to partic-
ular topics or interests, sometimes gathered from a user’s re-
cent activity [15, 39]. These systems remove results that do
not relate to the user’s current context, improving precision.
Conversely, Connections extends results using context infor-
mation gathered from previous activity. We believe these
techniques complement each other well: removing unrelated
content-based results prevents Connections from gathering

les from an unrelated context.

2.4 ldentifying context: temporal locality

In le systems, temporal locality can provide some of the
contextual clues that are so readily available on the web. By
observing how users access their les, the system can deter-
mine contextual relationships between les. Our work uses
these contextual relationships to enhance existing content-
based search tools.



To identify temporal relationships, we borrow from other
work that usestemporal locality to model how usersaccess
their data. One example of this is using temporal locality
to predict accesspatterns for le prefetching.

Almost all le systemsuse prefetching to hide storage la-
tencieshby predicting what the userwill accessext and read-
ing it into the cache beforethey requestit. Someprefetching
schemes[13, 21] usetemporal locality to correlate common
user accesspatterns with individual user contexts. These
systems keep a history of le accesspatterns using suaces-
sor models: directed graphs that predict the next access
based on the most recernt accesses. If a sequenceof ac-
cessegmatches one of the stored successormodels, the sys-
tem assumesgthat the user's context matchesthis model, and
prefetchesthe speci ed data.

The successof these schemeshas led to a variety of algo-
rithms for building successormodels [2, 24, 27]. Similarly,
many cache hoarding schemesuse successormodels to pre-
dict which les auseris likely to needif they becomediscon-
nected from the network [19, 22]. Connections usessuccessor
models to identify relationships between les, asthey have
successfullyidenti ed related les in other domains.

2.5 Existing usesof contextfor le search

Seweral systemsleverageother forms of context asa guide
for le organization and seard. Gathering context from
temporal locality, as Connections does, could enhancethese
systems by providing additional contextual clues for classi-
cation.

The Haystack [34] and MyLifeBits [7] projects usecontext-
baseddata organization at the core of their interface design,
allowing usersto group and assignclassi cations to objects
more quickly. If these interfaces motivate usersto provide
additional classi cations, they will result in improved searc
facilities. Our work could assist users of such a system by
adding automated groupings basedon temporal locality.

A few systems attempt to determine the user's current
context to predict and prefetch potentially desired data.
The Lumiere project provides userswith help data in the Mi-
crosoft O ce application suite; attempting to predict user
problems by predicting their current context from recent
actions [17]. The Remenberance Agent [35, 36] contin ually
provides a list of related les (based on content similarit y)
to the user while they are working. By feeding recertly ac-
cessedle data into a content-based seard system, it locates
les with similar contents that may re ect the user's current
context. Our work could enhance such systems by provid-
ing additional contextually related les | those based on
temporal locality rather than content similarit y.

Most content-based seard tools organize their seard re-
sults, allowing the user to hone in on the set of les that
is most likely to contain what they are searding for. For
example, the Lifestreams project [6] orders seard results us-
ing the latest accesstime of the resulting les. The Grokker
seard tool [14] clusters seardh results, grouping together
les with similar contents. Our work could be usedto clus-
ter results using contextual relationships rather than, or in
addition to, content-similarit y or accesstime.

3. CONNECTIONS

Connections combines traditional content analysis with
contextual relationships identi ed from temporal locality of
le accessesThis section describesits architecture, relation-
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Figure 1: Architecture of Connections. Both applica-
tions and the le system remain unchanged, as the
only information required by Connections can be
gathered either by a transparen t tracing module or
directly from existing le system interfaces.

ship tracking and result ranking algorithms, and our proto-
type implementation.

3.1 Architecture

In traditional content-only seard systems, the user sub-
mits keywords to the seard tool, which returns rank-ordered
results directly to the user. Often, the seard tool is separate
from the le system, using a background processto read and
index le data.

Figure 1 illustrates the architecture of Connections. From
a user's perspective, Connections's context-enhanced searc
is identical to existing content-only searc: a tool separate
from the le system that takesin keywords and returns a
ranked list of results. Internally, when Connections receives
keywords from the user, it begins with a content seard,
retrieving the same results as a content-only seard tool.
It feedsthese results into the relation-graph, which locates
additional hits through contextual relationships. The com-
bined results are then ranked and passedback to the user.

Toidentify and store theserelationships, Connections adds
two new componerts: the tracer and the relation-graph.
The tracer sits between applications and the le system,
monitoring all le system activity. Connections usesthese
traces to identify contextual relationships between les.

The relation-graph stores the contextual relationships be-
tween les. Each le in the system maps to a node in the
graph. Edges between nodes represent contextual relation-
ships between les, with the weight of the edge indicating
the strength of the relationship. Because dierent users
may have di eren t contexts for a particular le, Connections
maintains a separate relation-graph for ead user based on
their le accesseslone. This also separatesuser tasks from
background system activit y in single-user systems.

Three algorithms driv e the context-based portions of Con-
nections. The rst algorithm takesthe captured le traces
and identies the contextual relationships, creating the
relation-graph. The second algorithm takes content-based
seard results and locates contextually related les within
the relation-graph, creating a smaller result-graph. The
third algorithm usesthe result-graph to rank the combined
set of content-based and context-related results.
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