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| NTEL CORPCORATI ON,
Plaintiff and Respondent, C033076

V. (Super. Ct. No. 98AS05067)

KOUROCSH KENNETH HAM DI ,

Def endant and Appel | ant.

APPEAL from a judgnment of the Superior Court of Sacranento
County. John R Lew s, Judge. Affirned.

After Kourosh Kenneth Ham di was fired by Intel Corporation,
he began to air grievances about the conpany. Ham di repeatedly
flooded Intel’s e-mail system \Wen its security departnent was
unable to block or otherwise end Hamdi’'s nmass e-mails, Intel
filed this action. The trial court issued a permanent injunction

st oppi ng the canpaign, on a theory of trespass to chattels.



We shall affirm
FACTUAL AND PROCEDURAL BACKGROUND

Intel submtted a set of undisputed facts which Ham di did
not di spute. They establish: Hamdi is the FACE-Intel webmaster
and spokesperson. He sent e-mails to between 8,000 and 35, 000
I ntel enployees on six specific occasions. He ignored Intel’s
request to stop and took steps to evade its security neasures.
Intel’ s enpl oyees “spend significant anmounts of tine attenpting
to block and renove HAMDI's e-mail fromthe | NTEL conputer
systens,” which are governed by policies which “limt use of the
e-mai|l systemto conpany business.”

Ham di filed a declaration in opposition to sumrary
j udgment, expl aining “FACE-I NTEL was forned to provide a nedi um
for INTEL enployees to air their grievances and concerns over
enpl oynment conditions at INTEL. FACE-INTEL provides an extrenely
i nportant forumfor enployees wthin an international corporation
to conmuni cate via a web page on the Internet and via electronic
mai |, on comon | abor issues, that, due to geographical and ot her
limtations, would not otherwi se be possible.” H's six mass
e-mailings “did not originate on I NTEL property, nor were they
sent to INTEL property. The electronic mails were sent over the
internet to an internet server. [f] Wth each of the electronic
mai l i ngs [he] informed each recipient that [he] would renove them
fromthe mailing |ist upon request. [He] only received 450

requestsf[.]”



The trial court granted sunmary judgnment. It issued an
injunction that “defendants, their agents, servants, assigns,
enpl oyees, officers, directors, and all those acting in concert
for or wth defendants are hereby permanently restrai ned and
enj oi ned from sending unsolicited e-mail to addresses on INTEL s
conputer systens.” Hamdi tinely appeal ed.

STANDARD OF REVI EW

We review the judgnment de novo.

DI SCUSSI ON

. Intel Proved Ham di Trespassed to its Chattels

The common | aw adapts to human endeavor. For exanple, if
rul es devel oped through judicial decisions for railroads prove
nonsensi cal for autonobiles, courts have the ability and duty to
change t hem

Trespass to chattels is sonewhat arcane and suffers from
desuetude. However, the tort has reenerged as an inportant rule
of cyberspace.

Al though there was litigation over who could bring suit and
over formal pleading requirenents, the shape of the tort is
sinple. A leading Arerican court approved this definition: *“1
To constitute a trespass, there nust be a disturbance of the
plaintiff’'s possession. 2. The disturbance may be by an actual
taki ng, a physical seizing or taking hold of the goods, renoving
them fromtheir owner, or by exercising a control or authority

over theminconsistent with their owner's possession.” (Holnes



v. Doane (1850) 69 Mass. 328, 329.) The nobst conmmon application
is for a physical taking, even if nonentary. (See Tubbs v. Del k
(M. Ct. App. 1996) 932 S.W2d 454 [taking canera for five m nutes,

returning it wwth filmintact].)

The Restatenent of Torts also provides “The interest of a
possessor of a chattel in its inviolability, unlike the simlar
interest of a possessor of land, is not given |egal protection by
an action for nom nal damages for harm ess internmeddlings with
the chattel. 1In order that an actor who interferes with
another's chattel may be |liable, his conduct nust affect sone
other and nore inportant interest of the possessor. Therefore,
one who intentionally internmeddles with another's chattel is
subject to liability only if his internmeddling is harnful to the
possessor's materially valuable interest in the physical
condition, quality, or value of the chattel, or if the possessor
is deprived of the use of the chattel for a substantial tine, or
sone other legally protected interest [is harnmed.] Sufficient
| egal protection of the possessor's interest in the nere
inviolability of his chattel is afforded by his privilege to use
reasonabl e force to protect his possession agai nst even harm ess
interference. [f] Illustration: [Y] 2. A a child, clinbs upon
the back of B's large dog and pulls its ears. No harmis done to
the dog, or to any other legally protected interest of B. Ais

not liable to B.” (8 218, com e, pp. 421-422; see didden v.



Szybi ak (1949) 95 N.H 318, 320 [63 A . 2d 233, 235].) This caveat
speaks of “nom nal damages.” Intel does not seek damages, even
nom nal danages, to conpensate for Ham di’s conduct; Intel wants
to prevent himfromrepeating his conduct. |In this case, the
nature of the renedy sought colors the analysis.

Some confusion in the cases and treati ses di sappears when
the nature of the renedy is considered. W accept that “The
plaintiff, in order to recover nore than nom nal danages, nust
prove the value of the property taken, or that he has sustai ned
sone special damage.” (1 Waterman, Trespass (1875) Renedy for
Wongful Taking of Property, 8 596, p. 617; see Lay v. Bayl ess
(1867) 44 Tenn. 246, 247; \Warner v. Capps (1881) 37 Ark. 32.)

I ntel seeks no danmages.

Ham di s conduct was trespassory. Even assum ng Intel has
not denonstrated sufficient “harni to trigger entitlenment to
nom nal danmages for past breaches of decorumby Ham di, it showed
he was disrupting its business by using its property and
therefore is entitled to injunctive relief based on a theory of
trespass to chattels. Ham di acknow edges Intel’s right to self
hel p and urges Intel could take further steps to fend off his e-
mails. He has shown he will try to evade Intel’s security. W
conceive of no public benefit fromthis wasteful cat-and-nouse
ganme which justifies depriving Intel of an injunction. (Cf
Arerica Online, Inc. v. Nat. Health Care D scount, Inc. (N D

| owa 2000) 121 F. Supp.2d 1255, 1259-1260 [detailing ongoing



t echnol ogi cal struggl e between spanmers and system operators].)
Even where a conpany cannot precisely neasure the harm caused by
an unwel cone intrusion, the fact the intrusion occurs supports a
claimfor trespass to chattels. (See Register.com Inc. v.
Verio, Inc. (S.D.N Y. 2000) 126 F. Supp.2d 238, 249-250 [applying
New York | aw, based on the Restatenent, “evidence of nere
possessory interference is sufficient to denonstrate the quantum
of harm necessary to establish a claimfor trespass to
chattels”].)

Am cus ACLU urges “Harmflowi ng fromthe content of the
communi cation may not formthe basis for an action for trespass
to chattel.” But Intel proved nore than its displeasure with
Ham di ' s nessage, it showed it was hurt by the | oss of
productivity caused by the thousands of enpl oyees distracted from
their work and by the tinme its security departnment spent trying
to halt the distractions after Ham di refused to respect Intel’s
request to stop invading its internal, proprietary e-mail system
by sendi ng unwanted e-mails to thousands of Intel’s enpl oyees on
the system

““Intermeddling’ neans intentionally bringing about a
physi cal contact with the chattel.” (Rest.2d Torts, 8§ 217, com
e, p. 419.) *“Electronic signals generated and sent by conputer
have been held to be sufficiently physically tangible to support
a trespass cause of action. Although electronic nessages nay

travel through the Internet over various routes, the nessages are



affirmatively directed to their destination.” (ConpuServe Inc.
v. Cyber Pronotions Inc. (S.D. Chio 1997) 962 F. Supp. 1015, 1021
(CompuServe).) “To the extent that defendants’ multitudi nous

el ectronic mailings demand the di sk space and drain the
processi ng power of plaintiff’s conputer equipnent, those
resources are not available to serve ConpuServe subscri bers.
Therefore, the value of that equi pnment to ConpuServe is

di m ni shed even though it is not physically damaged by

def endants’ conduct.” (1d. at p. 1022.)

Am cus ACLU seeks to distinguish ConpuServe on the ground
t he conduct “placed ‘a trenendous burden’ on ConpuServe’s
equi pnent thus depriving ConpuServe of the full use of its
equi pnent.” Am ci discount disruption to Intel’s business
system inasnuch as the thousands of enpl oyees had to confront,
read, and delete the nessages even if only to tell Hamdi to send
them no nore, as several hundred did.

EFF states if such loss of productivity “is the applicable
standard [of harn], then every personal e-mail that an enpl oyee
reads at work could constitute a trespass.” The answer is, where
t he enpl oyer has told the sender the entry is unwanted and the
sender persists, the enployer’s petition for redress is proper.

CompuServe relied in part on Thrifty-Tel, Inc. v. Bezenek
(1996) 46 Cal . App.4th 1559 (Thrifty-Tel). Thrifty-Tel held the
unaut hori zed use of tel ephone access nunbers, which “overburdened

the system denying sonme subscribers access,” (p. 1564) was



sufficient to support liability for actual nonetary damages. The
case did not state or inply that such an extrene effect was
required to establish the tort.

Ham di and EFF ask, if unwanted e-nmail can constitute a
trespass, why isn’t unwanted first-class nail a trespass?
““[T] he short, though regular journey frommailbox to trash can

is an acceptable burden, at |east as far as the
Constitution is concerned.’” (Bolger v. Youngs Drug Products
Corp. (1983) 463 U.S. 60, 72 [77 L.Ed.2d 469, 481] [held, |aw
agai nst use of mail for advertising contraceptives invalid].)
The issue is one of degree. As Hamdi inpliedly concedes, he
could not lawfully cause Intel’s conputers to crash, or overwhelm
the systemso that Intel’ s enployees were unable to use the
conputer system Nor could a person send thousands of unwanted
letters to a conpany, nor make thousands of unwel cone tel ephone
calls. (See Rowan v. United States Post O fice (1970) 397 U.S.
728, 736-737 [25 L.Ed.2d 736, 743] [uphol ding statute allow ng
bl ocking of mail, “Everyman’s nmail today is nmade up
overwhel m ngly of material he did not seek from persons he does
not know'; “To hold |less would tend to |icense a form of
trespass’].)

We concl ude the sunmmary judgnment novi ng papers denonstrated
Intel’s entitlenent to an injunction based on a theory of

trespass to chattels.



DI SPCSI TI ON
The judgnent is affirned.

(CERTI FI ED FOR PUBLI CATI ON.)

MORRI SON

| concur:

SCOTLAND , P.J.




Dissenting Opinion of KOLKEY, J.

| respectfully dissent. The majority would apply the tort of trespass to chattel to the
transmittal of unsolicited electronic mail that causes no harm to the private computer system that
receives it by modifying the tort to dispense with any need for injury, or by deeming the mere
reading of an unsolicited e-mail to constitute the requisite injury. (Magj. opn. at pp. 9-10.)

While common law doctrines do evolve to adapt to new circumstances, it is not too much
to ask that trespass to chattel continue to require some injury to the chattel (or at least to the
possessory interest in the chattel) in order to maintain the action. The only injury claimed here --
the time spent reading an e-mail -- goes beyond any injury associated with the chattel or within
the tort’s zone of protection. Although | understand Intel’ s desire to end what it deems
harassment by a disgruntled former employee, “[w]e must not throw to the winds the advantages
of consistency and uniformity to do justice in the instance. We must keep within those intertitial
limits which precedent and custom and the long and silent and almost indefinable practice of other
judges through centuries of the common law have set to judge-made innovations.” (Cardozo, The
Nature of the Judicial Process (1921), p. 103, fn. omitted.)

The other appellate decisions that have applied trespass to chattel to computer systems
have done so only where the transmittal of the unsolicited bulk e-mail burdened the computer
equipment, thereby interfering with its operation and diminishing the chattel’ s value (e.g.,
America Online, Inc. v. IMS(E.D. Va 1998) 24 F.Supp.2d 548, 550-551; America Online, Inc.
v. LCGM, Inc. (E.D. Va. 1998) 46 F.Supp.2d 444, 449; CompuServe, Inc. v. Cyber Promotions,
Inc. (S.D. Ohio 1997) 962 F.Supp. 1015), or where the unauthorized search of, and retrieval of
information from, another party’ s database reduced the computer system’s capacity, slowing
response times and reducing system performance (Register.com, Inc. v. Verio, Inc. (S.D.N.Y.
2000) 126 F.Supp.2d 238, 250; eBay, Inc. v. Bidder’s Edge, Inc. (N.D. Cal. 2000)

100 F.Supp.2d 1058, 1066, 1071). But no case has held that the requisite injury for trespass to
chattel can consist of the mere receipt of an e-mail, the only damage from which consists of the
time consumed to read it -- assuming the recipient chooses to do so. To apply thistort to
electronic signals that do not damage or interfere with the value or operation of the chattel would
expand the tort of trespass to chattel in untold ways and to unanticipated circumstances.

A

California cases have consistently required actual injury as an element of the tort of
trespass to chattel. (Zaslow v. Kroenert (1946) 29 Cal.2d 541, 551; Thrift-Tel, Inc. v. Bezenek
(1996) 46 Cal.App.4th 1559, 1566; Itano v. Colonial Yacht Anchorage (1968) 267 Cal.App.2d
84, 90.)

As most recently defined by the Court of Appeal in Thrift-Tel, Inc. v. Bezenek, supra,
“[t]respass to chattel, although seldom employed as atort theory in Cdlifornia. . . , lieswhere an
intentional interference with the possession of personal property has proximately caused injury.”
(Thrift-Tel, Inc. v. Bezenek, supra, 46 Cal.App.4th at p. 1566, fn. omitted.)

For that reason, where a child climbs on the back of another’s dog and pullsits ears, but
no harm is done to the dog or to the legally protected interest of the owner, the child is not liable.
(Glidden v. Szybiak (1949) 63 A.2d 233, 95 N.H. 318; Rest.2d Torts, § 218, com. g, illus. 2, p.
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422.) On the other hand, the intermeddling is actionable where the trespass impairs the value of
the chattel, even if its physical condition is unaffected. (Rest.2d Torts, § 218, com. h, p. 422.)
For instance, “the use of atoothbrush by someone else. . . lead[s] a person of ordinary
sensibilities to regard the article as utterly incapable of further use by him.” (lbid.)

The only possible exception to the requirement of actual injury is where there has been a
loss of possession, which is viewed as aloss of something of value and thus actual damage:
According to comment d of section 218 of the Restatement Second of Torts, “[w]here the
trespass to the chattel is a dispossession, the action will lie athough there has been no impairment
of the condition, quality, or value of the chattel, and no other harm to any interest of the
possessor.” (Rest.2d Torts, § 218, com. d, p. 421.)

B

In this case, however, Intel was not dispossessed, even temporarily, of its e-mail system by
reason of receipt of e-mails; the e-mail system was not impaired as to its condition, quality, or
value; and no actua harm was caused to a person or thing in which Intel had alegally protected
interest.

The mgjority nonetheless suggests that “[e]ven assuming Intel has not demonstrated
sufficient ‘harm’ to trigger entitlement to nominal damages. . . it showed [the defendant] was
disrupting its business by using its property and therefore is entitled to injunctive relief based on a
theory of trespass to chattels.” (Magj. opn. at p. 9.)

However, if the defendant’s earlier transmittals of e-mail did not constitute harm, it is hard
to understand what cognizable injury the injunction is designed to avoid. The fact the relief
sought is injunctive does not excuse a showing of injury, whether actual or threatened. After all,
injunctive relief requires a“showing that the defendant’ s wrongful act constitutes an actual or
threatened injury to property or personal rights that cannot be compensated by an ordinary
damage award.” (5 Witkin, California Procedure (4th ed. 1997) Pleading 8 782, p. 239.) The
majority therefore cannot avoid the element of injury by relying on the fact that injunctive relief is
sought here.

Alternatively, the maority suggests that injury resulted from defendant’ s e-mails, because
Intel “was hurt by the loss of productivity caused by the thousands of employees distracted from
their work [by the e-mails] and by the time its security department spent trying to halt the
distractions after [defendant] refused to respect Intel’ s request to stop sending unwanted e-mails.”
(Mg. opn. at p. 10.)

But considering first Intel’ s efforts to stop the e-mails, it is circular to premise the damage
element of atort solely upon the steps taken to prevent the damage. Injury can only be
established by the completed tort’ s consequences, not by the cost of the steps taken to avoid the
injury and prevent the tort; otherwise, we can create injury for every supposed tort.

Nor can aloss of employees productivity (by having to read an unwanted e-mail on six
different occasions over a nearly two-year period) qualify asinjury of the type that givesriseto a
trespass to chattel. If that isinjury, then every unsolicited communication that does not further
the business' s objectives (including telephone calls) interferes with the chattel to which the
communication is directed smply because it must be read or heard, distracting the recipient.
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“Damage’ of this nature -- the distraction of reading or listening to an unsolicited communication
-- is not within the scope of the injury against which the trespass-to-chattel tort protects, and
indeed trivializesit. After all, “[t]he property interest protected by the old action of trespass was
that of possession; and this has continued to affect the character of the action.” (Prosser and
Keeton on Torts, supra, 8 14, p. 87.) Reading an e-mail transmitted to equipment designed to
receiveit, in and of itself, does not affect the possessory interest in the equipment.

Indeed, if a chattel’ s receipt of an electronic communication constitutes a trespass to that
chattel, then not only are unsolicited telephone calls and faxes trespasses to chattel, but
unwelcome radio waves and television signals also constitute a trespass to chattel every time the
viewer inadvertently sees or hears the unwanted program.

At oral argument, Intel’ s counsel argued that the latter cases can be distinguished because
Intel gave defendant notice of its objection before hisfinal set of e-mailsin September 1998. But
such a notice could aso be given to television and radio stations, telephone callers, and
correspondents. Under Intel’ s theory, even lovers quarrels could turn into trespass suits by
reason of the receipt of unsolicited letters or calls from the jilted lover. Imagine what happens
after the angry lover tells her fiancé not to call again and violently hangs up the phone. Fifteen
minutes later the phone rings. Her fiancé wishing to make up? No, trespass to chattel.

No case goes so far asto hold that reading an unsolicited message transmitted to a
computer screen constitutes an injury that forms the basis for trespass to chattel. This case can be
distinguished from cases like CompuServe Incorporated v. Cyber Promotions, Inc., supra, 962
F.Supp. at page 1022, America Online, Inc. v. IMS supra, 24 F.Supp.2d 548, and America
Onling, Inc. v. LCGM, Inc., supra, 46 F.Supp.2d at page 449, where the district court found that
unauthorized bulk e-mail advertisements (spam) to subscribers of an online service constituted
trespass to chattels because the massive mailings * burdened [its] equipment” and diminished its
good will and its possessory interest in its computer network. (America Online, Inc. v. IMS
supra, 24 F.Supp.2d at p. 550-551.) In CompuServe Incorporated v. Cyber Promotions, Inc.,
supra, 962 F.Supp. at page 1022, for instance, the court found that the defendants’
“multitudinous electronic mailings demand[ed] the disk space and drain[ed] the processing power
of plaintiff’s computer equipment, [making] those resources. . . not available to serve
CompuServe subscribers’ and led subscribers to terminate their accounts, harming CompuServe's
business reputation and good will with its customers. (962 F.Supp. at pp. 1022, 1023.) Clearly,
the defendants’ bulk mailings injured the operation and value of the system.

Likewise, in Register.com, Inc. v. Verio, Inc., supra, 126 F.Supp.2d 238, and eBay, Inc. v.
Bidder’s Edge, Inc., supra, 100 F.Supp.2d 1058, the unauthorized search of, and retrieval of
information from, another party’ s database was deemed to constitute trespass to chattel because
the actions reduced the computer’ s capacity, slowing response times and reducing system
performance.

Similarly, in Thrifty-Tel, Inc. v. Bezenek, supra, 46 Cal.App.4th at pages 1564-1566, the
Court of Appeal found trespass to chattel where the perpetrators computer program cracked the
plaintiff telephone carrier’ s access and authorization codes, allowing long distance phone calls to
be made without paying for them. That, too, impaired the operation and the value of the owner’s
possessory interest in the chattel.
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In each of these cases, the chattel, or the possessory interest therein, was impaired asto its
condition or value.

In contrast, here, the record does not suggest any impairment of the chattel’ s condition or
value, or of the possessory interest therein.

Indeed, the extension of the tort of trespass to chattel to the circumstances here has been
condemned by the academic literature. (Burk, The Trouble with Trespass (2000) 4 J. Small &
Emerging Bus. L. 27, 39 [“the elements of common law trespass to chattels fit poorly in the
context of cyberspace, and so the courts have been able to apply this claim to the problem of
spam only by virtue of creative tailoring”]; Ballantine, Computer Network Trespasses: Solving
New Problems with Old Solutions (2000) 57 Wash. & Lee L.Rev. 209, 248 [“Ultimately, failure
to alege or to support a showing of actual harm should have precluded Intel from prevailing on a
trespass to chattels theory”].)

C

Theinjury claimed here -- the time spent reading an e-mail -- goes beyond anything
associated with the chattel or within the tort’s zone of protection. Extension of the tort to protect
against undesired communications, where neither the chattel nor the possessory interest therein is
injured, transforms a tort meant to protect possessory interests into one that merely attacks
speech. Regardless of whether restraining e-mails to a private company implicates First
Amendment rights, such a metamorphosis of the tort is better suited for deliberate legidative
action than judicia policymaking.

Indeed, the Legidature has enacted two statutes that restrict the e-mailing of unsolicited
advertising materials (Bus. & Prof. Code, 88 17538.4, 17538.45) and another that affords a civil
remedy to those who suffer damage or loss from, inter alia, the unauthorized accessto a
computer system (Pen. Code, 8 502, subd. (€)(1)). These statutory provisions and the
Legidature' sfailure to extend these remedies to unsolicited e-mailsin genera suggests a
deliberate decision by the Legidature not to reach the circumstances here. To be sure, common
law claims can coexist with statutory enactments. Our Supreme Court has admonished that
“statutes do not supplant the common law unless it appears that the L egislature intended to cover
the entire subject” (Rojo v. Kliger (1990) 52 Cal.3d 65, 80; accord, City of Moorpark v. Superior
Court (1998) 18 Cal.4th 1143, 1156.) But here Intel seeks not merely to invoke the common law,
but to modify it in away that alters the doctrine s very character in order to extend it where the
Legidature has not yet gone. Modification of the tort doctrine in this way, which would affect the
free flow of communication on the internet, is better addressed by the legidative branch, or at the
very least by a more suitable tort doctrine that can distinguish between reasonable and
unreasonable burdens.

1 Nor is Arerica Online, Inc. v. National Health Care Di scount
(N.D. lowa 2000) 121 F. Supp.2d 1255, 1278, cited by the majority,
to the contrary since there, the defendant conceded that a prinma
facie case of trespass to chattel had been established. The only
i ssue there was whether the defendant was liable for a third
party’s actions.
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As Learned Hand cautioned -- and this certainly applies when a court construes a common
law doctrine that is embedded within a subsequent |egidative enactment -- “the judge must dways
remember that he should go no further than he is sure the government would have gone, had it
been faced with the case before him. If heisin doubt, he must stop, for he cannot tell the
conflicting interests in the society for which he speaks would have come to a just result, even
though he is sure that he knows what the just result should be. Heis not to substitute even his
juster will for theirs; otherwise it would not be the common will which prevails, and to that extent
the people would not govern.” (Hand, How Far is a Judge Free in Rendering a Decision? CBS
radio broadcast, May 14, 1933, collected in Aldisert, The Spirit of Liberty, Papers and Addresses
of Learned Hand (1952) p. 109.)

KOLKEY , J.
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