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Signals

• Outside world interrupts (signals) the process
� user types  ^C,  ^Z, …
� phone or terminal hangs up
� illegal instruction, bus error, …

• Process responds to the signal
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Signals (cont)

• Register a signal handler (system call)
voi d ( *  s i gnal ( i nt  si g,  voi d ( *  handl er ) ( i nt ) )  ( i nt ) ;
� function handler will be invoked on signal sig
� return the old handler on success; -1 on error

• Example
#i nc l ude <si gnal . h>
. . .
si gnal ( SI GI NT,  SI G_I GN) ;
si gnal ( SI GSTOP,  SI G_DFL) ;
si gnal ( SI GALRM,  handl er ) ;

Signals (cont)

• Predefined signals
� SIGKILL     terminate (can’t catch)
� SIGILL      illegal instruction
� SIGTERM     software termination
� SIGSTOP     suspend (^Z)
� SIGALRM     alarm clock
� SIGINT      interrupt (^C)

• Send a signal (command and system call)
ki l l  –9 %2

i nt ki l l ( pi d_t  pi d,  i nt  s i g) ;
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Example

#i nc l ude <si gnal . h>
char  * t mpf i l e = “ t emp. xxx” ;
voi d c l eanup( i nt  si g) ;  {

unl i nk( t mpf i l e) ;
exi t ( 1) ;

}
voi d mai n( voi d)  {

i nt  f d;

s i gnal ( SI GI NT,  c l eanup) ;
f d = open( t mpf i l e,  O_CREAT,  0666) ;

. . .
c l ose( f d) ;

}

Example (cont)
• Same handler as previous slide, but…

voi d mai n( voi d)  {
i nt  f d;

i f  ( s i gnal ( SI GI NT,  SI G_I GN)  ! = SI G_I GN)
si gnal ( SI GI NT,  cl eanup) ;

f d = open( t mpf i l e,  O_CREAT,  0666) ;
. . .

c l ose( f d) ;
}
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PL Support

• Some programming languages (e.g., C++) 
provide explicit support for exception handling

• Throw an exception
t hr ow( “ out  of  memor y” ) ;

• Try and catch
t r y {

. . .  nest ed cal l s t hat  can r ai se
except i ons . . .

}
cat ch( “ out  of  memor y” )  {

. . .  except i on handl er . . .
}

Try, Throw, Catch Example 1
i nt mai n( )  
{  

char  * buf ;  
t r y  {  

buf = new char [ 512] ;  
i f ( buf == 0 )  

t hr ow " Memor y al l ocat i on f ai l ur e! " ;
}  
cat ch(  char  * st r )  {  

f pr i nt f ( s t der r ,  “ Except i on:  %s\ n” ,  st r ) ;  
}  
. . .  
r et ur n 0;  

}
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Try, Throw, Catch Example 2
voi d Comput eSomet hi ng( voi d)
{

. . .
i f  ( er r or 3)  t hr ow “ whoops:  er r or  3” ;
. . .

}

. . .
t r y {

Comput eSomet hi ng( ) ;
}  
cat ch(  char  * s t r )  {  

f pr i nt f ( s t der r ,  “ Except i on:  %s\ n” ,  st r ) ;  
}  

Signals with Fork

• Signals are sent to all your processes

• Parent may want to ignore signals but let child 
process them

#i nc l ude <si gnal . h>
. . .
i f  ( f or k( )  == 0)

execl p( . . . )
el se {

h = s i gnal ( SI GI NT,  SI G_I GN) ;
wai t ( &st at us) ;
s i gnal ( SI GI NT,  h) ;

}
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Blocking Signals

• Keep signals from being delivered (sys call)
i nt  s i gbl ock( i nt  mask) ;
i nt  si gmask( i nt  s i g) ;

these are BSD-style; alternative POSIX calls

• Used to protect critical sections of code
mask = s i gmask( SI GTERM) ;
ol dmask = si gbl ock( mask) ;
. . . cr i t i cal  sect i on. . .
s i gbl ock( ol dmask) ;

Setjmp/Longjmp

• Interrupt a long printout and go back to the 
main processing loop

#i nc l ude <si gnal . h>
#i nc l ude <set j mp. h>

voi d handl er ( i nt  si g)  {
s i gnal ( SI GI NT,  handl er ) ;
f pr i nt f ( s t der r ,  “ I nt er r upt ed\ n” ) ;
l ongj mp( j mpbuf ,  0) ;

}
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Setjmp/Longjmp (cont)

voi d mai n( voi d)
{

i f  ( s i gnal ( SI GI NT,  SI G_I GN)  ! = SI G_I GN)
si gnal ( SI GI NT,  handl er ) ;

set j mp( j mpbuf ) ;
f or  (  ;  ;  )  {

. . .
}

}

Alarms
• Create a child process and kill it in 20 secs

#i nc l ude <si gnal . h>
i nt  pi d;

voi d OnAl ar m( i nt  si g)  {
k i l l ( pi d,  SI GKI LL) ;

}
. . .
pi d = f or k( ) ;
i f  ( pi d == 0)

execl p( . . . )
el se {

si gnal ( SI GALRM,  OnAl ar m) ;
al ar m( 20) ;

}
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Alarms (cont)

• Used to implement timeouts
� TCP: retransmit if don’t receive an ACK
� NFS: decide that server is not responding

• What if you want smaller granularity?
unsi gned ual ar m( unsi gned val ue,

uns i gned i nt er val ) ;

i nt  set i t i mer ( i nt  whi ch,
st r uct  i t i mer val  * val ue,
st r uct  i t i mer val  * oval ue) ;

whi ch = I TI MER_REAL,  I TI MER_VI RTUAL,  I TI MER_PROF

Reading the Clock

• System call
get t i meof day( st r uct  t i meval  * t v,

st r uct  t i mezone * t z) ;

• Example:

#i nc l ude <sys/ t i me. h>
. . .
get t i meof day( st ar t ,  NULL) ;
. . .  act i vi t y  you want  t o measur e . . .
get t i meof day( st op,  NULL) ;
pr i nt _el apsed_t i me( st ar t ,  st op)
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Precision

• Time structures 
st r uct  t i meval  {

l ong t v_sec;
l ong t v_usec;

}
� structure i t i mer val is similar

• Limitations
� system clock (~10ms)
� scheduling delays

• Solution: read/write the CPU cycle counter


