
T
h
ree case stud

ies

•
pe
e
r to pe

e
r ne

tw
orking

•
w
ire

le
ss sy

ste
m
s

•
se
a
rch

 e
ngine

s

•
e
a
ch
 includ

e
s issue

s of
–

h
ard

w
are 

processors, storage, periph
erals, netw

orks, ...
representation of inform

ation, analog vs. d
igital, b

its &
 b

ytes

–
softw

are
applications, operating system

, client-server and
 peer to peer

organization of inform
ation, file system

s, ...
algorith

m
s: search

ing, sorting, com
pression

–
com

m
unications, 

Internet, W
eb

, T
C

P/IP, protocols
b
and

w
id

th
, speed

, cach
ing

com
pression, error d

etection and
 correction

–
security and

 privacy; cryptograph
y

–
intellectual property

–
social &

 legal &
 policy concerns

Peer to peer netw
orking

•
d
ire

ct conne
ctions b

e
tw
e
e
n pe

e
rs

–
d
istrib

uted
 instead

 of clients talking to single server

–
all clients provid

e b
and

w
id

th
, storage, processing

•
a
n old

 id
e
a
, th

ough
 w
ith

 a
 ne

w
 na

m
e

–
U

S
E

N
E

T
 new

s service, 19
7

9
  (still in use)

•
"pe

e
r-
to-

pe
e
r" file

-
sh
a
ring

–
centralized

 d
irectories (original N

apster)

–
d
ecentralized

 d
irectories (G

nutella, K
azaa, Lim

ew
ire, M

orph
eus, etc.)

•
once

 a
 file

 is found
 som

e
w
h
e
re

–
d
irect connection b

etw
een supplier and

 consum
er ("peers")

–
applications use T

C
P/IP (sam

e level as H
T

T
P, S

S
H

, S
M

T
P, etc.)

•
oth

e
r e

x
a
m
ple

s
–

B
itT

orrent
file d

istrib
ution system

–
S

kype
Internet teleph

ony



Peer to peer h
igh

ligh
ts

•
N
a
pste

r (1
9
9
9
-
2
0
0
1
) [S

h
a
w
n F

a
nning]

–
centralized

 real-tim
e d

irectory, d
istrib

uted
 files

–
m

ostly M
P3

 m
usic; id

eal for E
th

ernet b
and

w
id

th
s 

–
b
ased

 in U
S

A
; law

suits put it out of b
usiness

•
G
nute

lla
 a
nd
 frie

nd
s (G

rokste
r, K

a
za
a
, ...)

–
d
ecentralized

 d
irectories: not as fast or reliab

le b
ut less vulnerab

le to legal 
processes since no w

ay to turn it off

•
B
itT

orre
nt

(2
0
0
1
)

–
d
istrib

uted
 d

irectories, d
istrib

uted
 files

–
d
istrib

uted
 peer servers for load

-sh
aring: good

 for m
ovies

•
D
igita

l R
igh

ts M
a
na
ge
m
e
nt (D

R
M
) sy

ste
m
s

–
largely unsuccessful (aw

kw
ard

, inconvenient, d
on't really w

ork anyw
ay)

–
pay services like iT

unes
w

ith
 reasonab

le D
R

M
 d

o b
etter

•
le
ga
l a

ction
–

R
IA

A
/M

PA
A

 law
suit put G

rokster
out of b

usiness (2
0

0
5

)
–

num
erous law

suit th
reats against stud

ents and
 oth

er ind
ivid

uals
–

V
iacom

 sues G
oogle over Y

ouT
ub

e
postings of m

ovies &
 T

V
 program

s  (2
0

0
7

)

•
lob

b
y
ing

–
num

erous attem
pts to create m

ore law
s against file-sh

aring

B
itT

orrent

•
file

-
sh
a
ring for b

ig file
s in h

igh
 d
e
m
a
nd

•
origina

l file
 e
x
ists on a

t le
a
st one

 "se
e
d
" site

•
"tra

cke
r" se

rve
r know

s w
h
o h

a
s w

h
a
t pie

ce
s 

–
coord

inates all transfers b
ut d

oes not h
ave any of th

e file contents

•
clie

nts d
ow
nloa

d
 b
locks of file

 from
 m
ultiple

 source
s in pa

ra
lle
l

–
b
locks h

ave cryptograph
ic ch

ecksum
 to verify correct content

•
d
ow
nloa

d
e
d
 b
locks a

lso th
e
n uploa

d
e
d
 to oth

e
rs

–
d
ow

nload
 rate lim

ited
 b

y upload
 rate: h

ave to contrib
ute

–
tracker know

s d
ow

nload
 and

 upload
 statuses

b
alances traffic, favors sites th

at are cooperating

•
b
locks re

a
sse

m
b
le
d
 b
y
 clie

nt
–

w
h
en client h

as th
e w

h
ole file, it can b

e a seed
 for furth

er transfers

•
m
uch

 fa
ste

r th
a
n single

 se
rve

r for righ
t kind

 of use
–

less vulnerab
le to flash

 crow
d
s

–
b
ut takes tim

e to get started
, can't d

o stream
ing, etc.



Internet teleph
ony

•
V
oice

 ove
r IP

–
package speech

 in IP packets

–
m

ay connect to pub
lic teleph

one netw
ork on each

 end

–
strict requirem

ents on d
elay (latency), jitter (variab

le d
elay),

error h
and

ling, etc.

•
lots of com

m
e
rcia

l provid
e
rs  (A

T
&
T
, C

a
b
le
vision, V

e
riz

on, V
ona

ge
,...)

–
alternative to conventional teleph

one service

–
som

ew
h
at ch

eaper, prob
ab

ly less reliab
le, m

ayb
e few

er services

•
S
ky
pe
: pe

e
r to pe

e
r V

oI
P

–
com

es from
 creators of K

azaa
(!), claim

s no spyw
are

or ad
w

are

–
free w

ith
in Internet, ~

2
 cents/m

in to connect to regular ph
one system

–
2

5
6

-b
it A

E
S

 to encrypt each
 call, R

S
A

 to estab
lish

 A
E

S
 session key

–
proprietary protocol, uses b

oth
 T

C
P and

 U
D

P

–
it can use your com

puter as a supernod
e

(like K
azaa)

–
S

kype
b
ough

t b
y eB

ay 10
/0

5
 for $

2
.5

B
, sold

 again 11/0
9

 for $
2

B

T
ech

nology m
eets law

/policy/econom
ics/politics

•
sh
ould

 th
e
re
 b
e
 la

w
s controlling pe

e
r to pe

e
r te

ch
nology

?

•
sh
ould

 conte
nt provid

e
rs like

 R
IA

A
 b
e
 pe

rm
itte

d
 to insta

ll 
se
a
rch

 (&
 d
e
stroy

) softw
a
re
 on h

om
e
 com

pute
rs?

•
sh
ould

 unive
rsitie

s b
e
 re

quire
d
 to e

nforce
 file

-
sh
a
ring la

w
s?

•
sh
ould

 V
oI
P
b
e
 re

gula
te
d
 b
y
 th

e
 F
C
C
?

–
sh

ould
 V

oIP
suppliers h

ave to provid
e services like 9

11?
–

sh
ould

 V
oIP

suppliers pay tax
es and

 fees, and
 for connectivity to 

pub
lic teleph

one netw
ork?

–
sh

ould
 V

oIP
calls b

e sub
ject to w

ire-tapping law
s like regular ph

ones?

•
sh
ould

 com
m
on ca

rrie
rs like

 V
e
rizon

b
e
 pe

rm
itte

d
 to 

d
iscrim

ina
te
 a
ga
inst tra

ffic from
 oth

e
r V

oI
P
supplie

rs?
–

sh
ould

 th
ere b

e d
ifferent prices and

 policies for d
ifferent kind

s of 
traffic?



N
et neutrality

•
C
om

ca
st inte

rfe
ring w

ith
 som

e
 B
itT

orre
nt

tra
ffic

–
claim

ed
 to b

e legitim
ate netw

ork m
anagem

ent action to prevent a service 
from

 h
ogging b

and
w

id
th

–
w

h
en d

oes a com
m

on carrier h
ave th

e righ
t to d

iscrim
inate against som

e 
kind

s of traffic to provid
e service to oth

er kind
s?

–
F

C
C

 told
 C

om
cast to stop; C

om
cast appealed

 in court (in process)

•
V
e
rizon

re
d
ire

cting fa
ile
d
 D
N
S
 que

rie
s to its ow

n se
a
rch

 pa
ge

–
instead

 of sim
ply returning th

e failure status

–
clear violation of a stand

ard
 protocol

–
b
reaks unrelated

 services (e.g., non-b
row

ser traffic)

–
overrid

es consum
er ch

oice of services

•
w
h
a
t re

gula
tions, if a

ny
, sh

ould
 th

e
re
 b
e
?

•
E
d
 F
e
lte

n
pa
pe
r: h

ttp
://itp

o
lic

y
.p

rin
c

e
to

n
.e

d
u

/p
u

b
/n

e
u

tra
lity

.p
d

f

C
opyrigh

t issues

•
d
igita

l m
e
d
ia
 a
re
 intrinsica

lly
 e
a
sy
 to copy

–
and

 h
ard

 to protect b
y tech

nical m
eans

•
pe
e
r to pe

e
r e

na
b
le
s copy

righ
t viola

tion on a
 gra

nd
 sca

le

•
D
igita

l M
ille

nnium
 C
opy

righ
t A

ct (D
M
C
A
)

•
te
st ca

se
s

•
d
iscla

im
e
r

–
an enorm

ous topic

–
IA

N
A

L



C
opyrigh

t

•
prote

cts e
x
pre

ssion, not id
e
a

•
d
ura

tion use
d
 to b

e
 1
7
 y
e
a
rs +

 one
 re

ne
w
a
l

•
now

 life
 +
 7
0
, or 9

5
 for com

m
e
rcia

l w
orks

–
(th

e "M
ickey M

ouse Protection A
ct", 19

9
8

)

•
"fa

ir use
" pe

rm
its lim

ite
d
 copy

ing und
e
r som

e
 circum

sta
nce

s
–

criticism
, com

m
ent, sch

olarsh
ip, research

, new
s reporting, teach

ing

•
unce

rta
in w

h
a
t fa

ir use
 re

a
lly
 is -

-
ca
se
 b
y
 ca

se
 d
e
cisions

•
consid

e
ra
tions:

–
purpose and

 ch
aracter of th

e use

–
nature of th

e copyrigh
ted

 w
ork

–
am

ount and
 sub

stantiality of th
e portion used

–
effect of th

e use on potential m
arket or value of copyrigh

ted
 w

ork

•
re
ce
nt copy

righ
t la

w
s m

a
y
 pre

ve
nt som

e
 fa

ir use
s

–
can't d

ecrypt to m
ake ex

cerpt for teach
ing or criticism

–
can't reverse engineer to m

ake copies in d
ifferent m

ed
ia

D
M

C
A

: D
igital M

illennium
 C

opyrigh
t A

ct (19
9

8
)

•
U
S
 copy

righ
t la

w
: w

w
w
.copy

righ
t.gov/title

1
7
, C

h
a
pte

r 1
2

•
a
nticircum

ve
ntion: ille

ga
l to circum

ve
nt a

 te
ch
nologica

l m
e
a
sure

 
prote

cting a
cce

ss to or copy
ing of a

 copy
righ

te
d
 w
ork

–
lim

ited
 ex

ceptions for reverse engineering for interoperab
ility,

encryption research
, security testing

•
ille

ga
l to re

m
ove

 or a
lte

r copy
righ

t notice
s a

nd
 m
a
na
ge
m
e
nt 

inform
a
tion

•
"sa

fe
 h
a
rb
or": prote

cts I
S
Ps from

 copy
righ

t infringe
m
e
nt 

cla
im
s if th

e
y
 follow

 notice
 a
nd
 ta

ke
d
ow
n proce

d
ure

s



D
M

C
A

 test cases

•
G
rokste

r
–

peer to peer softw
are m

akes copyrigh
t infringem

ent easy; are its
d
istrib

utors violating th
e D

M
C

A
?  

•
D
ie
b
old

–
internal em

ails reveal flaw
s in voting m

ach
ine softw

are; is posting of 
th

e em
ails a violation of D

M
C

A
?  

•
S
D
M
I

–
d
oes d

em
onstration of h

ow
 to rem

ove d
igital w

aterm
arking on aud

io 
files violate D

M
C

A
?   

•
L
e
x
m
a
rk

–
cryptograph

y used
 to prevent 3

rd
 parties from

 supplying replacem
ent 

ink cartrid
ges; is reverse engineering a violation of D

M
C

A
?  

•
D
e
C
S
S

–
d
oes pub

lication of cod
e to d

efeat content scram
b
ling system

 used
 to 

protect D
V

D
s from

 copying violate D
M

C
A

?   

•
...



D
R

M

•
te
ch
nique

s to control a
cce

ss to a
nd
 use

 of d
igita

l m
a
te
ria

l
–

largely unsuccessful

•
C
S
S
 (conte

nt scra
m
b
le
 sy

ste
m
) e

ncry
pts D

V
D
s to pre

ve
nt pla

y
ing 

e
x
ce
pt on lice

nse
d
 pla

y
e
rs (a

nd
 th

us pre
ve
nt copy

ing)
–

cracked
 b

y "D
V

D
 J

on"

•
A
A
C
S
 (a

d
va
nce

d
 a
cce

ss control sy
ste

m
) e

ncry
pts H

D
-
D
V
D
 a
nd
 

B
lu-

R
a
y

–
cracked

 in 2
0

0
7

•
W
ind

ow
s M

e
d
ia
 D
R
M

–
cracked

 in 2
0

0
6

-7

•
iT
une

s
F
a
irPla

y
–

cracked
 in 2

0
0

6

•
S
ony

 rootkit
on a

ud
io C

D
s (2

0
0
5
)

–
d
iscovered

 im
m

ed
iately

•
e
tc.

D
igital (R

igh
ts or R

estrictions?) M
anagem

ent

•
a
 d
isguise

d
 form

 of ve
nd
or lock-

in?

•
conflicts w

ith
 fa

ir use
–

prevents legitim
ate operations like tim

e/space sh
ifting, m

ed
ia 

conversion, b
ackup, ...

•
ob
sole

sce
nt te

ch
nology

 m
a
y
 ca

use
 th

ings to b
e
 lost

•
incom

pa
tib

le
 sy

ste
m
s m

a
ke
 use

rs unh
a
ppy

–
m

ay cause m
ore troub

le th
at it's w

orth

•
pra

gm
a
tica

lly
, D

R
M
 d
oe
sn't w

ork a
nd
 prob

a
b
ly
 ca

n't
–

long h
istory of failed

 / cracked
 system

s

–
th

e analog h
ole as th

e last resort


