
C
om

m
unications and

 ne
tw

orking

•
h
istory

 a
nd
 b
a
ckground

–
te

le
ph

one
 syste

m

–
local are

a ne
tw

orks

•
I
nte

rne
t

–
arch

ite
cture

: w
h

at th
e
 pie

ce
s are

 and
 h

ow
 th

e
y fit toge

th
e
r

–
nam

e
s and

 ad
d

re
sse

s: w
h

at's your nam
e
 and

 num
b

e
r?

D
om

ain N
am

e
 S

yste
m

,  I
P ad

d
re

sse
s

–
routing: h

ow
 to ge

t from
 h

ere
 to th

e
re

trace
route

, ping

–
fund

am
e
ntal protocols and

 laye
rs

I
P,  T

C
P

–
h

igh
e
r le

ve
l protocols and

 service
s: 

H
T

T
P, S

S
H

, S
M

T
P, I

M
A

P, ...;  w
e
b

, e
m

ail, instant m
e
ssaging, pe

er
to pe

e
r, ...  

•
W
e
b

–
w

h
at m

ake
s it w

ork: U
R

L
, H

T
T

P, H
T

M
L
, b

row
se

r

L
ocal A

re
a N

e
tw

orks; E
th

e
rne

t

•
a
 L
A
N
 conne

cts com
pute

rs ("h
osts") in a

 sm
a
ll ge

ogra
ph
ica

l a
re
a

•
E
th
e
rne

t is th
e
 m
ost w

id
e
ly
 use

d
 L
A
N
 te

ch
nology

–
d

e
ve

lope
d

 b
y B

ob
 M

e
tcalfe

 &
 D

avid
 B

oggs at X
e
rox

 PA
R

C
, 19

7
3

–
e
ach

 h
ost h

as a unique
 4

8
-b

it id
e
ntification num

b
e
r

–
d

ata se
nt from

 one
 h

ost to anoth
e
r in "packe

ts" of 10
0

-15
0

0
 b

yte
s

includ
ing source

 and
 d

e
stination ad

d
re

ss and
 e

rror ch
e

cking b
its

typical d
ata rate

 10
-10

0
0

 M
b

its/se
c; lim

its on cab
le

 le
ngth

•
"b
roa

d
ca
st" te

ch
nology

: d
a
ta
 se

nt to a
ll conne

cte
d
 h
osts

–
se

nd
e
r b

road
casts, b

ut if it d
e
te

cts som
e
one

 e
lse

 send
ing, stops, 

w
aits a rand

om
 interval, trie

s again

•
w
ire

le
ss E

th
e
rne

t use
s ra

d
io to ca

rry
 signa

ls 
–

logical b
eh

avior is e
x

actly like
 a w

ire
d

 E
th

e
rne

t

h
d
r

src
d
e
st

ty
pe

d
a
ta

ch
e
ck

8
6

6
2

4
6
-
1
5
0
0
 b
y
te
s

4
pa
cke

t
:



C
onne

cting ne
tw

orks  (w
id

e are
a netw

orks / W
A

N
)

•
h
ow
 d
o w

e
 conne

ct L
A
N
s to e

a
ch
 oth

e
r?

–
L
A

N
s m

ay h
ave

 d
iffe

re
nt prope

rtie
s

–
m

ay b
e
 far aw

ay

•
na
m
e
s &

 a
d
d
re
sse

s now
 ne

e
d
e
d
 to find

 oth
e
r ne

tw
orks a

nd
 h
osts

•
routing ne

e
d
e
d
 to find

 a
 pa

th
 if m

ultiple
 ne

tw
orks a

re
 involve

d
–

can't h
ave

 e
ach

 ne
tw

ork conne
cte

d
 d

ire
ctly to all oth

e
rs

•
ne
e
d
 to a

gre
e
 on form

a
t of inform

a
tion a

nd
 h
ow
 it is e

x
ch
a
nge

d
–

e
spe

cially if ne
tw

orks are
 d

iffe
re

nt kind
s th

at use

d
iffe

re
nt form

at for packe
ts

d
iffe

re
nt ph

ysical and
 e

lectrical prope
rtie

s

d
iffe

re
nt nam

e
s and

 ad
d

re
sse

s th
e
m

se
lve

s

•
h
ow
 d
o w

e
 h
a
nd
le
 e
rrors, d

e
la
y
s, ove

rloa
d
, e

tc.?

•
h
ow
 d
oe
s it sca

le
 a
s th

e
 num

b
e
r of ne

tw
orks ge

ts re
a
lly
 b
ig?

G
ate

w
ays and

 R
oute

rs

y
o
u
r

y
o
u
r

y
o
u
r

y
o
u
r

c
o
m
p
u
te
r

c
o
m
p
u
te
r

c
o
m
p
u
te
r

c
o
m
p
u
te
r

A
m
a
z
o
n

A
m
a
z
o
n

A
m
a
z
o
n

A
m
a
z
o
n

h
e
r

h
e
r

h
e
r

h
e
r

c
o
m
p
u
te
r

c
o
m
p
u
te
r

c
o
m
p
u
te
r

c
o
m
p
u
te
r

h
is
h
is
h
is
h
is

c
o
m
p
u
te
r

c
o
m
p
u
te
r

c
o
m
p
u
te
r

c
o
m
p
u
te
r

th
e
ir

th
e
ir

th
e
ir

th
e
ir

c
o
m
p
u
te
rs

c
o
m
p
u
te
rs

c
o
m
p
u
te
rs

c
o
m
p
u
te
rs

G
o
o
g
le

G
o
o
g
le

G
o
o
g
le

G
o
o
g
le

P
rin
c
e
to
n

P
rin
c
e
to
n

P
rin
c
e
to
n

P
rin
c
e
to
n

R
o
u
te
r

R
o
u
te
r

R
o
u
te
r

R
o
u
te
r

n
e
tw

o
rk

n
e
tw

o
rk



T
h

e
 Inte

rne
t

•
a
 h
uge

 num
b
e
r of ind

e
pe
nd
e
nt ne

tw
orks th

a
t a

re
 conne

cte
d

–
N

O
T

 a giant com
pute

r or a single
 ne

tw
ork

–
e
ach

 ne
tw

ork m
ay se

rve
 m

any h
ost com

pute
rs

•
ne
a
rb
y
 com

pute
rs a

re
 conne

cte
d
 b
y
 a
 loca

l a
re
a
 ne

tw
ork

–
m

ost ofte
n E

th
e
rne

t

•
inform

a
tion tra

ve
ls th

rough
 ne

tw
orks in sm

a
ll "pa

cke
ts"

–
e
ach

 packe
t ind

e
pe

nd
e
nt of all oth

e
rs 

like
 ind

ivid
ual e

nve
lope

s th
rough

 th
e
 m

ail

–
all packe

ts h
ave

 th
e
 sam

e
 form

at

–
stand

ard
 protocols for form

at of info and
 b

e
h

avior

•
ne
tw
orks conne

cte
d
 b
y
 spe

cia
lize

d
 ga

te
w
a
y
 com

pute
rs (route

rs)
–

route
 packe

ts of inform
ation from

 one
 ne

tw
ork to th

e
 ne

x
t

–
gate

w
ays continuously ex

ch
ange

 routing inform
ation

•
e
a
ch
 pa

cke
t pa

sse
s th

rough
 m
ultiple

 ga
te
w
a
y
s

–
gate

w
ay passe

s packe
t to gate

w
ay th

at is close
r to ultim

ate
 d

e
stination 

–
gate

w
ays usually ope

rate
d

 b
y d

iffe
re

nt com
panie

s

Inte
rne

t H
istory 

•
1
9
6
1
: pa

cke
t sw

itch
ing conce

pt (L
e
ona

rd
 K
le
inrock, M

I
T
, U

C
L
A
)

•
1
9
6
0
's: A

R
PA

N
E
T
, fund

ing from
 D
A
R
PA

 (D
e
pt of D

e
fe
nse

)

•
1
9
6
9
: first I

nte
rne

t com
m
unica

tion

•
1
9
7
2
: first ne

tw
ork e

m
a
il

•
1
9
7
3
: b

a
sic protocols: T

C
P/I

P (B
ob
 K
a
h
n *6

4
, V

int
C
e
rf)

•
1
9
8
0
's: N

a
tiona

l S
cie

nce
 F
ound

a
tion fund

ing, N
S
F
N
e
t

(A
l G

ore
)

•
1
9
8
0
's: I

nte
rne

t E
ngine

e
ring T

a
sk F

orce
 for te

ch
nica

l d
e
cisions

•
1
9
9
0
's: com

m
e
rcia

liza
tion, W

e
b
, d

ot-
com

 b
oom

•
2
0
0
0
: d

ot-
com

 b
ust

•
2
0
1
0
: unive

rsa
l a

va
ila
b
ility

•
for lots m

ore
, h

ttp://w
w
w
.isoc.org/inte

rne
t/h

istory
/



B
asic m

e
ch

anism
s

•
na
m
e
s for com

puters
–

prince
ton.e

d
u, finance

.yah
oo.com

, w
w

w
.w

h
ite

h
ouse

.gov, ke
rnigh

an.ne
t, ...

•
a
d
d
re
sse

s for id
entifying netw

orks and
 com

puters
–

e
ach

 h
as a unique

 num
b

e
r like

 12
8

.112
.12

8
.8

1 (IP ad
d

re
ss)

–
ce

ntral auth
ority assigns num

b
e
rs to ne

tw
orks

–
e
ach

 h
ost com

pute
r h

as unique
 ad

d
re

ss (3
2

 b
it intege

r in IPv4
), 

assigne
d

 locally accord
ing to w

h
at ne

tw
ork it's on

•
D
om

a
in N

a
m
e
 S
y
ste

m
 to convert nam

es to ad
d

resses

•
routing for find

ing path
s from

 netw
ork to netw

ork

•
protocols (rules) for packaging and

 transporting inform
ation

–
IP, or "Inte

rne
t Protocol": a uniform

 transport m
e
ch

anism
at I

P le
ve

l, all inform
ation is in a com

m
on form

at

–
b

e
low

 IP, d
iffe

re
nt h

ard
w

are
 use

s d
iffe

re
nt protocols

–
ab

ove
 IP, h

igh
e
r-le

ve
l protocols for h

and
ling w

e
b

 page
s, m

ail,
login

…

Inte
rne

t (IP) ad
d

re
sse

s

•
e
a
ch
 ne

tw
ork a

nd
 e
a
ch
 conne

cte
d
 com

pute
r h

a
s a

n I
P a

d
d
re
ss

•
I
P a

d
d
re
ss: a

 unique
 3
2
-
b
it num

b
e
r in I

Pv4
  (IPv6

 is 1
2
8
 b
its)

–
1st part is ne

tw
ork id

, assigne
d

 ce
ntrally in b

locks 
(I

nte
rne

t A
ssigne

d
 N

um
b

e
rs A

uth
ority -> I

nterne
t S

e
rvice

 Provid
e
r -> you)

–
2

nd
 part is h

ost id
 w

ith
in th

at ne
tw

ork
assigne

d
 locally, ofte

n d
ynam

ically

•
w
ritte

n in "d
otte

d
 d
e
cim

a
l" nota

tion: e
a
ch
 b
y
te
 in d

e
cim

a
l

–
e
.g., 12

8
.112

.12
8

.8
1  = w

w
w

.prince
ton.e

d
u

1
2
8

1
1
2

1
2
8

8
1

1
0
0
0
0
0
0
0

0
1
1
1
0
0
0
0

1
0
0
0
0
0
0
0

0
1
0
1
0
0
0
1

ne
t pa

rt
h
ost on th

a
t ne

t



D
om

ain nam
e
s

•
a
 h
ie
ra
rch

ica
l na

m
ing sch

e
m
e

–
ce

ntral auth
ority (IC

A
N

N
) m

anage
s top le

ve
l of nam

e
s

•
top le

ve
l d

om
a
ins includ

e
 .com

, .e
d
u, .gov, .x

x
 for country

 X
X

–
and

 ne
w

e
r d

om
ains like

 .b
iz, .info, .nam

e
 , …

•
e
a
ch
 d
om

a
in d

e
le
ga
te
s re

sponsib
ilitie

s to le
ve
ls b

e
low

 
–

for ad
m

inistration and
 translation into ad

d
re

sse
s

•
e
a
ch
 le

ve
l is re

sponsib
le
 for na

m
e
s w

ith
in it

–
prince

ton.e
d

u
h

and
le

s all of prince
ton

–
d

e
le

gate
s cs.prince

ton.e
d

u
to a C

S
 m

ach
ine

–
C

S
 d

e
partm

e
nt m

anage
s nam

e
s w

ith
in, e

.g., b
olle

.cs.prince
ton.e

d
u

•
na
m
e
s im

pose
 logica

l structure
, not ph

y
sica

l or ge
ogra

ph
ica

l

IC
A

N
N

•
I
nte

rne
t C

orpora
tion for A

ssigne
d
 N

a
m
e
s a

nd
 N

um
b
e
rs

–
non-profit corporation, e

stab
lish

e
d

 19
9

8
 b

y D
e
pt of C

om
m

e
rce

 

–
te

ch
nical coord

ination of th
e
 Inte

rne
t

–
w

w
w

.icann.org

•
"coord

ina
te
s th

e
 a
ssignm

e
nt of th

e
 follow

ing id
e
ntifie

rs th
a
t 

m
ust b

e
 glob

a
lly
 unique

 for th
e
 I
nte

rne
t to function:

–
Inte

rne
t d

om
ain nam

e
s 

–
IP ad

d
re

ss num
b

e
rs 

–
protocol param

e
te

r and
 port num

b
e
rs 

•
"coord

ina
te
s th

e
 sta

b
le
 ope

ra
tion of th

e
 I
nte

rne
t's root se

rve
r 

sy
ste

m
"



D
om

ain nam
e
 syste

m
 (D

N
S

)

•
D
N
S
 conve

rts na
m
e
s to I

P a
d
d
re
sse

s a
nd
 vice

 ve
rsa

–
w

w
w

.prince
ton.e

d
u

== 12
8

.112
.12

8
.8

1 

–
carne

gie
h

all.org
== 6

3
.13

1.13
5

.19
9

–
ke

rnigh
an.org

== 6
7

.18
.14

7
.4

2
 

•
h
ie
ra
rch

ica
l se

a
rch

ing for a
d
d
re
sse

s
–

ce
ntral auth

ority controls top le
ve

l d
om

ain nam
e
s (.com

, etc.)

–
d

e
le

gate
s re

sponsib
ilitie

s for se
arch

ing to le
ve

ls b
e
low

 

–
e
ach

 le
ve

l re
sponsib

le
 for nam

e
s and

 ad
d

re
sse

s w
ith

in it
prince

ton.e
d

u
h

and
le

s ad
d

re
ss lookup for all of prince

ton

d
e
le

gate
s cs.prince

ton.e
d

u
to a C

S
 m

ach
ine

•
top le

ve
l d

om
a
ins h

a
nd
le
d
 b
y
 1
3
 root se

rve
rs

•
lookup for a

 na
m
e
 a
sks a

 loca
l na

m
e
 se

rve
r first

–
if not know

n locally, asks a se
rve

r h
igh

e
r up, …

, to root se
rve

r

–
re

ce
ntly-use

d
 nam

e
s are

 cach
e
d

 to spe
e
d

 up acce
ss

•
na
m
e
s im

pose
 logica

l structure
, not ph

y
sica

l or ge
ogra

ph
ica

l

R
outing

•
ne
tw
orks a

re
 conne

cte
d
 b
y
 ga

te
w
a
y
s or route

rs 

•
routing rule

s d
ire

ct pa
cke

ts from
 ga

te
w
a
y
 to ga

te
w
a
y

trying to ge
t close

r to ultim
ate

 d
e
stination

•
route

rs e
x
ch
a
nge

 inform
a
tion fre

que
ntly

 a
b
out route

s

•
b
ottom

-
up vie

w
:

–
gate

w
ays m

ove
 packe

ts from
 one

 ne
tw

ork to anoth
e
r b

ase
d

 on ne
tw

ork id

–
if d

e
stination on th

e
 sam

e
 ne

tw
ork, use

 ph
ysical ad

d
re

ss

–
oth

e
rw

ise
 se

nd
 to a gate

w
ay, w

h
ich

 passe
s it to anoth

e
r ne

tw
ork

•
top-

d
ow
n vie

w
:

–
ne

tw
orks conne

cte
d

 only th
rough

 gate
w

ays

–
core

 h
as a sm

all se
t of gatew

ays th
at e

x
ch

ange
 com

ple
te

 routing info
ab

out w
h

ich
 ne

ts it know
s ab

out and
 num

b
e
r of h

ops to re
ach

 th
e
m

–
autonom

ous syste
m

: group of ne
tw

orks und
e
r single

 auth
ority

–
passe

s re
ach

ab
ility

info to core
 for use

 b
y oth

e
r autonom

ous syste
m

s

–
inte

rior gate
w

ay protocols e
x

ch
ange

 routing info w
ith

in a single
A

S

•
tra

ce
route

: h
ow
 d
o y

ou ge
t from

 h
e
re
 to th

e
re
?


