Design and Implementation of the Sun Network Filesystem

Russel Sandberg
David Goldberg
Steve Kieiman
Dan Walsh
Bob Lyon

Sun Microsystems, Inc.
2550 Garcia Ave.
Mountain View, CA. 94110
(415) 9607293

Introduction

The Sun Network Filesystem (NFS) provides transparent, remote access to filesystems. Unlike
many other remote filesystem implementations under UNIXT, the NFS is designed to be easily
portable to other operating systems and machine architectures. It uses an External Data
Representation (XDR} specification to describe protocols in a machine and system independent
way. The NFS is implemented on top of 2 Remote Procedure Call package (RPC) to help
simplify protocol definition, implementation, and maintenance.

In order to build the NFS into the UNIX 4.2 kernel in a user transparent way, we decided to add
a new interface to the kernel which separates generic filesystem operations from specific
filesystem implementations. The “filesystem interface™ consists of two parts: the Virtnal File
System (VFS) interface defines the operations that can be done on a filesysiem, while the vnode
interface defines the operations that can be done on a file within that filesystem. This new
interface allows us to impiement and install new filesystems in much the same way as new device
drivers are added 1o the kernel.

In this paper we discuss the design and implementation of the filesystem interface in the kernel
and the NFS virtual filesysiem. We describe some interesting design issues and how they were
resolved, and peint out some of the shortcomings of the current-implementation. We conciude
with some ideas for future enhancements.

Design Goals

The NFS was designed to make sharing of filesysiem resources in a network of non-homogeneous
machines easier. Our goal was to provide a UNIX-like way of making remote files available to
-local programs without having to modify, or even recompile, those programs. In addition, we
wanted remote file access to be comparable in speed to local file access.

The overall design goals of the NFS were:

Machine and Operating System Independence
The protocols used should be independent of UNIX so that an NFS server can
supply files to many different types of clients. The protocols should also be
simple enough that they can be implemented on low end machines like the PC.

Crash Recovery
- When clients can mount remote filesystems from many different servers it is
very important that clients be able to recover easily from server crashes.

Transparent Access
We want to provide a system which allows programs to access remote files in
exacily the same way as local files. No pathname parsing, no special libraries,
no recompiling. Programs should not be able to tell whether a file is remote or
local.

'ﬁ’ UNIX is a trademark of Bell Laboratories,



UNIX Semantics Maintained on Client
In order for transparent access to work on UNIX machines, UNIX filesysiem
semantics have 10 be maintained for remote files.

Reasonable Performance
People will not want to use the NFS if it is no faster than the exisiing networking
utilities, such as rep, even if it is easier to use. Our design goal is to make NF§
as fast as the Sun Network Disk protocol (ND'), or about 80% as fast as a

local disk.

Basic Design
The NFS design consists of three major pieces: the protocol, the server side and the client side,

NFS Protocol

The NFS protocol uses the Sun Remote Procedure Call (RPC) mechanism [i]. For the same
reasons that procedure calls help simplify programs, RPC helps simplify the definition,
organization, and implementation of remote services. The NFS protocol is defined in terms of a
set of procedures, their arguments and results, and their effects. Remote procedure calls are
synchronous, that is, the client blocks until the server has completed the call and returned the
results. This makes RPC very easy to use since it behaves like a local procedure call.

The NFS uses a stateless protocol. The parameters 10 each procedure call contain all of the
information necessary to complete the call, and the server does not keep track of any past
requests. This makes crash recovery very easy; when a server crashes, the client resends NFS
requests until a response is received, and the server does no crash recovery at all. When a client
crashes no recovery is necessary for either the client or the server. When state is maintained on
the server, on the other hand, recovery is much harder. Both client and server need to be able to
reliably detect crashes. The server needs to detect client crashes so that it can discard any state it
is holding for the client, and the client must detect server crashes so that it can rebuild the
server’s state.

Using a stateless protocol allows us to aveid complex crash recovery and simplifies the protocol.
If a client just resends requests until a response is received, data will never be lost due to a server
crash. In fact the client can not tell the difference between a server that has crashed and
recovered, and a server that is slow.

Sun’s remote procedure call package is designed o be transport independsnt. New transport
protocols can be *plugged in” to the RPC implementation without affecting the higher level
protocol code. The NFS uses the ARPA User Datagram Protocol (UDP) and Internet Protocol
(IP) for its transport level. Since UDP is an unreliable datagram protocol, packetis can get lost,
but because the NIS protocel is stateless and the NFS requests are idempotent, the client can
recover by retrying the call until the packet gets through.

The most common NFS procedure parameter is a structure called a fite handle {(fhandle or th)
which is provided by the server and used by the client to reference a file. The fhandle is opaque,
that is, the client never looks at the contents of the fhandle, but uses it when operations are done
on that file.

An outline of the NFS protocol procedures is given below. For the complete specification see the
Sun Network Filesystem Protocol Specification [2].

null() returns ()
Do nothing procedure to ping the server and measure round trip time.

lookup(dirfh, name) returns (fh, attr)

Returns a new fhandie and attributes for the named file in a directory.
create(dirfh, name, atir) returns (newfh, attr)

Creates a new file and returns its fhandle and attributes.
remove(dirfh, name) returns (status)

Remeoves a file from a direciory.
getattr(fh) returns (attr)

Returns file atiributes. This procedure is like a stat call.

[_ﬂ ND, the Sun Netwoerk Digsk Protocel, provides block—level] access to remote, sub—partitioned disks.



setattr(fh, atir) returns (atir)
Sets the mode, uid, gid, size, access time, and modifly time of a file. Seiting the size to
zero truncates the file.

read(fh, offset, count) returns {atr, data)
Returns up o count bytes of data from a file starting offse? byies inio the file. read also
returns the atiributes of the file.

write(fh, offset, count, data) returns {(atir)
Writes count bytes of data to a file beginning offsef bytes from the beginning of the file.
Returns the attributes of the file after the write takes place.

rename(dirfh, name, tofh, toname) returns (status)
Renames the file name in the directory dirfk, to foname in the direciory tofh.

link(dirfh, name, tofh, toname) returns (status)
Creates the file foname in the directory tofh, which is a link to the file name in the
directory dirfh.

symlink(dirfh, name, string) returns (status)
Creates a symbolic link name in the directory dizfh with value string. The server does not
interpret the string argument in any way, just saves it and makes an association to the new
symbolic link file.

readlink({fh) returns (string)
Returns the string which is associated with the symbolic link file.

mkdir(dirfh, name, atir) returns (fh, newattr)
Creates a new direclory smame in the directory dJirfh and returns the new fhandle and
attributes.

rmdir(dirfh, name) returns(status)
Removes the empty directory neme from the parent dl*ecmry dirfh.

readdir(dirfh, cookie, count) returns{entries)
Returns up to count bytes of directory entries from the directory dirfh. Each entry contains
a file name, file id, and an opagque pointer to the next directory entry called a cookie. The
cookie is used in subsequent readdir calls to start reading at a specific entry in the
directory. A readdir call with the cookie of zero returns entries starting with the first
entry in the directory.

statfs{fh) returns (fsstats)
Returns filesystem information such as block size, number of free blocks, etc.

Mew fhandles are returned by the lookup, create, and mkdir procedures which also take an
fhandle as an argument. The first remote fhandle, for the root of a filesystem, is obtained by the
client using another RPC based protocol. The MOUNT protocol takes a directory pathname and
returns an fhandle if the client has access permission to the filesysiem which contains that
directory. The reason for making this a separate protocol is that this makes it easier to plug in
new filesystem access checking methods, and it separates oul the operating system dependent
aspecis of the protocol. Note that the MOUNT protocol is the only place that UNIX pathnames
are passed to the server. In other operating system implementations the MOUNT protocel can
be replaced without having to change the NFS protocol.

The WNFS protocol and RPC are built on top of an External Data Representation (XDR)
specification [3]. XDR defines the size, bytes order and alignment of basic data types such as
string, integer, union, boolean and array. Complex structures can be built from the basic data
types. Using XDR not only makes protocols machine and language independent, it also makes
them easy to define. The arguments and results of RPC procedures are defined using an XDR
data definition language that locks a lot like C declarations.

Server Side

Because the NFS server is stateless, as mentioned above, when servicing an NFS request it must
comimit any modified data to stable storage before returning results. The implication for UNIX
based servers is that requesis which modify the filesystem must {lush all modified data to disk
before returning from the call. This means that, for example on a write request, not only the
data block, but also any modified indirect blocks and the block containing the inode must be
flushed if they have been modified.

Another modification to UNIX necessary to make the server work is the addition of a generation
number in the inode, and a filesystem id in the superblock. These exira numbers make it
possibie for the server to use the inode number, inode generation number, and filesystem id






























