
Handout 1: Probability

Boaz Barak

Exercises due September 20, 2005

1 Suggested Reading

This material is covered in Cormen, Leiserson, Rivest and Smith “Introduction to Algorithms” —
Appendix C.

You can also look at the lecture notes for MIT course 6.042 Mathematics for Computer Science
by Lehman and Leighton on http://theory.lcs.mit.edu/∼e lehman/mathcs.pdf — Chapters
18 to 24. (See also http://theory.lcs.mit.edu/classes/6.042/spring05/)

You should also take a look at Trevisan’s short handout on probability, available on http:
//www.cs.berkeley.edu/∼luca/crypto-class-99/handouts/notesprob.ps.

2 Preliminaries

I assume familiarity with basic notions of sets and operations on sets such as union (denoted
∪), intersection (denoted ∩), and set substraction (denoted \). We denote by |A| the size of the
set A. I also assume familiarity with functions, and notions such one-to-one (injective) functions
and onto (surjective) functions. If f is a function from a set A to a set B, we denote this by
f : A → B. If f is one-to-one then this implies that |A| ≤ |B|. If f is onto then |A| ≥ |B|. If f is
a permutation/bijection (e.g., one-to-one and onto) then this implies that |A| = |B|.

3 Sample Spaces

For every probabilistic experiment (for example, tossing a coin or throwing 3 dice) the set of all
possible results of the experiment is called a sample space. For example, if the experiment is to
toss a coin and see if the result is “heads” or “tails” then the sample space is the set {H,T}, or
equivalently (if we denote heads by 1 and tails by 0) the set {0, 1}. With every element x of the
sample space we associate the probability px that the result of the experiment will be x. The
number px is between 0 and 1 and the sum of all the px’s is equal to 1. We sometimes denote the
sample space by Ω, but many times it will be clear from the context. Hint: Whenever a statement
about probability is made, it is a good habit to ask yourself what is the sample space that this
statement refers.

As another example, consider the experiment of tossing three coins. In this case there are 8
possible results and hence the sample space is {000, 001, 010, 011, 100, 101, 110, 111}. Each element
in the sample space gets chosen with probability 1

2 ·
1
2 ·

1
2 = 1

23 = 1
8 . An equivalent way to state the

experiment of tossing n coins is to say that we choose a random n-long binary string. We call this
the uniform distribution over {0, 1}n (because every string gets chosen with the same probability).
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If we want to say that we let x record the result of this experiment then we use the notation
x←R {0, 1}n.

4 Events

An event is a subset of the sample space. The probability that an event happens is the probability
that the result of the experiment will fall inside that subset. For example, if we consider the sample
space of tossing 101 coins, then we can denote by E the event that most of the coins came up tails
— at most 50 of the coins come up “heads”. In other words, E is the set of all length-101 strings
with at most 50 ones. We denote the probability that an event E occurs by Pr[E]. For example,
in this case we can write

Pr
x←R{0,1}101

[# of 1’s in x ≤ 50] =
1
2

Exercise 1 (15 points). Prove that indeed this probability is equal to 1
2 .1

Important note: In all the exercises where you are asked to prove something you need to give a
well written and fully rigorous proof. If a proof is made up of several steps, consider encapsulating
each step as a separate claim or lemma. This handout contains some examples of proofs. See also
Chapter 3 of the Lehman-Leighton notes.

5 Union Bound

If E and E′ are events over the same sample space then another way to look at the probability
that either E or E′ occurs is to say that this is the probability that the event E ∪ E′ (the union
of E and E′) occurs. A very simple but useful bound is that this probability is at most the sum of
the probability of E and the probability of E′. This is called the union bound.

Theorem 1 (Union bound). Ω be some sample space and let E,E′ ⊆ Ω be two events over Ω.
Then,

Pr
Ω

[E ∪ E′] ≤ Pr
Ω

[E] + Pr
Ω

[E′]

Exercise 2 (15 points). Prove Theorem 1.

Note that that there are examples of E and E′ such that Pr[E ∪ E′] is strictly less than
Pr[E] + Pr[E′]. For example, this can be the case if E and E′ are the same set (and hence
E ∪ E′ = E). If E and E′ are disjoint (i.e., mutually exclusive) then Pr[E ∪ E′] = Pr[E] + Pr[E′].

6 Random Variables

A random variable is a function that maps elements of the sample space to another set (often, but
not always, to the set R of real numbers). For example, in the case of the uniform distribution over
{0, 1}101, we can define the random variable N to denote the number of ones in the string chosen.
That is, for every x ∈ {0, 1}101, N(x) is equal to the number of ones in x. Thus, the event E we

1Hint: This will follow if you’ll show that |E| = |{0, 1}101 \ E|. You can do this by exhibiting a bijection between
these two sets.
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considered before can be phrased as the event that N ≤ 50 and the formula above can be phrased
as

Pr
x←R{0,1}101

[N(x) ≤ 50] =
1
2

For the remainder of this handout, we will only consider real random variables (that is random
variables whose output is a real number).

7 Expectation

The expectation of a random variable is its weighted average. That is, it is the average value it
takes, when the average is weighted according to the probability measure on the sample space.
Formally, if N is a random variable on a sample space Ω (where for every x ∈ Ω, the probability
that x is obtained is given by px) then the expectation of N , denoted by E[N ] is defined as follows:

E[N ]
def
=

∑
x∈Ω

N(x) · px

For example, if the experiment was to choose a random U.S. citizen (and hence the sample
space is the set of all U.S. citizens) and we defined the random variable H to be the height of the
person chosen, then the expectation of H (denoted by E[H]) is simply the average height of a U.S.
citizen.

There can be two different random variables with the same expectation. For example, consider
the sample space {0, 1}101 with the uniform distribution, and the following two random variables:

• N is the random variable defined above: N(x) is the number of ones in x.

• M is defined as follows: if x is the all ones string (that is x = 1101) then M(x) = 50.5 · 2101.
Otherwise (if x 6= 1101) then M(x) = 0.

The expectation of N equals 50.5 (you’ll prove this below in Exercise 3).
The expectation of M is also 50.5: with probability 2−101 it will be 2101 ·50 and with probability

1− 2−101 it will be 0.
Note that even though the average of M is 50.5, the probability that for a random x, M(x)

will be close to 50.5 or even bigger than zero is very very small. This is similar to the fact that
if Bill Gates is in a room with 99 poor people (e.g. theoretical computer scientists), then the
average worth of a random person in this room is more than $100M even though with probability
0.99 a random person in the room will be worth much less than that amount. Hence the name
“expectation” is somewhat misleading.

In contrast, it will follow from Theorem 4, that for a random string x, even though it will never
have N(x) equal to exactly 50.5 (after all, N(x) is always a whole number), with high probability
N(x) will be close to 50.5.

The fact that two different variables can have the same expectation means that if we know
the expectation it does not give us all the information about the random variable but only partial
information.
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Linearity of expectation. The expectation has a very useful property which is that it is a linear
function. That is, if N and M are random variables over the same sample space Ω, then we can
define the random variable N +M in the natural way: for every x ∈ Ω, (N +M)(x) = N(x)+M(x).
It turns out that E[N + M ] = E[N ] + E[M ]. For every fixed number c and random variable N
we define the random variable cN in the natural way: (cN)(x) = c · N(x) It turns out that
E[cN ] = cE[N ].

Exercise 3 (30 points). 1. Prove that the expectation is linear.

2. Prove that the expectation of the random variable N defined above over the sample space
{0, 1}101 is equal to 50.5.

8 Markov Inequality

As we saw above, sometimes we want to know not just the expectation of a random variable but also
the probability that the variable is close to (or at least not too far from) its expectation. Bounds
on this probability are often called “tail bounds”. The simplest one of them is Markov inequality,
which is a one-sided inequality. It says that with high probability a non-negative random variable
is never much larger than its expectation. (Note that the random variable M defined above was
an example of a non-negative random variable that with high probability is much smaller than its
expectation.) That is, it is the following theorem:

Theorem 2 (Markov Inequality). Let X be a random variable over a sample space Ω such that for
all x ∈ Ω, X(x) ≥ 0. Let k ≥ 1. Then,

Pr[X ≥ kE[X]] ≤ 1
k

Proof. Denote µ = E[X]. Suppose for the sake of contradiction that Pr[X ≥ kµ] > 1/k. Let
S = {x ∈ Ω | X(x) ≥ kµ} and S = Ω \ S. By the definition of expectation

E[X] =
∑
x∈Ω

X(x)px =
∑
x∈S

X(x)px +
∑
x∈S

X(x)px

However, we know that for each x ∈ S, X(x) ≥ kµ and hence∑
x∈S

X(x)px ≥
∑
x∈S

kµpx = kµ
∑
x∈S

px

Yet
∑

x∈S px = Pr[S] > 1
k under our assumption and hence

∑
x∈S X(x)px > kµ 1

k = µ.
Since X(x) ≥ 0 for all x ∈ Ω we get that

∑
x∈S X(x)px ≥ 0 and hence E[x] > µ, yielding a

contradiction.

9 Variance and Chebychev inequality

We already noted that the distance from the expectation is an interesting parameter. Thus, for a
random variable X with expectation µ we can define a new random variable X̃ which to be the
distance of X from its expectation. That is, for every x ∈ Ω, we define X̃(x) = |X − µ|. (Recall
that | · | denotes the absolute value.) It turns out that it is hard to work with X̃ and so we look at
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the variable X̃2, which is equal to (X − µ)2. We define the variance of a random variable X to be
equal to the expectation of X̃2. That is, for X with E[X] = µ,

V ar[X]
def
= E[X̃2] = E[(X − µ)2]

In other words V ar[X] is defined to be E[(X − E[X])2].
We define the standard deviation of X to be the square root of V ar[X].

Exercise 4 (30 points). 1. Prove that V ar[X] is always non-negative.

2. Prove that V ar[X] = E[X2]− E[X]2.

3. Give an example for a random variable X such that E[X2] 6= E[X]2.

4. Give an example for a random variable X such that its standard deviation is not equal to
E[|X − E[X]|].

5. Give an example for two random variables X, Y over the same sample space such that
E[XY ] = E[X]E[Y ].

6. Give an example for two random variables X, Y over the same sample space such that
E[XY ] 6= E[X]E[Y ].

If we have a bound on the variance then we can have a better tail bound on the variables:

Theorem 3 (Chebyshev’s inequality). Let X be a random variable over Ω with expectation µ and
standard deviation σ. Let k ≥ 1. Then,

Pr[|X − µ| ≥ kσ] ≤ 1/k2

Proof. The variable Y = (X − µ)2 is non-negative and has expectation V ar(X) = σ2. Therefore,
by Markov inequality, Pr[Y ≥ k2σ2] ≤ 1/k2.

However, whenever |X − µ| ≥ kσ it holds that |X − µ|2 (which is equal to Y ) is at least k2σ2.
This means that

Pr[|X − µ| ≥ kσ] ≤ Pr[Y 2 ≤ k2σ2] ≤ 1/k2

10 Conditional probabilities and independence

Let A be some event over a sample space Ω (with Pr[A] > 0). By a probability conditioned on
A we mean the probability of some event, assuming that we already know that A happened. For
example if Ω is our usual sample space of uniform choices over {0, 1}101 and A is the event that the
first coin turned out head, then the conditional space is the space of all length-101 strings whose
first bit is 1.

Formally this is defined in the natural way: we consider A as a sample space by inheriting the
probabilities from Ω (and normalizing so the probabilities will sum up to one). That is, for every
x ∈ A we define px|A (the probability that x is chosen conditioned on A) to be px

Pr[A] . For an event B

we define Pr[B|A] (the probability that B happens conditioned on A) to be
∑

x∈A∩B px|A = Pr[A∩B]
Pr[A] .

5



Independent events. We say that B is independent from A if Pr[B|A] = Pr[B]. That is,
knowing that A happened does not give us any new information on the probability that B will
happen. By plugging the formula for Pr[B|A] we see that B is independent from A if and only if

Pr[B ∩A] = Pr[A] Pr[B]

This means that B is independent from A iff A is independent from B and hence we simply say
that A and B are independent events.

For example, if, as above, A is the event that the first coin toss is heads and B is the event
that the second coin toss is heads then these are independent events. In contrast if C is the event
that the number of heads is at most 50 then C and A are not independent (since knowing that A
happened increases somewhat the chances for C).

If we have more than two events then it’s a bit more messy: we say that the events E1, . . . , En

are mutually independent if not only Pr[E1 ∩E2 ∩ · · · ∩En] = Pr[E1] · · ·Pr[En] but also this holds
for every subset of E1, . . . , En. That is, for every subset I of the numbers {1, . . . , n},

Pr[∩i∈IEi] =
∏
i∈I

Pr[Ei]

Independent random variables. We say that U and V are independent random variables if
for every possible values u and v, the events U = u and V = v are independent events or in other
words Pr[U = u and V = v] = Pr[U = u] Pr[V = v]. We say that U1, . . . , Un are a collection
of independent random variables if for all values u1, . . . , un, the events U1 = u1, . . . , Un = un are
mutually independent.

Exercise 5 (20 points). 1. Prove that if U and V are independent then E[UV ] = E[U ]E[V ].

2. Prove that if U and V are independent then V ar[U + V ] = V ar[U ] + V ar[V ].

11 The Chernoff Bound

Suppose that 60% of a country’s citizens prefer the color blue over red. A poll is the process of
choosing a random citizen and finding his or her favorite color. Suppose that we do this n times and
we define the random variable Xi to be 0 if the color of the ith person chosen is red and 1 if it is blue.
Then, for each i the expectation E[Xi] is 0.6, and by linearity of expectation E[

∑n
i=1 Xi] = 0.6n.

The estimate we get out of this poll for the fraction of blue-preferrers is
P

Xi

n and we would like
to know how close this is to the real fraction of the population (i.e., 0.6). In other words, for any
ε > 0, we would like to know what is the probability that our estimate will be ε off from the real
value, i.e., that |

P
Xi

n − 0.6| > ε.
It turns out that in this case we have a very good bound on the deviation of

∑
Xi from its

expectation, and this is because all of the Xi’s are independent random variables (since in each
experiment we draw a new random person independently of the results of previous experiments).
This is the Chernoff bound, which we state here in a simplified form:

Theorem 4 (Chernoff bound). Let X1, . . . , Xn be independent random variables with 0 ≤ Xi ≤ 1
and E[Xi = µ]. Then,

Pr
[∣∣∣∣∑Xi

n
− µ

∣∣∣∣ > ε

]
< 2−ε2n
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Proof. See Section 24.3 (page 320) in the Lehman and Leighton notes (http://theory.lcs.mit.
edu/∼e lehman/mathcs.pdf).

Exercise 6 (20 points). The following text was encrypted with a substitution cipher. Find the
plaintext and explain the steps you took to find it. (Spaces and punctuation marks were preserved
from the plaintext, to make your life easier.)

SZFEHYZ OH ORZ SZTDXOZ HW ORZ UZMCPOYZBO HW EHYMGOZP DEXZBEZ CO

MPXBEZOHB GBXIZPDXOQ. MPXBEZOHB RCD TZZB CO ORZ WHPZWPHBO HW

EHYMGOXBA DXBEZ CFCB OGPXBA, CFHBNH ERGPER CBU KHRB IHB BZGYCBB SZPZ

CYHBA XOD PZDXUZBOD. ORZ UZMCPOYZBO RCD ZJMZPXZBEZU DXABXWXECBO

APHSOR HIZP ORZ FCDO WZS QZCPD, CBU XD BHS RHYZ OH ORXPOQ WCEGFOQ,

SXOR DOPHBA APHGMD XB ORZHPQ, DQDOZYD, APCMRXED/YZUXC, MPHAPCYYXBA

FCBAGCAZD, EHYMGOCOXHBCF DEXZBEZ, DZEGPXOQ, CX, CBU EHYMGOCOXHBCF

TXHFHAQ.

You can find tables of English letter frequencies on the web. This is doable by pen and paper,
but if you wish, you can use a program you write yourself to help you solve this problem (if so,
attach the code).

Exercise 7 (no points). Think about how would you define an unbreakable private key encryption
scheme, both loosely in words and formally using mathematical notations.
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