Automatic Specializationof Protocol Stacks
In OperatingSystemKernels

SapanBhatia[l] CharlesConsel[1]

Abstract— Fastand optimized protocol stacksplay a major role
in the performance of network sewices. This role is especially
important in embeddedclasssystemswhere performancemetrics
such as data throughput tend to be limited by the CPU. It
is common on such systems,to have protocol stacks that are
optimized by hand for better performance and smaller code
footprint. In this paper, we proposea strategy to automate this
process.

Our approach usesprogram specialization and enablesappli-
cations using the network to requestspecializedcode basedon
the current usagescenario. The specializedcodeis generateddy-
namically and loadedin the kernel to be usedby the application.

We have successfully applied our approach to the TCP/IP
implementation in the Linux kernel and used the optimized
protocol stack in existing applications. These applications were
minimally modi ed to requestthe specialization of code based
on the current usage context, and to use the specialized code
generated instead of its generic version. Specialization can be
performed locally, or deferred to a remote specialization sewer
using a novel mechanism[1].

Experiments conducted on three platforms show that the
specializedcode runs about 25% faster and its size reduceshy
up to 20 times. The throughput of the protocol stack improves
by up to 21%.

|. INTRODUCTION

The goal of efcient dataprocessingn protocol stacksis
well-establishedh the networking community[2], [3], [4], [5].
This is becomingincreasinglyimportantasembeddedlevices
are becomingmore and more networked, as throughputon
suchsystemsds invariably limited by the processingcapabili-
ties of the CPU.

Protocolstacksfor embeddedlevices are thus highly cus-
tomized with a view of their target applications.The cus-
tomizationprocessaimsto eliminateunnecessarjunctionali-
tiesandinstantiatehe remainingoneswith respecto parame-
tersof the device usagecontext. This procesgypically consists
of propagatingcon guration values,optimizing away condi-
tionals dependingon con guration values, etc. Thesehand-
optimized protocol stacksnot only save on processingsteps,
but also have smaller footprints, better suited to embedded
systemg6]. Suchstratey, however, raisesa con ict between
thorough customization,to obtain signi cant improvements,
and consenative customizationto presere the usagescope
of the system.Indeed,mary usageparameterbecomeknownn
at run-time, as the systemis in use.As such, this situation
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raisesthe needfor a tool that can be usedto exploit them
systematically

Programspecialization7] hasbeenacknavledgedto be a
powerful techniquefor optimizing systemscode[8], [9]. Con-
ceptually a specializeitakesa genericprogramasinput along
with a specializationcontext consistingof valuesof known
data items. It then evaluatesthe parts of the program that
dependonly on theseknown values,andproducesa simpli ed
programthatis thusspecializedor the suppliedspecialization
contet. For example,a specializatiorcontext in the procesof
sendingTCP paclets cande ne the Maximum SegmentSize
(MSS) associatedvith the connectionasknown andinvariant
for a connection.In this contet, the TCP send routine and
dependentunctionscan be specialized suchthat conditional
testsand expressiongddependingon the MSS can be fully or
partially evaluated.Thus,the procesof specializatiorexploits
specializatioropportunitieghatarisefrom programinvariants.
The knowledgeof invariantsenablesspecializergo optimize
programsin mary ways. Constantvaluescan be inlined as
instructionimmediatesnsteadof beingreferredto, arithmetic
expressionganbereducedn compleity, andconditionaltests
that solely dependon known variablescan be evaluatedearly,
eliminating entire branchesf code.Furthermore specialized
codehasbettercachepropertiesand hencelower operational
load (in cycles per instruction) becauseit is smaller and
operate®n working setsthatareinevitably smallerthanthose
of its genericversion.

In this paper we describean approachto speedingup
TCP/IP on CPU limited systemsusing run-time code gen-
erationwith programspecializationln our approachspecial-
ization is a continuousprocess sensitie to the everchanging
needsof applications.The usagecontexts and associatedpe-
cialization opportunitiesassociatedre de ned in two phases
1) certainaspectsof the systemare de ned as specializable
by the OS developerand 2) applicationsare modi ed by pro-
grammerdo specializetheir functionalitiesbeforeusingthem.
The former is done via annotationswritten in a declaratve
language asidefrom the target program[10], and the latter
through documentedsystem calls. Applications can trigger
specializationas soon as the specializationcontext becomes
known. For instance,a specializationcontext can consistof
the TCP MSS, the destinationIP address,and the route
associateavith the addressall of which becomede ned upon
the executionof a TCP handshak.

Perhapsthe most signi cant barrier to using such an op-
timization approachis he fact that specializationis a heavy-



weight processand can be expectedto underminethe gains
of using specializedcode.Break-a&en points for the simplest
specializationsunningon an embeddedystemwould require
applicationsto use specializedcode for unreasonablylong
periods of time. We addressthis problem by allowing the
activity of specializatiorio bedeferredo amorepowerful spe-
cializationsener. Concretelythe specializatiorclient corveys
the specializatiorcontext with somekey run-time stateto the
specializatiorsener, andthe specializationsener specializes
the codeandreturnsit to theclient. Our experimentsshav that
issuinga specializatiorrequestand uploadingthe specialized
moduledo notrequiremuchbandwidthin practicen orderfor
specializationto be effective. Furthermore deferring special-
ization to a remotesener obviatesthe needto storegeneric
versionsof code on the embeddeddevice, as the pertinent
specializedversionscan be downloadedon demand.Indeed,
the mostostensibldmprovementobsenedin our experiments
arein codesize.

The TCP/IPstackwe have usedin our proof-of-conceptm-
plementatiorand experimentsis that of the Linux kernel. We
have validatedour effort with experimentson threeplatforms:
a Pentiumlll (600MHz), an ARM SA1100(200MHz) on a
COMPAQ iPAQ, anda 486 (40MHz). Experimentsconducted
using this setup have shown that there is a notable code
speedupandadrasticreductionin codesize.In the caseof the
UDP protocol,the size of the specializeccodeoncecompiled
is only about5% of the genericcompiledcode.For TCR this
ratiois lessthan3%. Theexecutiontime of thecodein thecase
of UDP decreaseby about26% on a Pentiumlll (700MHz)
and the local throughputof 1Kb paclets increaseshy about
13%. For a favorable paclet size of 64b, this improvement
is about16%. On a 486, the increasein throughputfor 1Kb
pacletsis about27%. For TCR the throughputincreaseshy
about 10% on the Pentiumlll and about 23% on the 486.
On an iPAQ running an SA1100 processorat 200MHz, we
obsene an improvementof about18% in the throughputof
1Kb pacletsfor UDP.

Therestof the paperis organizedasfollows. Sectionll rst
identi es the different specializationopportunitiesthat exist
in the implementationof a typical UNIX protocol stackand
then describesunder which assumptiongheseoptimizations
can be safely performed.Sectionlll explains how the spe-
cialization processis concretelyintegratedand automatically
enabled.SectionlV describesand analyzesthe performance
measurementsbtainedwhile performingvariousexperiments.
SectionV presentsomerelatedwork, and nally SectionVI
concludes.

Il. SPECIALIZATION OF PROTOCOL STACKS: CONCEPT AND
MECHANISM

Thekey obsenationthatmakesa protocolstackamenableo
programspecializationis of its modeof usage An application
that needsto exchangedata over the network must createa
channel(a soclet) and con gure it at various stagesof the
communicationfor certain properties,such as protocol ver-
sionsto use,the time-to-live of paclets, connectiontimeouts

etc. Setting such propertiescausesthe soclet to be bound
with speci ¢ functionalities,which areinvokedin the process
of sendingand receving data. The valuesof propertiesare
usually application dependentFor example, conventionally
an HTTP sener that needsto maximize its throughputis
likely to use non-blockingasynchronousommunication.In
constrast,a sener that needsto minimize requestlateng
might use blocking synchronouscommunication.Similarly,
applicationsthat transferdatain bulk would favor the useof
large local buffers, while an applicationtransferringdatain
smalltransactionsvould try to minimiseconnectionlifetimes.

Suchsensibilities,althoughwell de ned in the processof
applicationdevelopmentpbecomeknown to the OSkernel(i.e.,
the protocol stack)only oncethe applicationis deployed.

Using program specialization,we use thesepropertiesas
program invariants and use the processof con guration of
propertiedo dynamicallygeneratespecializedode.Thescope
of the invarianceis determinedsystematicallyat the time the
OS kernelis built. The kernelis extendedwith routinesto
invalidatecodeor take a differentcourseof action,if thevalue
of a supposednvariantchanges.

Centralto this processof specializationare the invariants
andthe specializationopportunitiesthey entail.

A. Specializatioropportunities

To ensurethat none of theseopportunitiesare basedon
speci ¢ aspectf the Linux implementationandcanbe thus
generalizedwe have also cross-comparethe Linux codeto
theFreeBSDcode,andconsidereanly opportunitieghatexist
in both codebases.

1) Sodkets, UDP and IP: We now describe the chief
catgyoriesof specializatioropportunitiesjllustratedwith rep-
resentatie examples.

Eliminating lookups. To be abstractedas les, soclets
are implementedas entries in a special le system, and
accessethroughaccessofunctionsthat performlookupsand
translationsfrom one level to the other Otherthanan added
layer of indirection, using thesecross-moduldunctions also
tendsto impair caches.

The code fragment belov shavs the implementation
of the sendto system call, which begins by using the
sockfd _lookup function to fetch the pertinent socket
structurefrom the inode correspondingo the le descriptor

asmlinkage long sys _sendto(int fd, wvoid * buff,
size t len, unsigned flags,
struct  sockaddr *addr, int addr len) {

é(.)ck = sockfd _lookup(fd, &err);

}

Sincethe binding betweena soclet descriptorand the soclet

structuredoesnot changeonce the soclet has beencreated,
the codecanbe specializedso thatthe soclet structureandits

elds areinlined. Besides,sincethese eld valuesare now

explicit, further optimizationscan be performed. Thus, the

referenceto the target soclet structureis de ned asinvariant,
andis retrieved onceandfor all at specializatiortime.



Eliminating interpretation of options. Executionpathsfor
sendingandreceving pacletsarehighly branchedwith thein-
terpretationof several levels of options.Somesuchattributes,
as illustrated by the following excerpt, inform whetherthe
sessionis blocking (O NONBLOCK whetherthe messagés
being sentto probethe MTU (msg.controllen ), whether
the addresss unicastor multicast(MULTICAST), etc.

if (MULTICAST(daddr))

if (sock->file>f  flags & ONONBLOCK)

|f (msg->msg _controllen)

When soclet attributes are invariant, the computationsthat
dependon them can be performedonce and for all at spe-
cializationtime, insteadof being repeatedlyperformedat run
time, and straight-linedspecializedcodebe generated.

Eliminating routing decisions.The route associatedvith
thedestinatioraddres®f a pacletis validatedwhenthe paclet
headersare constructed.This is to cope with situationsin
which the route changesduring a transmissionsession.The
occurrenceof suchan event is, however, extremely unlikely
andcanbe negglectedfor mostapplications.Theseoccurences
are guardedagainst,as discussedn Sectionll-B. Thus, we
can freezethe route, or more precisely use the destination
cache,without validatingit for every paclet. The destination
cacheis usedto speedup the dispatchof fully formed IP
datagramsThis circumwentsthe codethat checkswhetherthe
routeis obsoleteandallows usto inline in the codeattributes
associatedwith the destination,such as the destinationIP
addressthe outputinterface,the destinationport, etc.

Optimizing buffer allocation. Dependingon the chosen
buffer managemerdtratgy (linearsoclet buffersversussmall

x ed sized buffers, scattergather I/O versus versus block
copies),memoryis allocatedat variouspointsduring the pro-
cessingof a paclet. Although the allocationandinitialization
of soclet buffers tend to be cachedin kernel caches(e.g.,
the slab cache[11]), large bursts of data, and low memory
situationscan causebuffer allocationto go throughthe full
length of the Virtual Memory subsystem(in Linux, through
the slaballocator the buddy allocator the zoneallocatorand
pageallocationroutines).We pro led the Linux kernelwith an
in-kernelweb sener subjectto heary loadwith 100concurrent
connectionsat a time, andfound that someof the mostcalled
andmostloadedfunctionsdealwith memorymanagemengs
shaowvn in Figure 1.

Memory managememntoutinesarealsoamenabldo special-
ization.Callsto genericallocationroutines(to allocatea soclet
buffer, for instance)canbe specializedo produceroutinesthat
simply allocatea physicalpageandreturn.

Furthermorewe alsofoundit usefulto adda soclet option
for anapplicationto be ableto committhatit will be sending
datain x ed Application Data Units (ADUS). In this way, for
mary workloads,several conditionsand predicatesbasedon
the sizeof the allocatedbuffer canbereducedFor example,in
the seconchalf of the excerptbelow, the variabledlen , which
is a sum of the buffer size and someconstantheadersizes,

No. of calls  Function name Average load
61367 total 0.0219
630  tcpv4.rcv 0.3485
338 alloc_skb 1.4083
268  schedule 0.2018
242 iprev 0.2224
234  kmemcade.alloc 2.0893
226  tcp.rcv_stateprocess 0.0948
211  sockwfree 2.6375
201  parsehttp_message 0.0257
181 tcpsendn 0.2514
156  ip_routeinput 0.4239
156  _mightsleep 0.8864
155  tcp.write_xmit 0.2018
150 tcp_parseoptions 0.2679
142  kmemcache.free 1.7750
142 kfree 1.2679
141 number 0.1798
140  skb_releasedata 0.5469
137  _kfreeskb 0.5352

Fig. 1. Prole of anin-kernel web sener subjectto a continuous
load of 100 concurrentrequests.

becomesnvariant. The specializercancalculatenpages and
subsequentlgausethe following for-loop to unroll.
/* Ched if functioncan blodc*/
if (in _interrupt() && (gfp _mask & GFPWAIT)) {
static int count = O;
if (++count < 5) { ..
gfp _mask &= "GFP_WAIT;

npages = (dlen + (PAGESIZE- 1))
>> PAGESHIFT;
skb->truesize += dlen;

skb _sharedinfo
skb->end)->nr  frags = npages;
= 0; i < npages; i++) { .. }

2) TCP: As onecanimagine,consideringthe richnessand
variationspossiblein the TCP protocol, there can be several
situationsin which its compleity can be reduced.It often
happenghatthe characteristicef the datatransferprocessare
predictable and canbe exploited to specializethe TCP layer.
We have listed opportunitiesfor such specializationbelow.
All the opportunitiespreviously discussedn the context of
soclets,UDP andIP apply to TCP aswell.

The tcp _send routine, which is the entry point into the
TCPlayerfor sendinga paclet, beginsby determiningwhether
the buffer being transmittedcan be accommodatednto the
lastunsentTCP segment.This processcalled TCP coalescing
reduceghe numberof small packetstransmitted andthusthe
headeroverheadas well.

if (tp->send _head

(copy = MSSnow - last _skb _len)
if (tcp _memory_free(sk))
goto wait _for _sndbuf;

((struct

*)

for (i

== NULL
<= 0) {

skb = tcp _alloc
select _size(sk,

_pskb(sk,
tp), O,
We specializethis codeby assuminghhat the Maximum Seg-
ment Size (MSS) associatedvith the connectionis invariant
over a TCP connection(as is usually the case),causingall
associateatonditionalsto be elided, and constantdnlined.
Interestingly if an application commits the size of the
ADU to be a multiple of the MSS (using a soclet option,
as mentionedin the UDP case), TCP coalescingis ruled
out, as every segment sent out is MSS-sized;in the code

sk->allocation);



abore, MSSnow - last _skb len becomesero.This in-
formationis usedto unroll the main loop (illustrated by the
sugaredblock of codebelav) which fragmentsthe ADU into
multiple segmentsif it is largerthanthe MSS, after lling the
previous buffer's allocatedspacecompletely The MSS for a
connectionis determinedwhen a connectionis established,
and doesnot changeunlessthe Path MTU (PMTU) for the
current route changes.This situation is the condition used
to guad the invariant, as discussedn detail in SectionlIl.
Assuminga constantMSS also enablesus to specializeout
Nagle's algorithm[12], sincethereare never small pacletsin
ight.

As a side benet, having an ADU size smaller than the
MSSis bene cial to therecever, sinceit sasesit from having
to gatherADUs fragmentedinto multiple TCP segments,as
shavn by the following code:

/*  While somedata remainsto be sent/
while  (seglen > 0)

/* Calculatebytesto pushinto previous skb/
copy = MSSnow - last _skb len;
/* Is there enoughspacein the previous skb?/

it (copy > 0) {
if (copy < seglen)
copy = seglen;
push _into _previous(copy);

}

else {
copy = min(seglen, MSSnow);
push _into _current(copy);

seglen -= copy;

}

There are also several variablesin the congestioncontrol
algorithmsthat can be usedfor specialization.For example,
the Selectve AcknowledgmentgSACK) option [13] is useful
in situationswheremultiple sgmentsarelost in onewindow.
An applicationfunctioningin a high-speeduncongestedbcal
areanetwork may wish to specializethis away.

Most congestioncontrol featuresthat are not mandatory
correspondo system-widevariables(sys _ctls ) thatcanbe
usedto disablethesefeaturesfor the entire system.With spe-
cialization,we make thesevariablesa partof the specialization
contet andsetthemon aperprocessdasis Furthermoresince
theseareknown at specializatiortime, we canusetheir values
to specializecodethat dependson them. In our experiments,
we have not usedspecializatiorto disablecongestioncontrol
altogether We specializeout only those congestioncontrol
mechanismghat becomeunnecessargs a result of assumed
invariants.

Althoughthe specializatioropportunitiesn TCPoutnumber
thosein the rest of the network stack code, there are mary
featuresthat are seeminglyunspecializableand have been
left out. Someof theseopportunitiesare unexploited because
the associatednvariantsare too comple to be handledby
specialization.Theseinvariantsinclude algorithmswith x ed
behaiour, that are invoked on comparingcomple variables
such as the congestionwindow, the number of unacknavl-
edgedsegments,etc.

3) Cross-comparingvith FreeBSD: As mentionedearlier,
the specializatioropportunitiesexploited in this projectoccur
acrossUNIX systemsThis is con rmed by an analysisof the
FreeBSD-5.1sourcesWe nd thatthe opportunitieslisted in
the Linux Soclets/UDP/IPlayers exist in FreeBSDas well.
Every time the send routineis invoked, a lookup is doneto
retrieve the soclet structure:

mtx _lock(&Giant);
if  ((error = fgetsock(td, S,
goto bad2;
The codeis highly branchedwith optionsbeinginterpreted,
dontroute = (flags & MSGDONTROUTE)
&& (so->so _options & SQODONTROUTE)==
&& (so->so _proto->pr _flags & PRATOMIC);

if  (control)
clen

&so, NULL)) != 0)

= control->m  _en;

Unlike Linux, which useslinear soclet buffers, BSD uses
chains of small x ed-sizembuf structuresfor its network
buffers. Apart from the small x ed-sizedregion (typically
112 bytes) available in the mbuf, data can be storedin a
separatenemoryarea,managedisinga private pagemapand
maintainedby the mbuf utilities. Dueto its compleity, there
are far more opportunitiesfor specializationin the allocation
systemusedby BSD thanthereis in the linear sk _buffs
in Linux. Supposedlya key reasonto use mbuf structures
in BSD is the fact that memory was far more expensve at
the time it was designed.BSD copeswith this design by
using clustersto get as close to linearbuffer behaior as
possible.This behaior is invariantat run time, and thus can
be specialized.

Figure 2 containsa fragmentof the fast-pathof the UDP
sendoperation.All the conditionalsthat dependon invariants
areprintedin boldface.As canbe obsered, this codewill be
drasticallyprunedby specialization.

The routing decisionsin the IP layer (the ip _output
function) closely resemblethe onesin Linux and offer the
samespecializationopportunities.The assumptiongnadein
TCP are all protocol centric and we do not dependon ary
Linux speci city, suchasits formulationof sggmentsin ight
or RTO calculationalgorithm.Specifyingthe ADU sizeexplic-
itly, freezingthe MSS (it is calculatechasebnthe PMTU, like
in Linux), avoiding the Silly-Window-Syndromealgorithmand
the explicit specialization-timeremoval of optional features
suchasECN and SACK are availablein FreeBSDas well.

B. Codeguards

Should at ary time, an invariant used for specialization
ceaseto be valid, the correspondingoptimized code would
be invalid as well. Although most events that causethis to
happenare highly improbable they are neverthelesgossible,
andoneneedso ensurethaton their occurrencethe systemis
returnedo a consistenstate.To do sowe usecodeguards|8].
The dynamicsof establishingguardsandthe processof code
repluggingwere rst describedby Pu et al. [8]. Although
we have not useda tool that lists out all the possiblesites
whereinvariantvariablescanbe modi ed in afool-proof way,
as they did, insteadwe have usedthe LXR sourcecross-
referencingsystemLinux arbitratesaccesso sharedvariables



do {
if (uio == NULL) {
resid = 0;
if (ags & MSG._ EOR)
top->m flags |=
} else do {
if (top ==0) {
MGETHDR(m, M_WAIT, MT _DATA);
if  (m == NULL) {
error = ENOBUFS;
goto release;

MEOR;

}
mlen = MHLEN;
m->mpkthdr.len
m->mpkthdr.rcvif
} else {

MGET(m, M_ WAIT, MT_ DATA);
if (m == NULL) {

error = ENOBUFS;

goto release;

= 0;

(struct ifnet  *)0;

}
mlen = MLEN;

if (resid >= MINCLSIZE) {
MCLGET(m, M_ WAIT);
if (m-> m. ags & M_ EXT) == 0)
goto nopages;
mlen = MCLBYTES;
len = min(min(mlen, resid), space);
} else {
len = min(min(mlen, resid), space);
/* For datagrap protocols,leaveroom*/
if (atomic && top== 0 && len)j mlen)
[*for protocol heades in r st mbuf*/
MH_ALIGN(m, len);
}

while

(‘buffer  _sent);

Fig. 2. Fast-pathof the UDP sendoperationin BSD

in a systematicway, using accessoifunctions, macros,etc,
uniformly throughoutthe kernel.

Events that can violate invariants can be classi ed into
two cateyories:application-triggered eventsand ernvironment-
triggeredevents An applicationtriggeredeventis causedvhen
an application invokes a routine that explicitly violates an
invariant. It is relatively easyto guard againstsuch events,
sincethe guardscan be establishecht the source,i.e., at the
entry pointsof suchroutines.Environment-triggeregventson
the other hand,are causedby side-efectson the stateof the
system.Theseeventsare more dif cult to guardagainst.We
have usedthe LXR tool to enumeratesuchevents.We handle
themasfollows.

Application-triggered violations.

Whenanattemptis madeto modify certainsoclet options
during a sessiona guardis madeto rejectthe operation.
Thisis achievedby routingthesetsockopt  systemcall
to an entry in the local systemcall table of the process
(seeSectionlll), which identically fails.

Recallthatthe sizeof the buffer usedin thesend system
call canbe assertednvariant. This assumptions guarded
similarly in thelocal processversionof thesend system
call, whereit is checledagainsthe expectedengthof the
buffer. This expectedengthis speci ed by theapplication
asa new soclet option (SO_ADU).

Environment-triggered violations.
When a soclet is closed during the transmissionof a

paclet,thespecializecdcodeis immediatelyinvalidated as
it is basedon a frozensoclet structurewhich hasceased
to exist. Closing a soclet resultsin the closing of the
associatedle descriptorin the filp _close routine.
The stratgy usedto recover from sucha situationis as
follows. Thefilp _close routineis madeto acquirea
semaphorassociatedavith the instanceof the specialized
codethat is being affected. When the specializedcode
is deployed at the time of specializationjt is protected
by this semaphoret the boundariesThis stratgy may
admittedlyincreasehelateng of theclose operationn
caseit is invoked during the executionof the specialized
code,but sincethe increases limited by the time taken
for one executionof the code path, and the situationis
highly improbable,it is neglected.The use of synchro-
nization primitivesin codeguardswas rst proposedby
Puetal. [8].

When the route associatedwith a destinationaddress
changesduring a session,we once again prevent the
execution of the code using the route by acquiring a
semaphoreln sucha situation,therecanbe two possible
coursesof action. The rst consistsof stoppingthe exe-
cutionof the old code,re-specializinghe codeaccording
to the new route and then resumingthe execution. This
approach,however, is infeasible becauset would stall
the operationin progresgor an extendedlength of time.
We insteadchoosethe secondstrateyy, andreinforcethe
assumptiorby offsetting the behavior of the code. That
is, insteadof changingthe codeto make it correct,we
offsetthe systemto achiese the sameresult. Concretely
a Network AddressTranslation(NAT) rule is installedas
areinforcemento ensuredelivery to the correctphysical
destination.Using one or the other option, and how the
rule is put into effect could be a policy left to the system
administrator

Every time an acknavledgmentis receved by the TCP
senderthe MSSis recalculatedIf theresultdiffersfrom
thevaluewe have assumedwe useareinforcemenbased
on a packet manglingrule.

I1l1. ENABLING THE SPECIALIZATION

Before discussingthe implementationof the specialization
infrastructure,.e., the machinerythat actually generatespe-
cialized codeandloadsit in the kernelof the target machine,
we will describea typical scenariao acquainthe reademwith
how our approachworks in practice.

1) A scenario: Our specializationarchitectureallows spe-
cialized versionsof codeto be requestedor a x ed set of
system calls, de ned at the time the OS is compiled. To
simplify discussionwe will focuson the send systemcall,
which is the most commonfunction usedto submit datato
the protocol stack.

Specializatiorof thesend systemcall is requestedhrough
the correspondingentry in the global specializationinterface.
This entry, do_customize _send, correspondgo a macro
function that expandsinto a unique systemcall, common



Original C code:
“struct sk_buff  *sock _alloc _send _pskb( struct sock *sk,
unsignedlong header _len,

unsignedlong data _len,

int noblock,

int *errcode) {

Tempospecializationdeclamtions:

Sock _alloc _send _pskb:: intern sock _alloc _send _pskb(
Specsock struct sock)  S(*) sk,
S( unsignedlong ) header _len,
S( unsignedlong ) data _len,
S( int ) noblock,
D( int * ) errcode) {

Fig. 3. Specializatiordeclarations

to the entire interface. This is invoked as early as the spe-
cialization context becomesknown, with the valuesforming
the specializationcontet, such as the soclet descriptor the
destinationaddressthe protocol to use,etc This invocation
returnsa token,whichis usedby the applicationto referto the
versionof the systemcall, specializedor the speci c context.
De ning a new token to multiplex operationinsteadof the
soclet descriptorallows for multiple versionsof the send
systemcall to be usedwith the samesoclet descriptor

Invoking the specializedversionof the systemcall is done
via customized _send, which takes three algumentsless
thanthe former, asthey have beeninlined into the specialized
code.However, it takes one additionalargument,namelythe
token.

A. Describingthe specializationopportunitiesto the special-
izer

Theprogramspecializemwe usedin this projectis the Tempo
C Specializef14]. Tempoprovidesa declaratioanguagehat
allows oneto describethe desiredspecializatiorby specifying
both the code fragmentsto specializeand the invariantsto
consider [10]. Concretely this amountsto copying the C
declarationsn a separatele anddecoratinghe typesof each
parametemwith S if the parameteis aninvariantandD other
wise. An exampleof the declarationsve have written for the
Linux protocolstackis shavn in Figure 3. Thesedeclarations
specifythatthefunctionsock _alloc _send _pskb hasto be
specializedor a context wherethe parametersieader _en ,
data _len , noblock areinvariant.Furthermorethe pointer
sk is alsoaninvariantandpointsto a soclet datastructurethat
exhibits invariant elds, asspeci ed by Spec _sock whichis
not shavn. ThesedeclarationenableTempoto appropriately
analyzethe code.Oncethe analysisis done,the specialization
may be performedas soonas the specializationcontext (i.e.,
the valuesof the invariants)is madeavailable.

B. Specializationprocess:Local or Remote?

The mostimportantissueto addressvhenspecializingcode
for CPU limited systemsis where to execute the process
of specializationas it can be expectedto consumea lot of
resources.

We have implementedtwo versionsof our specialization
infrastructure,one of which loads and executesthe program
specializer and the compilerto compile the generateccode,
locally. The other version, describedin detail in another
publication[1] requestsspecializedcodeto be generatedy
sendingthe specializationcontext usedand downloadingthe
specializeccodegeneratedThis is the approachof choicefor
embeddedetwork systemsin the following subsectionsywe
give a shortdescriptionof both approaches.

C. Specializinglocally

Specializing locally may be desirablein caseswhen a
reasonablypowerful sener needsto maximizeits efciency
transferringover a high speedink, suchas 1 or 10 Gigabit.

The most importantimplementationissue here is making
the specializationcontext, consistingof invariant properties,
availableto the specializer This is signi cant asthesevalues
are available in the addressspaceof the kernel, and cannot
be accessedy the programspecializer which runs in user
addressspace.

In the local case,we solwe this problem by running the
specializeras a privileged processand giving it direct access
to kernel memory The techniqueusedto accomplishthis is
describedn detail by Toshiuki [15].

D. Specializingremotely

Being able to specializeremotely is crucial for low-end
systemssuch as PDAs, as running specializationon them
would consumescarcememoryand storageresourcegswell
astake a long time to complete.ln remotecustomizationthe
OSkernelon the target device for which the specializedcode
is neededpackagesthe specializationcontext and key run-
time information and sendsthem to a remote specialization
sener. The contet and run-time information are used to
emulatethe device run-timeervironmenton the sener, andthe
specializeris run to usethis ervironmentin partto generate
the specializedcode. The specializedcodeis nally sentto
the device.

IV. EXPERIMENTAL PERFORMANCE EVALUATION AND
ANALYSIS

In this section,we presentthe resultsof a seriesof exper
imentsconductedto evaluatethe impactof specializationon
protocol stacksin OS kernels.Our setup consistedof three
target devices: a Pentiumlll (Plll, 700MHz, 128MB RAM),
a 486 (40MHz, 32MB RAM) and an iPAQ with an ARM
SA1100 (200MHz, 32MB RAM). We evaluatedthe perfor
manceof specializeccodeproducedusingour architectureor
eachof theseindividually.

Specializationwas performed remotely [1] for all three
architecturespn a fast sener and over a 10Mbps" wireless
LAN. We usedversion 2.4.20 of the Linux kernel for our
implementationrand all our experiments.

We rst describethe experimentsconducted then present
theresultsand nally characterizahemandconclude.

INote: this wasusedby the specializatiorextensiongto procurespecialized
code,and not by the applicationto transferdata.



A. Experiments

The experimentsconductedcomparethe performanceof
the original TCP/IP stack to that of the specializedcode
producedfor performingbasicdatatransferover the network.
The measurementwere carriedout in two stages:

MeasuringcodespeedupWe senta burstof UDP paclets
andrecordthe numberof CPU cyclestaken by the perti-
nentcode(i.e., the soclet, UDP andIP layers)in the un-
specializedandspecializedrersionsThesemeasurements
were performedin-kernel.
Measuringthroughputimprovement.The Netperfbend-
mark suite[16] wasusedto nd theimpactof specializa-
tion on the actual datathroughputof the TCP/IP stack.
The results shavn comparethe throughput measured
by the original implementationof Netperf using the
un-specializedstack, to a modi ed version using the
specializedcode producedby the specializationengine.
Thelatterwasmodi ed to usethe specializatiorinterface.
This measurealso gives an indication of how much
CPU resources freed up, as the additional CPU cycles
now available may be usedfor actwities otherthandata
transmission.

Along with the resultsof theseexperimentswe also present
the associateaverheadsn performingspecialization.

B. Sizeand performanceof specializedcode

Figure 4(a) compareghe numberof CPU cyclesconsumed
by the Soclet, UDP andIP layersbeforeand after specializa-
tion. We nd that thereis an improvementof about25% in
the speedof the code.It shouldbe notedthatthis valueis not
affectedby otherkernelthreadsrunningon the system,asthe
kernelwe have usedis non-preemptable.

Figure 4(b) comparesthe size of the specializedcode
produced o the size of the original code. The original code
correspondsto both the main and auxiliary functionalities
requiredto implementthe protocolstack.The specializeccode
is a prunedand optimizedversion of the original codefor a
givenspecializatiorcontext. As canbenoticed, the specialized
codecanbe up to 20 times smallerthanthe original code.

Figures 5(a) and 5(b) shov a comparisonbetweenthe
throughputof the Soclet, UDP and IP layersbeforeandafter
specializationmeasuredoy the UDP streamtest of Netperf
on the PIIl. Figure 5(c) shavs the samecomparisonfor the
486 andthe iPAQ respectiely.

On the PIII, for a favorable paclet size of 64b, the im-
provementin throughputis found to be about16%, andfor a
more realistic size of 1Kb, it is about13%. On the 486, the
improvementfor 1Kb pacletsis about27%. For the iPAQ,
againwith 1Kb paclets,the improvementis about18%.

Figures 5(d) and 5(e) shov a comparisonbetweenthe
throughputof the Soclet, TCP andIP layersbeforeand after
specializationmeasuredy the TCP streamtestof Netperfon
the PIII, 486 andiPAQ. Correspondingo a TCP Maximum
SgmentSizeof 1448bytes,thereis animprovementof about
10% on the PIII, 23% on the 486 and 13% on the iPAQ.

Finally, Figure 4(c) shavs the overheadof performing
specializationwith the currentversion of our specialization
engine,in the setupdescribedearlier It shouldbe notedthat
the currentversionof our specializationengineis assembled
from componentghat are implementedas separatgrograms,
runningasindependenprocessesAlso, they arereloadednto
memoryevery time specializationis performed We arework-
ing on meiging thesecomponentsin particularthe specializer
and compiler and on making the specializationengine a
constantlyrunningprocessWe expectthesechangesandother
optimizations suchasusingpre-compilecheadersto improve
the performanceof the specializationengine dramatically
Indeed,the overheadis presentlydominatedby thesefactors.

V. RELATED WORK

Optimizing protocol stackshas beena consistentarea of
researchin network systems.Protocol stackshave beenop-
timized using various approachesver the pasttwo decades.
And even today work continueson e xible OS architectures
that facilitate fast networking. We seeour work as tting in
the broadscopeof theseefforts, with a speci ¢ motivationto
automateoptimizationfor embeddechetwork systems.

Mosbeper et. al [17] list someuseful techniquesfor op-
timizing protocol stacks.Our approachcapturesmost of the
optimizationsdescribedn this work. Path-inlining comesfor
free, as the specializationcontet directly identi es the fast
path associatedvith operations,bringing all code that goes
into it together Functionoutlining works in the sameway, as
unneededunctionsare specializedaway from the codeused.
Function cloning can happenwhen a function is fully static
and determinedat specializatiortime.

X-kernel[18] is an object-basedramenork for implement-
ing network protocols With thehelp of well-documentedhter-
faces,t enablesdevelopersto implementprotocolsandcreate
paclet processingchainsrapidly. Run-time code generation
has been known to yield impressie performancegains in
prior works suchas DPF [2] and Synthesis [19]. Synthesis
alsousedaggressie inlining to atten and optimize protocol
stacks.Plexus [20] allows the creationof applicationspeci ¢
protocolsin a type-safelanguagewhich canbe dynamically
insertedinto kernels.Prolac[21] is a statically-typed,object-
oriented languageto implement network protocolsthat de-
viated from theoretical models for protocol de nition and
focused on readability and easeof implementation.These
efforts, however, are orthogonalto our work asour aim is to
reuseexisting protocol stackimplementationsn an ef cient
way, as opposedto encodingnew ones.It usesthe leverage
of evolved OS code and optimizesit in a way that entails
negligible modi cations in itself and minimal modi cations
in applicationsthat utilize it.

VI. CONCLUSION AND FUTURE WORK

In this paper we have describedan approachto combining
the leverageof a generic protocol stack, with the footprint
and performanceadvantageof a customizedone. To achieve
this combination,we use automatic program specialization.
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We have implementeda facility for applicationsto invoke
such specializationand use specializedcode with minimal
modi cations. This implementationis optimized for local
specialization,but has beenextendedto specializationin a
distributed ervironmentaswell [1].

Specializatiorof the Linux TCP/IP stackreducedthe code
size by a factor of 20, improved the executionspeedby up
to 25%, and improved the throughputby up to 21%. The
portability of the approachhas been demonstratedby our
experimentson threearchitecturesPlIll, Intel 486, and ARM
and our perusalof FreeBSD5.1 to establisha correlation.

Among our future projects,we intend to explore the spe-
cialization of protocol stacksin non-UNIX OSes,such as
Windows. We arealsoworking on extendingthe specialization
interface to empaver applicationsto expressmore powerful
specializationpredicatesto further optimize operation.
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