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1 Intr oduction
Themostbasicfunctionalityof adistributedhashtable,or
DHT, is to partitiona key spaceacrossthesetof nodesin
a distributedsystemsuchthatall nodesagreeon thepar-
titioning. For example,theChordDHT assignseachnode
arandomidenti�er from thekey spaceof integersmodulo
2160 andmapseachkey to thenodewhoseidenti�er most
immediatelyfollows it. Chordis thussaidto implement
the successorrelation, and so long as eachnodein the
network knows its predecessorin thekey space,any node
cancomputewhichkeys aremappedontoit.

An implicit assumptionin ChordandotherDHT pro-
tocolsis thatall nodesareableto communicatewith each
other, yet we know this assumptionis unfoundedin prac-
tice. We say a set of threehosts,A, B, andC, exhibit
non-transitivity if A cancommunicatewith B, andB can
communicatewith C, but A cannotcommunicatewith C.
As we show in Section2, 2.3%of all pairsof nodeson
PlanetLabexhibit transientperiodsin which they cannot
communicatewith eachother, but in which they cancom-
municatethrougha third node. Thesetransientperiods
of non-transitivity occurfor many reasons,includinglink
failures,BGP routing updates,andISP peeringdisputes
(e.g.,[15]).

Suchnon-transitivity in theunderlyingnetwork is prob-
lematicfor DHTs. Considerfor examplethe Chordnet-
work illustratedin Figure1. Identi�ers increasefrom the
left, sonodeB is thepropersuccessorto key k. If nodesA
andB areunableto communicatewith eachother, A will
believe thatC is its successor. Upon receiving a lookup
requestfor k, A will returnC to the requester. If the re-
questerthentries to inserta documentassociatedwith k
at nodeC, nodeC would refuse,sinceaccordingto its
view it is not responsiblefor key k.

While this examplemay seemcontrived, it is in fact
quitecommon.If eachpair of nodeswith adjacentiden-
ti�ers in a 300-nodeChordnetwork (independently)has
a 0.1%chanceof beingunableto communicate,thenwe
expectthatthereis a1� 0:999300 � 26%chancethatsome
pairwill beunableto communicateatany time. However,
both nodesin sucha pair have a 0:9992 chanceof being
ableto communicatewith thenodethatmostimmediately
precedesthemboth.
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Figure1: Non-transitivityin Chord. Thedashedlinesrep-
resentpredecessorlinks.

Collectively, theauthorshave producedthreeindepen-
dentDHT implementations:theBamboo[20] implemen-
tation in OpenDHT [21], the Chord [25] implementa-
tion in i3 [24], andtheKademlia[13] implementationin
Coral [9]. Moreover, we have run public deploymentsof
thesethreeDHTsonPlanetLabfor over ayear.

While DHT algorithmsseemquiteeleganton paper, in
practicewe foundthata greatdealof our implementation
effort wasspentdiscovering and�xing problemscaused
by non-transitivity. Of course,maintaininga full link-
stateroutingtableat eachDHT nodewould have suf�ced
to solve all suchproblems,but would also requirecon-
siderablymorebandwidththanabasicDHT.1 Instead,we
eachindependentlydiscovereda setof “hacks” to cover
up the false assumptionof full connectivity on which
DHTsarebased.

In thispaper, wecategorizethewaysin whichBamboo,
Chord,andKademliabreakdown undernon-transitivity,
and we enumeratethe ways we modi�ed them to cope
with theseshortcomings. We also discussapplication-
level solutionsto the problem. Many of thesefailure
modesand�x eswerequitepainful for usto discover, and
we hopethat—atleastin the short term—thiswork will
save othersthe effort. In the longer term, we hopethat
by focusingattentionon theproblem,we will encourage
futureDHT designersto tacklenon-transitivity head-on.

The next section quanti�es the prevalence of non-
transitivity ontheInternetandsurveysrelatedwork in this
area.Section3 presentsa brief review of DHT terminol-
ogy. Section4 discussesfour problemscausedby non-
transitivity in DHTs andour solutionsto them. Finally,
Section5 concludes.

1For someapplications,link-staterouting may in fact be the right
solution,but suchsystemsareoutsidethescopeof ourconsideration.



2 Prevalenceof Non-Transitivity

The Internet is known to suffer from network outages
(suchas extremely heavy congestionor routing conver-
genceproblems)thatresultin thelossof connectivity be-
tweensomepairsof nodes[3,16]. Furthermore,thelossof
connectivity is oftennon-transitive; in fact,RON [3] and
SOSR[11] take advantageof suchnon-transitivity—the
fact that two nodesthatcannottemporarilycommunicate
with oneanotheroftenhaveathird nodethatcancommu-
nicatewith themboth—toimprove resilienceby routing
aroundnetwork outages.

Gerdingand Stribling [10] observed a signi�cant de-
greeof non-transitivity amongPlanetLabhosts;of all pos-
sibleunorderedthreetuplesof nodes(A;B;C), about9%
exhibited non-transitivity.2 Furthermore,they attributed
this non-transitivity to the fact that PlanetLabconsists
of threeclassesof nodes:Internet1-only, Internet2-only,
and multi-homednodes. Although Internet1-onlyand
Internet2-onlynodescannotdirectlycommunicate,multi-
homednodescancommunicatewith themboth.

Extendingthe above study, we have found that tran-
sient routing problemsare also a major sourceof non-
transitivity in PlanetLab. In particular, we considereda
threehour window on August3, 2005from the all-pairs
pingdataset[1]. Thedatasetconsistsof pingsbetweenall
pairsof nodesconductedevery15minutes,with eachdata
pointaveragedover tenpingattempts.

We countedthe numberof unorderedpairs of hosts
(A;B) suchthatA andB cannotreacheachotherbut an-
otherhostC canreachbothA andB. Wefoundthat,of all
pairsof nodes,about5:2% of thembelongedto this cate-
goryover thethreehourwindow. Of thesepairsof nodes,
about 56% of the pairs had persistentproblems; these
wereprobablybecauseof the problemdescribedabove.
However, theremaining44%of thepairsexhibitedprob-
lemsintermittently;in fact,about25%of thepairscould
not communicatewith eachotheronly in oneof the 15-
minute snapshots.This suggeststhat non-transitivity is
not entirely an artifact of the PlanetLabtestbed,but also
causedby transientroutingproblems.

3 DHT Background

Beforemoving onto thecoreof thispaper, we�rst brie�y
review basicDHT nomenclature.We assumethe reader
hassomefamiliarity with basicDHT routing protocols.
For moreinformation,see[13,23,25].

The DHT assignsevery key in the identi�er spaceto
a node,which is calledthe root (or thesuccessor) of the
key. Themainprimitive thatDHTs supportis lookup, in

2Li etal. [12] have laterstudiedtheeffectof suchnon-transitivity on
therobustnessof differentDHTssuchasChordandTapestry.

S

R

A B

(a) Iterative routing

S

R

A B

(b) Recursive routing

Figure2: Two stylesof DHT routingfor sourcenodeSto
performa lookupthatterminatesat rootnodeR.

which a nodecanef�ciently discover a key's root. The
lookupprotocolgreedilytraversesthenodesof theDHT,
progressingcloserto therootof thekey ateachstep.

Eachnodemaintainsa setof neighborsthat it usesto
routepackets. Typically, suchneighborsaredivided into
(a) short links chosenfrom the node's immediateneigh-
borhoodin theID spaceto ensurecorrectnessof lookups,
and(b) long links chosento ensurethat lookupsareef�-
cient(e.g.,takenomorethanO(logn) hopsfor anetwork
with n nodes). In Chord and Bamboo,the set of short
links is called the node's successorlist and leaf set, re-
spectively, andthe long links arecalled�ngers androut-
ing table entries. While Kademliausesa singlerouting
table,onecanstill differentiatebetweenits closestbucket
of shortlinks andfartherbucketsof long links.

DHT routingcanbeeitheriterativeor recursive[8] (see
Figure2). Considera simpleexample,in which source
nodeSinitiatesa lookupfor somekey whoseroot is node
R. In iterative routing, nodeS �rst contactsnodeA to
learnaboutnodeB, andthenS subsequentlycontactsB.
In recursiverouting,ScontactsA, andAcontactsB in turn.

Both routing techniqueshave differentstrengths.For
example, recursive routing is fasterthan iterative rout-
ing usingthesamebandwidthbudget[8,19] andcanuse
fasterper-nodetimeouts[20]. Ontheotherhand,iterative
routinggivestheinitiating nodemoreend-to-endcontrol,
which can be used, for instance,for better paralleliza-
tion [13,19]. We discussthe impactof both approaches
in thefollowing section.

4 Problemsand Solutions

This sectionpresentsproblemscausedby non-transitivity
in DHTs andthe methodswe useto mitigatethem. We
presenttheseproblemsin increasingorderof how dif�cult
they areto solve.

4.1 Invisible Nodes

Oneproblemdueto non-transitivity occurswhena node
learnsabout systemparticipantsfrom other nodes,yet
cannotdirectlycommunicatewith thesenewly discovered
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Figure3: Invisiblenodes.SlearnsaboutM andN from A
while trying to routeto R, but Shasnodirectconnectivity
to M. By sendinglookupmessagesto M andN in parallel,
Savoidsbeingstalledwhile its requestto M timesout.

nodes.This problemarisesbothduringneighbormainte-
nanceandwhile performinglookups.

Forexample,assumethatanodeA learnsaboutapoten-
tial neighborB throughathird nodeC, but A andB cannot
directly communicate.We saythat from A's perspective
B is an invisiblenode. In earlyversionsof bothBamboo
andi3-Chord,A wouldblindly addB asaneighbor. Later,
A wouldnoticethatB wasunreachableandremove it, but
in themeantimeA wouldtry to routemessagesthroughB.

A relatedproblemoccurswhennodesblindly trustfail-
urenoti�cations from othernodes.Continuingtheabove
example,whenA fails to contactB dueto non-transitivity,
in anaiveimplementationA will informC of thisfact,and
C will erroneouslyremove B asaneighbor.

A simple �x for both of theseproblemsis to prevent
nodesfrom blindly trusting other nodeswith respectto
which nodesin the network are up or down. Instead,
a node A should only add a neighborB after success-
fully communicatingwith it, andA shouldonly remove
aneighborwith whomit cannolongerdirectlycommuni-
cate.This techniqueis usedby all threeof ourDHTs.

Invisible nodesalsocauseperformanceproblemsdur-
ing iterative routing,wherethenodeperforminga lookup
mustcommunicatewith nodesthatarenot its immediate
neighborsin the overlay. For example,asshown in Fig-
ure3, a nodeS may learnof anothernodeM throughits
neighborA, but may be unableto directly communicate
with M to performa lookup. S will eventually time out
its requestto M, but suchtimeoutsincreasethelatency of
lookupssubstantially.

Three techniquescan mitigate the effect of invisible
nodeson lookupperformancein iterative routing.First,a
DHT canusevirtual coordinatessuchasthosecomputed
by Vivaldi [7] to choosetighter timeouts.This technique
shouldwork well in general,althoughwehave foundthat
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Figure4: Routingloops. In i3-Chord,if a lookuppasses
by thecorrectsuccessoron accountof non-transitivity, a
routingloop arises.Thecorrectnessof lookupcanbeim-
provedin suchcasesby traversingpredecessorlinks.

the Vivaldi implementationsin both Bambooand Coral
aretoo inaccurateonPlanetLabto beof muchuse.3

Second,a nodecansendseveral messagesin parallel
for eachlookup,allowing requeststo continuetowardsthe
root even whensomeotherstime out. As shown in Fig-
ure3, Scansendlookupmessagesto M andN in parallel.
This techniquewas�rst proposedin Kademlia[13].

Third, anodecanrememberothernodesthatit wasun-
able to reachin the past. Using this technique,which
we call a unreachable node cache, a node S marks
M as unreachableafter a few failed communicationat-
tempts.Then,if M is encounteredagain duringa subse-
quentlookup request,S immediatelyconcludesthat it is
unreachablewithout wastingbandwidthand suffering a
timeout.

OpenDHTandi3 bothuserecursive routing,but Coral
implementsiterative routing using the above approach,
maintainingthreeparallelRPCsanda unreachablenode
cache.

4.2 Routing Loops

In i3-Chord,non-transitivity causesrouting loopsasfol-
lows. i3-Chordforwardsa datapacket to the root for a
key k, which is the nodewhoseidenti�er most immedi-
ately succeedsk in the circular key space. In Figure4,
let the properroot for k be R. Also, assumethat P can-
notcommunicatewith R. A lookuproutedthroughP thus
skips over R to N, the next nodein the key spacewith
whichP cancommunicate.N, however, knows its correct
predecessorin thenetwork, andthereforeknows that it is

3We note,however, that neitherof our Vivaldi implementationsin-
cludethekindsof �ltering usedby Pietzuch,Ledlie,andSeltzerto pro-
ducemore accuratecoordinateson PlanetLab[17]; it is possiblethat
their implementationwouldproducemoreaccuratetimeoutvalues.



not theroot for k. It thusforwardsthelookuparoundthe
ring, anda loop is formed.

It shouldbe notedthat this problemdoesnot occurin
the original versionof the Chordprotocol,sincea node
doesnot forwarda lookuprequestto thetargetnode[25];
insteadthepredecessorof the targetnodereturnsthetar-
getnodeto therequester. However, this operationwould
introduceanextra RTT delayin forwardingani3 packet,
andstill will not eliminatethe problemscreatedby non-
transitive routing(seetheexamplein Figure1).

Bambooand Kademliaavoid routing loops by de�n-
ing a total orderingover nodesduring routing. In these
networks, a nodeA only forwardsa lookup on key k to
anothernodeB if jB� kj < jA� kj, where“ � ” represents
modularsubtractionin BambooandXOR in Kademlia.

Introducing such a total ordering in i3-Chord is
straightforward: insteadof forwardinga lookup towards
the root, a node can stop any lookup that has already
passedits root. For example,whenN receivesa lookup
for k fromP, it knowssomethingis amisssinceP< k< N,
but N is notthedirectsuccessorof k. An alternativemech-
anismfor preventingloopswould beto storea key on its
predecessornode,ratherthanits successornode[6].

Stoppinga lookup in this way avoids loops, but it is
oftenpossibleto getcloserto theroot for akey by routing
alongpredecessorlinks oncenormalroutinghasstopped.
i3's Chord implementationbacktracksin this way. For
example,the dashedlines from N backto R in Figure4
show the pathof the lookup usingpredecessorlinks. To
guaranteeterminationwhenbacktracking,oncea packet
beginsfollowing predecessorlinks it is neveragainrouted
alongforwardlinks.

4.3 BrokenReturn Paths

Oftenanapplicationbuilt atopaDHT routinglayerwants
to not only routeto the root of a key but alsoto retrieve
somevalueback.For example,it mayroutea put request
to the root, in which caseit expectsan acknowledgment
of its requestin return. Likewise, with a get request,it
expectsto receive any valuesstoredunderthegivenkey.
In onevery importantcase,it routesa requestto join the
DHT to theroot andexpectsto receive theroot's leaf set
or successorlist in return.

As shown in Figure5, whenasourceSroutesarequest
recursively to therootR, themostobviousandleastcostly
way for R to respondis to communicatewith S directly
over IP. While this approachworks well in the common
case,it fails with non-transitivity; theexistenceof a route
from S to R throughthe overlay doesnot guaranteethe
existenceof the direct IP route back. We know of two
solutionsto thisproblem.

The �rst solutionis to sourceroutethemessageback-
wardsalong the path it traveled from S to R in the �rst
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Figure5: Broken return paths. Although S can routea
put or get requestto R throughtheoverlay, theremaybe
no direct IP routebackfrom R to S. Onealternative is to
routetheresultbackalongthepathtakenfrom Sto R; the
otheris to routethrougha randomneighborT.

place, as shown by the dotted line in Figure 5. Since
eachnodealongthepathforwardedthemessagethrough
aneighborthathadbeenrespondingto its probesfor live-
ness,it is likely thatthis returnpathis indeedroutable.A
downsideof this solution is that the messagetakessev-
eralhopsto returnto theclient,wastingthebandwidthof
multiplenodes.4

A lesscostly solutionis to have R sourcerouteits re-
sponseto S througha randommemberof its leaf setor
successorlist, asshown by the dashedline in Figure5.
Thesenodesarechosenrandomlywith respectto R itself
(by the randomassignmentof nodeidenti�ers), so most
of themarelikely to beableto routeto S. Moreover, we
alreadyknow that R can route to them, or it would not
have themasneighbors.

A problem with both of thesesolutionsis that they
wastebandwidthin the commoncasewhereR can in-
deedsendits responsedirectly to S. To avoid this waste,
we have Sacknowledgethedirect responsefrom R. If R
fails to receive anacknowledgmentaftersometimeout,R
sourceroutesthe responseback(eitheralongthe request
pathor througha singleneighbor). This timeoutcanbe
chosenusing virtual coordinates,althoughwe have had
dif�culty with Vivaldi on PlanetLabasdiscussedearlier.
Alternatively, we cansimply choosea conservative time-
out value:asit is usedonly in theuncommoncasewhere
Rcannotroutedirectly to S, it affectsthelatency of only a
few requestsin practice.Bamboo/OpenDHTroutesback
througha randomleaf-setneighborin the caseof non-
transitivity, usinga timeoutof � ve seconds.

4A similar approach,whereR usesthe DHT's routing algorithmto
routeits responseto S's identi�er, hasa similar costbut a lower likeli-
hoodof successin mostcases,sowe ignoreit here.
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Figure6: Inconsistentroots. A put from S1 is routedto
theroot,R, whichshouldreplicateit onR0,C,D. But since
R cannotcommunicatewith R0, it replicatesit onC–E in-
stead.R0 will lateracquirea replicaduringsynchroniza-
tion with C–E.

We note that iterative routing doesnot directly suffer
from this problem.SinceSdirectstheroutingprocessit-
self, it will assumeR is down and look for an alternate
root R0 (i.e., thenodethatwould betheroot if R wereac-
tually down). Of course,dependingon theapplication,R0

maynot bea suitablereplacementfor R, but thatreduces
to theinconsistentrootproblem,whichwediscussnext.

4.4 InconsistentRoots

The problemswe have discussedso far are all routing
problems. In this section,we discussa problemcaused
by non-transitivity thataffectsthecorrectnessof thepar-
titioning of theDHT key space.

Most DHT applicationsassumethat thereis only one
root for a given key in the DHT at any given time. As
shown in Figure6, however, this assumptionmay be in-
valid in the presenceof non-transitivity. In the �gure,
nodeR is theproperrootof key k, but sinceRandR0can-
not communicate,R0mistakenly believesit is theroot for
k. A lookup from S1 �nds the correctroot, but a lookup
from S2 travels throughnodeI , which alsocannotcom-
municatewith R, andterminatesinsteadatR0.

Prior work hasexploredtheissueof multiple rootsdue
to transientconditionscreatedby nodesjoining andleav-
ing theoverlay, but hasnot exploredtheeffectsof misbe-
havior in theunderlyingnetwork [4].

Givenacompletepartitionof thenetwork, it is dif�cult
to solve this problemat all, andwe arenot awareof any
existingsolutionsto it. Ontheotherhand,if thedegreeof
non-transitivity is limited, theproblemcanbeeliminated
by theuseof a consensusalgorithm. Theuseof suchal-
gorithmsin DHTs is anactive areaof research[14,22].

Nonetheless,consensusis expensive in messagesand
bandwidth,somany existingDHTsuseaprobabilisticap-
proachto solvingtheprobleminstead.For example,Free-
Pastry1.4.1maintainsfull link-staterouting information
for eachleafset,andanodeisconsideredaliveif any other
memberof its leaf setcanrouteto it [2]. Onceroutabil-
ity hasbeenprovided in this manner, existing techniques
(e.g.,[4]) canbeusedto provideconsistency.

An alternative approachusedby both DHash[5] and
OpenDHT[18] is to solve the inconsistentroot problem
at the applicationlayer. Considerthe traditionalput/get
interfaceto hashtables. As shown in Figure 6, DHash
sendsa put requestfrom S1 for a key-valuepair (k;v) to
ther closestsuccessorsof k, eachof whichstoresareplica
of (k;v).5 In the �gure, R cannotcommunicatewith R0,
andhencethewrongsetof nodesstorereplicas.

To handle this case,as well as normal failures, the
nodesin eachsuccessorlist periodicallysynchronizewith
each other to discover values they should be storing
(see[5, 18] for details). As shown in the �gure, R0 syn-
chronizeswith C–E andlearnsaboutthevalueput by S1.
A subsequentget requestfrom S2 which is routedto R0

will thus�nd thevaluedespitethenon-transitivity.
Of course,if R0 fails to synchronizewith C–E between

theputfromS1 andthegetfromS2, it will mistakenlysend
anemptyresponsefor theget.To avoid thiscase,for each
get requeston key k, DHashandOpenDHTquerymulti-
ple successorsof k. For example,in the �gure, R0 would
sendthegetrequestto C–E, andall four nodeswould re-
spondto S2, which would thencompilea combinedre-
sponse.Thisextrastepincreasescorrectnessat thecostof
increasedlatency andload; OpenDHTusesheuristicsto
decidewhenthisextrastepcanbeeliminatedsafely[19].

5 Conclusion

In this paper, weenumeratedseveralwaysin whichnaive
DHT implementationsbreakdown undernon-transitivity,
and we presentedour experiencesin dealing with the
problemswhen building and deploying three indepen-
dentDHT-basedsystems—OpenDHT[21] thatusesBam-
boo[20], i3 [24] thatusesChord[25], andCoral [9] that
usesKademlia[13]. While we believe that the ultimate
long-termanswerto dealingwith issuesarisingfrom non-
transitivity is perhapsa freshDHT design,we hopethat,
at leastin the short term, this work will save othersthe
effort of �nding and�xing theproblemsweencountered.

5DHashactually storeserasurecodesrather than replicas,but the
distinctionis not relevantto thisdiscussion.



6 Acknowledgements

Theauthorswould like to thankFrankDabek,Jayanthku-
mar Kannan,and Sriram Sankararamanfor their com-
mentswhichhelpedto improve thepaper.

References
[1] PlanetLabAll-Pairs Pings. http://pdos.lcs.mit.

edu/˜strib/pl_app/ .
[2] Freepastry release notes. http://freepastry.

rice.edu/FreePastry/README- 1.4.1.html ,
May 2005.

[3] D. Andersen,H. Balakrishnan,F. Kaashoek,andR. Mor-
ris. ResilientOverlayNetworks. In Proc.SOSP, 2001.

[4] M. Castro,M. Costa,andA. Rowstron. Performanceand
dependabilityof structuredpeer-to-peeroverlays.Techni-
calReportMSR-TR-2003-94,Dec.2003.

[5] J. Cates.Robustandef�cient datamanagementfor a dis-
tributedhashtable. Master's thesis,MassachusettsInsti-
tuteof Technology, May 2003.

[6] F. Dabek.Personalcommunication,Oct.2005.
[7] F. Dabek,R. Cox, F. Kaahoek,andR. Morris. Vivaldi: A

decentralizednetwork coordinatesystem. In Proc. SIG-
COMM, 2004.

[8] F. Dabek,J. Li, E. Sit, J. Robertson,M. F. Kaashoek,and
R. Morris. Designinga DHT for low latency and high
throughput.In Proc.NSDI, 2004.

[9] M. J.Freedman,E.Freudenthal,andD. Mazi�eres.Democ-
ratizing contentpublicationwith Coral. In Proc. NSDI,
Mar. 2004.

[10] S. Gerding and J. Stribling. Examining the
tradeoffs of structured overlays in a dynamic
non-transitive network, 2003. Class project:
http://pdos.csail.mit.edu/˜strib/docs/
projects/networking_fall2003.pdf .

[11] K. P. Gummadi,H. V. Madhyastha,S. D. Gribble,H. M.
Levy, andD. Wetherall. Improving the reliability of in-
ternetpathswith one-hopsourcerouting. In Proc. OSDI,
2002.

[12] J. Li, J. Stribling, R. Morris, M. F. Kaashoek,andT. M.
Gil. A performancevs.costframework for evaluatingdht
designtradeoffs underchurn. In Proc. INFOCOM, 2005.

[13] P. Maymounkov andD. Mazieres. Kademlia: A peer-to-
peer information systembasedon the XOR metric. In
Proc. IPTPS, 2002.

[14] A. Muthitacharoen,S. Gilbert, and R. Morris. Etna:
A fault-tolerant algorithm for atomic mutable DHT
data.TechnicalReportMIT-LCS-TR-993,MIT-LCS,June
2005.

[15] D. Neel. Cogent,Level 3 in standoff over Internetaccess.
TechWeb,Oct.2005.

[16] V. Paxson.MeasurementsandAnalysisof End-to-EndIn-
ternetDynamics. PhDthesis,U.C.Berkeley, 1997.

[17] P. Pietzuch,J.Ledlie,andM. Seltzer. Supportingnetwork
coordinatesonPlanetLab.2005.

[18] S. Rhea. OpenDHT: A public DHT service. PhD thesis,
U.C.Berkeley, Aug. 2005.

[19] S.Rhea,B.-G.Chun,J.Kubiatowicz, andS.Shenker. Fix-
ing theembarrassingslownessof OpenDHTonPlanetLab.
In Proc.WORLDS, Dec.2005.

[20] S. Rhea,D. Geels,T. Roscoe,andJ. Kubiatowicz. Han-
dling churn in a DHT. In USENIXAnnual Tech. Conf.,
June2004.

[21] S. Rhea,B. Godfrey, B. Karp, J. Kubiatowicz, S. Rat-
nasamy, S. Shenker, I. Stoica,andH. Yu. OpenDHT:A
publicDHT serviceanditsuses.In Proc.SIGCOMM, Aug.
2005.

[22] R. Rodriguesand B. Liskov. Rosebud: A scalable
byzantine-fault-tolerantstoragearchitecture. Technical
ReportTR/932,MIT CSAIL, Dec.2003.

[23] A. RowstronandP. Druschel.Pastry:Scalable,distributed
objectlocationandroutingfor large-scalepeer-to-peersys-
tems.In Proc. IFIP/ACM Middleware, Nov. 2001.

[24] I. Stoica,D. Adkins,S.Zhuang,S.Shenker, andS.Surana.
InternetIndirection Infrastructure. In Proc. SIGCOMM,
Aug. 2002.

[25] I. Stoica, R. Morris, D. Karger, M. F. Kaashoek,and
H. Balakrishnan.Chord: A scalablepeer-to-peerlookup
service for Internet applications. In Proc. SIGCOMM,
Aug. 2001.


