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1 Intr oduction

Themostbasicfunctionalityof adistributedhashtable,or
DHT, is to partitiona key spaceacrosshe setof nodesin
a distributedsystemsuchthatall nodesagreeon the par
titioning. For example the ChordDHT assignseachnode
arandomidenti er from thekey spaceof integersmodulo
2160 andmapseachkey to thenodewhoseidenti er most
immediatelyfollows it. Chordis thussaidto implement
the successorelation, and so long as eachnodein the
network knows its predecessdn thekey spaceary node
cancomputewhich keys aremappedntoit.

An implicit assumptiorin ChordandotherDHT pro-
tocolsis thatall nodesareableto communicatevith each
other yetwe know this assumptions unfoundedn prac-
tice. We say a setof threehosts,A, B, andC, exhibit
non-transitivity if A cancommunicatewith B, andB can
communicatewith C, but A cannotcommunicatewith C.
As we shaw in Section2, 2.3% of all pairsof nodeson
PlanetLabexhibit transientperiodsin which they cannot
communicatevith eachother, butin whichthey cancom-
municatethrougha third node. Thesetransientperiods
of non-transitvity occurfor mary reasonsincludinglink
failures,BGP routing updatesand ISP peeringdisputes
(e.g.,[15]).

Suchnon-transitvity in theunderlyingnetwork is prob-
lematicfor DHTs. Considerfor examplethe Chordnet-
work illustratedin Figurel. Identi ers increasdrom the
left, sonodeB is thepropersuccessoto key k. If nodesA
andB areunableto communicatewvith eachother A will
believe thatC is its successorUpon receving a lookup
requestfor k, A will returnC to the requester If there-
guesterthentriesto inserta documentassociatedvith k
at nodeC, nodeC would refuse,sinceaccordingto its
view it is notresponsibldor key k.

While this example may seemcontrived, it is in fact
quite common. If eachpair of nodeswith adjacentden-
ti ers in a 300-nodeChord network (independentlyhas
a 0.1%chanceof beingunableto communicatethenwe
expectthatthereisal 0:999°%° 26%chancehatsome
pairwill beunableto communicatatary time. However,
both nodesin sucha pair have a 0:99% chanceof being
ableto communicatavith thenodethatmostimmediately
precedeshemboth.
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Figurel: Non-transitivityin Chord. Thedashedinesrep-
resentpredecessdinks.

Collectively, the authorshave producedhreeindepen-
dentDHT implementationsthe Bamboo[20] implemen-
tation in OpenDHT [21], the Chord [25] implementa-
tion in i3 [24], andthe Kademlia[13] implementatiorin
Coral[9]. Moreover, we have run public deploymentsof
thesethreeDHTs on PlanetLakfor overayear

While DHT algorithmsseemquite eleganton paperin
practicewe foundthata greatdealof ourimplementation
effort was spentdiscovering and xing problemscaused
by non-transitity. Of course,maintaininga full link-
stateroutingtableat eachDHT nodewould have sufced
to solve all suchproblems,but would also requirecon-
siderablymorebandwidththanabasicDHT.! Insteadwe
eachindependenthydiscorereda setof “hacks” to cover
up the false assumptionof full connectvity on which
DHTsarebased.

In this paperwe cateyorizethewaysin whichBamboo,
Chord,and Kademliabreakdown undernon-transitvity,
and we enumeratethe ways we modi ed themto cope
with theseshortcomings. We also discussapplication-
level solutionsto the problem. Many of thesefailure
modesand x eswerequite painful for usto discover, and
we hopethat—atleastin the shortterm—thiswork will
save othersthe effort. In the longerterm, we hopethat
by focusingattentionon the problem,we will encourage
future DHT designergo tacklenon-transitvity head-on.

The next section quanti es the prevalence of non-
transitvity onthelnternetandsuneysrelatedwork in this
area.Section3 presents brief review of DHT terminol-
ogy. Section4 discussedour problemscausedoby non-
transitvity in DHTs and our solutionsto them. Finally,
Section5 concludes.

1For someapplications link-staterouting may in fact be the right
solution,but suchsystemsareoutsidethe scopeof our consideration.



2 Prevalenceof Non-Transitivity

The Internetis known to suffer from network outages
(suchas extremely heavry congestionor routing corver
genceproblems)hatresultin thelossof connectity be-
tweensomepairsof nodeqd3,16]. Furthermorethelossof
connectvity is often non-transitve; in fact, RON [3] and
SOSR[11] take adwantageof suchnon-transitvity—the
factthattwo nodesthat cannottemporarilycommunicate
with oneanotheroftenhave athird nodethatcancommu-
nicatewith themboth—toimprove resilienceby routing
aroundnetwork outages.

Gerdingand Stribling [10] obsered a signi cant de-
greeof non-transitvity amongPlanetLathosts;of all pos-
sible unorderedhreetuplesof nodes(A; B;C), about9%
exhibited non-transitvity.> Furthermore they attributed
this non-transitvity to the fact that PlanetLabconsists
of threeclasseof nodes:Internetl-only Internet2-only
and multi-homed nodes. Although Internetl-onlyand
Internet2-onlynodescannotdirectly communicatemulti-
homednodescancommunicatevith themboth.

Extendingthe above study we have found that tran-
sient routing problemsare also a major sourceof non-
transitvity in PlanetLab In particular we considereca
threehourwindow on August3, 2005from the all-pairs
pingdatasefl]. Thedatasetonsistof pingsbetweerall
pairsof nodesconductedvery 15 minuteswith eachdata
point averagedover tenping attempts.

We countedthe numberof unorderedpairs of hosts
(A; B) suchthat A andB cannotreacheachotherbut an-
otherhostC canreachboth A andB. We foundthat, of all
pairsof nodesabout5:2% of thembelongedo this cate-
gory overthethreehourwindow. Of thesepairsof nodes,
about56% of the pairs had persistentproblems; these
were probablybecauseof the problemdescribedabore.
However, the remaining44% of the pairsexhibited prob-
lemsintermittently;in fact,about25% of the pairscould
not communicatewith eachotheronly in one of the 15-
minute snapshots.This suggestghat non-transitvity is
not entirely an artifact of the PlanetLabtestbed but also
causedy transientrouting problems.

3 DHT Background

Beforemaving onto thecoreof thispaperwe rst brie y
review basicDHT nomenclature We assumehe reader
hassomefamiliarity with basicDHT routing protocols.
For moreinformation,see[13,23,25].

The DHT assignsevery key in the identi er spaceto
anode,which is calledtheroot (or the successqgrof the
key. The main primitive that DHTs supportis lookup in

21 etal.[12] have laterstudiedthe effect of suchnon-transitvity on
therobustnes®of differentDHTs suchasChordandTapestry
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Figure2: Two stylesof DHT routingfor sourcenodeSto
performalookupthatterminatesat root nodeR.

which a nodecanefciently discover a key's root. The
lookup protocolgreedilytraverseshe nodesof the DHT,
progressingloserto theroot of thekey ateachstep.

Eachnodemaintainsa setof neighborsthat it usesto
route paclets. Typically, suchneighborsaredividedinto
(a) shortlinks chosenfrom the nodes immediateneigh-
borhoodin the ID spaceo ensurecorrectnessf lookups,
and(b) long links choserto ensurethatlookupsare ef -
cient(e.g.,take nomorethanO(logn) hopsfor a network
with n nodes). In Chord and Bamboo,the set of short
links is calledthe nodes successotist andleaf set re-
spectvely, andthelong links arecalled ngers androut-
ing table entries While Kademliausesa single routing
table,onecanstill differentiatebetweerits closestudket
of shortlinks andfartherbucketsof long links.

DHT routingcanbeeitheriterativeor recursive[8] (see
Figure 2). Considera simple example,in which source
nodeSinitiatesalookupfor somekey whoserootis node
R. In iterative routing, node S rst contactsnodeA to
learnaboutnodeB, andthen S subsequentlyontactsB.
In recursverouting,Scontacts, andA contactB in turn.

Both routing techniqueshave differentstrengths. For
example, recursve routing is fasterthan iterative rout-
ing usingthe samebandwidthbudget[8, 19] andcanuse
fastempernodetimeouts[20]. Ontheotherhand iterative
routing givestheinitiating nodemoreend-to-endtontrol,
which can be used, for instance,for better paralleliza-
tion [13,19]. We discussthe impactof both approaches
in thefollowing section.

4 Problemsand Solutions

This sectionpresentproblemscausedy non-transitvity
in DHTs andthe methodswe useto mitigatethem. We
presentheseproblemsn increasingorderof how dif cult

they areto solve.

4.1

Oneproblemdueto non-transitvity occurswhena node
learnsabout systemparticipantsfrom other nodes,yet
cannotdirectly communicatevith thesenewly discorered

Invisible Nodes



Figure3: Invisiblenodes.SlearnsaboutM andN from A
while trying to routeto R, but Shasno directconnectvity
to M. By sendindookupmessaget M andN in parallel,
Savoidsbeingstalledwhile its requesto M timesout.

nodes.This problemarisesboth during neighbormainte-
nanceandwhile performinglookups.

For example assumehatanodeA learnsaboutapoten-
tial neighborB throughathird nodeC, but A andB cannot
directly communicate.We saythatfrom A's perspectie
B is aninvisible node In earlyversionsof bothBamboo
andi3-Chord,A would blindly addB asaneighbor Later,
A would noticethatB wasunreachablandremoreit, but
in themeantimeA wouldtry to routemessagethroughB.

A relatedproblemoccurswhennodesblindly trustfail-
ure noti cations from othernodes.Continuingthe above
example whenA failsto contactB dueto non-transitvity,
in anaive implementatiorA will inform C of thisfact,and
C will erroneouslyemove B asaneighbor

A simple x for both of theseproblemsis to prevent
nodesfrom blindly trusting other nodeswith respectto
which nodesin the network are up or down. Instead,
a node A shouldonly add a neighborB after success-
fully communicatingwith it, and A shouldonly remove
aneighbomwith whomit cannolongerdirectly communi-
cate.Thistechniquds usedby all threeof our DHTSs.

Invisible nodesalso causeperformanceroblemsdur-
ing iterative routing, wherethe nodeperforminga lookup
mustcommunicatewith nodesthatarenot its immediate
neighborsn the overlay For example,asshavn in Fig-
ure 3, anodeS may learnof anothemodeM throughits
neighborA, but may be unableto directly communicate
with M to performa lookup. Swill eventuallytime out
its requesto M, but suchtimeoutsincreasehelateng of
lookupssubstantially

Three techniquescan mitigate the effect of invisible
nodeson lookup performancen iterative routing. First, a
DHT canusevirtual coordinatesuchasthosecomputed
by Vivaldi [7] to chooseightertimeouts. This technique
shouldwork well in general althoughwe have foundthat

Loopy Lookup Path
Following Predecessor Link

Figure4: Routingloops. In i3-Chord,if alookup passes
by the correctsuccessoon accountof non-transitvity, a
routingloop arises.The correctnessf lookupcanbeim-
provedin suchcasesy traversingpredecessdmks.

the Vivaldi implementationsn both Bambooand Coral
aretooinaccurateon PlanetLatto be of muchuse?®

Second,a nodecan sendsereral message# parallel
for eachlookup,allowing requests$o continuetowardsthe
root even whensomeotherstime out. As shawvn in Fig-
ure3, Scansendlookupmessage® M andN in parallel.
Thistechniquewas rst proposedn Kademlia[13].

Third, anodecanremembepthernodeghatit wasun-
able to reachin the past. Using this technique,which
we call a unreadable node cache a node S marks
M as unreachablefter a few failed communicationat-
tempts. Then,if M is encounterecgain duringa subse-
quentlookup request.S immediatelyconcludeghatit is
unreachablavithout wasting bandwidthand suffering a
timeout.

OpenDHTandi3 bothuserecursve routing, but Coral
implementsiterative routing using the above approach,
maintainingthreeparallelRPCsanda unreachablaode
cache.

4.2 Routing Loops

In i3-Chord,non-transitvity causegouting loopsasfol-
lows. i3-Chordforwardsa datapaclet to the root for a
key k, which is the nodewhoseidenti er mostimmedi-
ately succeedk in the circular key space. In Figure4,
let the properroot for k be R. Also, assumehat P can-
notcommunicatevith R. A lookuproutedthroughP thus
skipsover R to N, the next nodein the key spacewith
which P cancommunicateN, however, knowsiits correct
predecessan the network, andthereforeknows thatit is

3We note, however, that neitherof our Vivaldi implementationsn-
cludethekindsof Itering usedby PietzuchLedlie,andSeltzerto pro-
ducemore accuratecoordinateson PlanetLab[17]; it is possiblethat
theirimplementatiorwould producemoreaccuratgimeoutvalues.



nottherootfor k. It thusforwardsthelookup aroundthe
ring, andaloopis formed.

It shouldbe notedthatthis problemdoesnot occurin
the original versionof the Chord protocol, sincea node
doesnotforwardalookuprequesto thetargetnode[25];
insteadthe predecessoof the taget nodereturnsthe tar
getnodeto the requesterHowever, this operationwould
introduceanextra RTT delayin forwardingani3 paclet,
andstill will not eliminatethe problemscreatedby non-
transitive routing (seethe examplein Figurel).

Bambooand Kademliaavoid routing loops by de n-
ing a total orderingover nodesduring routing. In these
networks, a nodeA only forwardsa lookup on key k to

— Standard Join/Put/Get Path

Alternate Return Path 1

---- Alternate Return Path 2
o0

anothemodeB if jB  kj < jA kj, where® " represents Figure5: Broken return paths. Although S canroutea

modularsubtractiorin BambooandXOR in Kademlia.

Introducing such a total ordering in i3-Chord is
straightforvard: insteadof forwardinga lookup towards
the root, a node can stop ary lookup that has already
passedts root. For example,whenN recevvesa lookup
for kfrom P, it knowssomethings amisssinceP< k< N,
but N is notthedirectsuccessoof k. An alternatve mech-
anismfor preventingloopswould beto storea key onits
predecessanode ratherthanits successonode[6].

Stoppinga lookup in this way avoids loops, but it is
oftenpossibleto getcloserto therootfor akey by routing
alongpredecessdinks oncenormalrouting hasstopped.
i3's Chord implementationbacktracksin this way. For
example,the dashedines from N backto R in Figure4
shawv the pathof the lookup usingpredecessadinks. To
guarantegerminationwhenbacktracking,oncea paclet
beginsfollowing predecessdinks it is neveragainrouted
alongforwardlinks.

4.3 BrokenReturn Paths

Oftenanapplicationbuilt atopa DHT routinglayerwants
to not only routeto the root of a key but alsoto retrieve
somevalueback. For example,it mayroutea put request
to theroot, in which caseit expectsan acknavledgment
of its requestin return. Likewise, with a get requestit
expectsto receve ary valuesstoredunderthe given key.
In onevery importantcase,it routesa requesto join the
DHT to the root andexpectsto receve theroot's leaf set
or successolist in return.

As shavnin Figure5, whena sourceSroutesarequest
recursvely to theroot R, themostohviousandleastcostly
way for R to respondis to communicatewith S directly
over IP. While this approachworks well in the common
caseijt fails with non-transitity; the existenceof aroute
from Sto R throughthe overlay doesnot guaranteghe
existenceof the direct IP route back. We know of two
solutionsto this problem.

The rst solutionis to sourceroutethe messagdack-
wardsalongthe pathit traveledfrom Sto R in the rst

put or getrequesto R throughthe overlay, theremay be
no directIP routebackfrom Rto S. Onealternatve is to
routetheresultbackalongthe pathtakenfrom Sto R; the
otheris to routethrougha randomneighborT.

place, as shavn by the dottedline in Figure 5. Since
eachnodealongthe pathforwardedthe messagé¢hrough
aneighborthathadbeenrespondingo its probesfor live-
nessijt is likely thatthis returnpathis indeedroutable. A
downside of this solutionis that the messageakes sev-
eralhopsto returnto the client, wastingthe bandwidthof
multiple nodes’

A lesscostly solutionis to have R sourcerouteits re-
sponse&o S througha randommemberof its leaf setor
successotist, asshavn by the dashedine in Figure5.
Thesenodesarechoserrandomlywith respecto R itself
(by the randomassignmenof nodeidenti ers), so most
of themarelikely to be ableto routeto S. Moreover, we
alreadyknow that R canroute to them, or it would not
have themasneighbors.

A problemwith both of thesesolutionsis that they
wastebandwidthin the commoncasewhereR canin-
deedsendits responsalirectly to S. To avoid this waste,
we have S acknavledgethedirectresponsdrom R. If R
fails to receve anacknavledgmentaftersometimeout,R
sourceroutesthe responséack (eitheralongthe request
pathor througha single neighbor). This timeoutcanbe
chosenusing virtual coordinatesalthoughwe have had
dif culty with Vivaldi on PlanetLabasdiscussedarlier
Alternatively, we cansimply choosea conserative time-
outvalue: asit is usedonly in theuncommorcasewhere
R cannotroutedirectlyto S, it affectsthelateng of only a
few requestsn practice.Bamboo/OpenDHToutesback
througha randomleaf-setneighborin the caseof non-
transitiity, usingatimeoutof ve seconds.

4A similar approachwhereR usesthe DHT's routing algorithmto
routeits responsdo Ssidenti er, hasa similar costbut a lower likeli-
hoodof successn mostcasessowe ignoreit here.



— Put Path
---- Get Path
Replica Synchronization

Figure6: Inconsistentroots. A put from S is routedto
theroot, R, which shouldreplicateit on R°C,D. But since
R cannotcommunicatavith RC, it replicatest on C—E in-
stead.ROwill lateracquirea replicaduring synchroniza-
tion with C-E.

We note that iterative routing doesnot directly suffer
from this problem. SinceS directsthe routing processt-
self, it will assumeR is down andlook for an alternate
root R%(i.e., the nodethatwould betheroot if R wereac-
tually down). Of course dependingon the application, R
may not be a suitablereplacementor R, but thatreduces
to theinconsistentoot problem,which we discussext.

4.4 |InconsistentRoots

The problemswe have discussedso far are all routing
problems. In this section,we discussa problemcaused
by non-transiwity thataffectsthe correctnes®f the par
titioning of the DHT key space.

Most DHT applicationsassumehat thereis only one
root for a given key in the DHT at ary giventime. As
shawvn in Figure 6, however, this assumptiomrmay be in-
valid in the presenceof non-transitvity. In the gure,
nodeR is the properroot of key k, but sinceR andR°can-
not communicateR° mistalenly believesit is theroot for
k. A lookupfrom S nds the correctroot, but a lookup
from S travels throughnodel, which also cannotcom-
municatewith R, andterminatesnsteadat R

Prior work hasexploredtheissueof multiple rootsdue
to transientconditionscreatedby nodesoining andleav-
ing the overlay, but hasnot exploredthe effectsof misbe-
havior in theunderlyingnetwork [4].

Givenacompletepartitionof the network, it is dif cult
to solwve this problemat all, andwe arenot aware of ary
existing solutionsto it. Ontheotherhand,if thedegreeof
non-transiwity is limited, the problemcanbe eliminated
by the useof a consensuslgorithm. The useof suchal-
gorithmsin DHTsis anactive areaof research14,22].

Nonethelessgonsensuss expensve in messageand
bandwidth somary existing DHTs usea probabilisticap-
proachto solvingthe probleminstead For example Free-
Pastry1.4.1maintainsfull link-staterouting information
for eacheafset,andanodeis consideredliveif any other
memberof its leaf setcanrouteto it [2]. Onceroutabil-
ity hasbeenprovidedin this manner existing techniques
(e.g.,[4]) canbeusedto provide consisteny.

An alternatve approachusedby both DHash[5] and
OpenDHTJ18] is to solve the inconsistentoot problem
at the applicationlayer Considerthe traditional put/get
interfaceto hashtables. As showvn in Figure 6, DHash
sendsa put requestfrom S; for a key-value pair (k;Vv) to
ther closessuccessorsf k, eachof which storesareplica
of (k;v).> In the gure, R cannotcommunicatevith RC,
andhencethewrongsetof nodesstorereplicas.

To handlethis case,as well as normal failures, the
nodesn eachsuccessalist periodicallysynchronizewith
each other to discover valuesthey should be storing
(see[5, 18] for details). As shawn in the gure, R®syn-
chronizeswith C-E andlearnsaboutthe valueputby S;.
A subsequenget requestfrom S, which is routedto R°
will thus nd thevaluedespitethe non-transitvity.

Of coursejf Rfails to synchronizewith C-E between
theputfrom S; andthegetfrom S, it will mistalenlysend
anemptyresponsdor theget. To avoid this casefor each
getrequesbon key k, DHashand OpenDHTquery multi-
ple successorsf k. For example,in the gure, R°would
sendthegetrequesto C—E, andall four nodeswould re-
spondto S, which would then compile a combinedre-
sponseThis extrastepincreasegorrectnesatthe costof
increasedateny andload; OpenDHTusesheuristicsto
decidewhenthis extra stepcanbe eliminatedsafely[19].

5 Conclusion

In this paperwe enumeratedereralwaysin which naive
DHT implementation®reakdown undernon-transitivity,
and we presentedour experiencesin dealing with the
problemswhen building and deplogying three indepen-
dentDHT-basedsystems—OpenDHR1] thatusesBam-
boo[20], i3 [24] thatusesChord[25], andCoral [9] that
usesKademlia[13]. While we believe that the ultimate
long-termanswetto dealingwith issuesarisingfrom non-
transitvity is perhapsa freshDHT design,we hopethat,
at leastin the shortterm, this work will save othersthe
effort of nding and xing the problemswe encountered.

SDHashactually storeserasurecodesrather than replicas, but the
distinctionis notrelevantto this discussion.
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