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ABSTRACT
We develop a logic for reasoning about adjacency and sepa-
ration of memory blocks, as well as aliasing of pointers. We
provide a memory model for our logic and present a sound
set of natural deduction-style inference rules. We deploy
the logic in a simple type system for a stack-basedassembly
language. The connectives for the logic provide a 
exible
yet concise mechanism for controlling allocation, dealloca-
tion and accessto both heap-allocated and stack-allocated
data.

Categoriesand SubjectDescriptors
D.3.1 [Programming Languages ]: Formal De�nitions and
Theory; F.3.1 [Logics and Meanings of Programs ]: Spec-
ifying and Reasoning about Programs; F.3.2 [Logics and
Meanings of Programs ]: Semantics of Programming Lan-
guages

GeneralTerms
Reliabilit y, Security, Languages,Veri�cation

Keywords
stack, memory management, ordered logic, bunched logic,
linear logic, type systems, typed assembly language

1. INTRODUCTION
In a proof-carrying code system, a low-level program is

accompanied by a proof that the program will not perform
some \bad" action when executed. A host can verify that
the program will be well-behaved by checking the proof be-
fore running the code, without having to trust the program
or the compiler. Proof-carrying code technology not only
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enables untrusting hosts to verify the safety of programs
they would like to use for their own purp oses,but also al-
lows them to donate idle computational resourcesto super-
computing projects such asSETI@Home[33] without having
to be afraid that their system will be corrupted [4].

In order to develop proof-carrying code technology to the
point where PCC systemscan enforce the complex security
policies required for applications such as grid computing,
researchers must invent convenient abstractions that help
structure proofs of common program properties. These ab-
stractions should be 
exible yet conciseand relativ ely easy
for the compiler implementor to understand and manipulate.
The most successfulabstractions will make it easierto build
certifying compilers. They may also �nd their way from low-
level compiler intermediate languages into general-purpose
programming languages. In fact, we have already seensuch
migration: Grossman et al.'s Cyclone [10] uses Tofte and
Talpin's [37] region abstractions; DeLine and Fahndrich's
Vault [7] incorporates Walker et al.'s capabilities [40]; and
O'Callahan [20] improvesthe JVML typesystemusing mech-
anisms from Morrisett et al.'s STAL [16].

In this paper, we focus on reasoning about memory man-
agement as this domain tests our abilit y to encode a very
wide range of invariants. Moreover, many other safety prop-
erties rely directly on our abilit y to reason about memory
precisely. In order to be able to enforcehigher-level security
policies and other program properties statically , we must be
able to provide an accurate picture of memory �rst.

Our main contribution is a logic for reasoning about ad-
jacency and separation of memory blocks as well as aliasing
of pointers. It is the �rst time that anyone has developed
a simple and concisetheory for reasoning about all of these
conceptssimultaneously. The logic was inspired by both the
work of Polakow and Pfenning on ordered linear logic [28,
29, 27] and recent work on logics and type systems for rea-
soning about aliasing [16, 35, 41, 40, 22, 32, 12]. It is also
related to Petersenet al.'s calculus for reasoningabout data
layout [25].

We use the logic to reason about stack allocation in a
simple typed assembly language. Our presentation of typed
assembly language is also new. We encode the state of our
abstract machine entirely using our new substructural logic
and consequently , the language has the feel of Hoare logic.
However, we also wrap logical formulae up in higher-order
types,which provides us with a simple way to extend tradi-
tional �rst-order Hoare logic to the higher-order domain of
type theory.

In the next section, we intro duce our state logic (SL). We
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discussthe meaning of judgments and formulae in terms of
a concretememory model. We also provide the logical infer-
encerules and prove a few simple metatheoretic properties.
In section 3, we intro duce our typed assembly languageand
show how to useour logic to reasonabout the stack. A proof
of progressand preservation lemmas demonstrates that our
type system is sound. In section 4, we discussrelated work
in greater detail and, in section5, wesuggestsomedirections
for future research.

2. SL: A STATE LOGIC
In this section, we describe SL, a logic for reasoningabout

adjacency, separation and aliasing of memory blocks. The
power of the logic comesfrom the fact that adjacency and
separation properties are contained directly within the con-
nectivesof the logic. Most previous work with similar power
hasits roots in classicalHoare logic, whereonereasonsabout
adjacency or separation by equating locations with integers
and reasoning about them using arithmetic. While reason-
ing exclusively with integers and arithmetic is possible, this
technique results in an over
o w of auxiliary arithmetic equa-
tions to keeptrack of adjacency or aliasing information. SL
speci�cations can be much simpler sinceour rich logic allows
us to omit these auxiliary arithmetic equations.

Before intro ducing the logic itself, we will intro duce the
valuesand memoriesthat will serve as a model for the logic.

2.1 Values
We will be reasoningabout several di�eren t sorts of values

including integers, code locations, which contain executable
code, proper memory locations (aka heap locations) and a
�xed, �nite set of registers. We will also need to reason
about store values, the set of values that may be stored in a
register or in a proper memory location. Registers are not
included in the set of store values.

Integers i 2 I nt
Proper Locations ` 2 Loc
Registers r 2 Reg
Code Locations c 2 C odeloc
Store Values h 2 Sval = (I nt [ Loc [ C odeloc)

In order to discuss adjacent locations, we take the further
step of organizing the set Loc in a total order given by the re-
lation � . We also assumea total function succ: Loc ! Loc,
which maps a location ` to the location that immediately
follows it. We write adj(`; `0) when `0 = succ(`). We write
` + i as syntactic sugar for succi (`) and ` � i for the location
`0 such that ` = succi (`0).

Types.Our subsequent semantics for formulae will incorpo-
rate a simple typing judgment for values. We give integers
and locations singleton types which identify them exactly.
Code locations will be given code types as described by a
code context. These code types have the form (F ) ! 0,
where F is a logical formula that describes requirements
that must be satis�ed by the state of the abstract machine
before it is safeto jump to the code. Code can only \return"
by explicitly jumping to a contin uation (a return address)
that it has been passedas an argument and therefore our
code typesdo not have proper return types. Abstract types
� arise through existential or universal quanti�cation in for-

mulae.

Types � : : = � j S(i ) j S(`) j (F ) ! 0
Code Contexts 	 : : = � j 	 ; c: (F ) ! 0

Store values are given types via a judgment of the form
` 	 h : � . Since the code context never changesin a typing
derivation, we normally omit it from the judgment form as
in the rules below.

` i : S(i )
(int)

` ` : S(`)
(loc)

	( c) = (F ) ! 0

` c : (F ) ! 0
(code)

2.2 Memories
A memory is a partial map from generic locations g to

store values h.

Generic Loc's g 2 (Loc[ Reg)
Memories m 2 (Loc[ Reg) * Sval

Registers are special (second-class)locations that may ap-
pear in the domain of a memory but may not appear stored
in other locations.

We use the following notation to manipulate memory.

� dom(m) denotes the domain of the memory m

� m(g) denotes the store value at location g

� m [g := h] denotes a memory m0 in which g maps to h
but is otherwise the same as m. If g 62dom(m) then
the update is unde�ned.

� Given a set of locations X � Loc,
�

X
�

is the greatest
member (the supremum) of the set and � X � is the
least member (the in�mum ) of the set according to
the total order � . We also let

�

X [ R
�

=
�

X
�

and
� X [ R � = � X � when R � Reg.

�

;
�

and � ; � (and
hence

�

R
�

and � R � ) are unde�ned.

� m1# m2 indicates that the memories m1 and m2 have
disjoint domains

� m1 ] m2 denotesthe union of disjoint memories; if the
domains of the two memoriesare not disjoint then this
operation is unde�ned.

� m1@m2 denotes the union of disjoint memories with
the additional caveat that either
adj(

�

dom(m1)
�

; � dom(m2) � ) or one of m1 or m2 is
empty.

2.3 Formulae
Figure 1 presents the syntax of formulae. We use a no-

tation reminiscent of connectives from linear logic [9] and
Polakow and Pfenning's ordered logic [28, 29, 27]. However,
these logics should only be usedas an approximate guide to
the meaning of formulae. There are some di�erences as we
will seebelow.

In addition to multiplicativ e (linear and ordered) connec-
tiv es, the logic contains additiv e connectivesand quanti�ca-
tion. The bindings in quanti�cation formulae describe the
sort, (in teger I, proper location L, type T, or formula F),
of the bound variable. We reuse the metavariable ` (for
concrete locations) as a location variable below. There is,
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Predicates p : : = (g: � ) j more j more!

Formulae F : : = p j 1 j F1 
 F2 j F1 � F2 j
F1

� F2 j F1
� F2 j F1

� F2 j
> j F1 & F2 j 0 j F1 � F2 j
� j 8b:F j 9b:F

Bindings b : : = i :I j ` :L j � :T j � :F

Figure 1: SL Form ulae

however, a reason to distinguish between them: if ` is a
concrete location, we can compute ` + i , which is not the
case if ` is a location variable. From now on, the reader
may assumethat occurrencesof ` denote a variable, unless
otherwise noted in the text. We use abbreviations for the
following common formulae.

� 9i :I: (g:S(i )) is abbreviated g: in t

� 9� :T: (g: � ) is abbreviated g:

� 9`:L: 9� :T: (` : � ) is abbreviated ns

� We use metavariable R to range over formulae with
shape r 1 : � 1 
 � � � 
 r n : � n

Our logic contains quite a number of formulae, but one
need not be intimidated. Each formula is de�ned orthogo-
nally from all others and can be understood independently .
Moreover, the logic makessenseif we chooseto useany sub-
set of the formulae. Consequently , a system designer need
not understand or implement all of the connectivesbut can
choosethe subset that suits their application.

Semantics.Weuseformulae to describememoriesand write
m

� 	 F when the formula F describes the memory m. The
reader can safely ignore the superscript 	 for now. The most
basic formulae are predicates with the form (g : � ). These
predicates describe memories that contain a single location
g that holds a value with type � . There are two other basic
predicates more and more! . They describe an in�nite se-
quenceof locations that increasesto the left (righ t). Later,
we will use more to indicate that the stack may be grown
to the left. Analogously, more! may beusedto indicate that
someregion of memory may be grown to the right, although
we do not use it in this paper.

The key to reasoningabout adjacent memoriesis a form of
ordered conjunction, which we will call fuse. Semantically ,
m

� 	 F1 � F2 if and only if m can bedivided into two adjacent
parts, m1 and m2 such that m1

� 	 F1 and m2
� 	 F2. More

formally, we require m = m1@m2.
To get accustomed to some of the properties of fuse, we

will reasonabout the following memories, which contain lo-
cations in the set f ` i j 0 � i � ng where each location in
this set is adjacent to the next in sequence(i.e., for all i ,
adj(` i ; ` i +1 )).

M emory D omain D escribing F ormul a
m1 f `1 ; `3g F1

m2 f `4 ; `6g F2

m3 f `2g F3

m4 ; F4

First, notice that m1 [ m2 may be described using the for-
mula F1 � F2 since the supremum of m1 is adjacent to the

in�m um of m2. This samememory cannot be described by
F2 � F1 | fuse is not generally commutativ e. On the other
hand, m1 can be described by either F1 � F4 or F4 � F1 since
m1 = m1@; = ; @m1. Since neither the supremum nor
the in�m um of m3 is adjacent to the in�m um or supremum,
respectively, of m1 or m2 we cannot readily use fuse to de-
scribe the relationship between these memories.

When we don't know or don't care about the ordering
relationship between two disjoint memories we will use the
unordered multiplicativ e conjunction F1 
 F2 (which we call
tensor). A memory m can bedescribed by F1 
 F2 if and only
if there exist m1; m2 , such that m1

� 	 F1 and m2
� 	 F2 and

m = m1 ] m2. This de�nition di�ers from the de�nition for
� only in that the disjoint union operator \ ] " makes none
of the ordering requirements of the adjacent disjoint union
operator \@ ". To seethe impact of the change, we consider
the following further memories.

M emory D omain D escribing F ormul a
m1 f `1; `2g F1

m2 f `3; `4g F2

m3 f `5g F3

m4 ; F6

The memory m = m1 [ m2 [ m3 can be described by the
formula (F1 
 F2)
 F3 sincem can bebroken into two disjoint
parts, m1 [ m2 and m3 , which satisfy the subformulae (F1 

F2) and F3 respectively. The memory m also satis�es the
formulae F1 
 (F2 
 F3) and (F3 
 F2) 
 F1 sinceit is de�ned
in terms of the associativ e and commutativ e disjoint union
operator.

Our logic contains one more sort of conjunction, the addi-
tiv e F1&F2. A memory m can be described by this formula
if the memory (the whole thing!) can be described by both
subformulae. Meanwhile, the additiv edisjunction of two for-
mulae, F1 � F2, describesa memory m if the entire memory
can be described either one of F1 or F2.

The multiplicativ e 1 describes the empty memory and
serves as the (righ t and left) unit for both fuse and ten-
sor. In other words, if m

� 	 F then both m
� 	 F � 1 and

m
� 	 F 
 1. The unit for additiv e conjunction > describes

any memory, while the unit for additiv e disjunction 0 de-
scribesno memories. Theseproperties can easily be veri�ed
from the semantic de�nitions of the connectives.

The semantics of the other connectives are largely stan-
dard. In the semantics of quanti�ers, we use the notation
X [a=b] to denote capture-avoiding substitution of a for the
variable in b in the object X . We extend this notation to
substitution for a sequenceof bindings as in X [a1 ; : : : ; an =~b]
or X [~b0=~b]. In either case, the objects substituted for vari-
ables must have the correct sort (t ype, formula, location or
integer) and the sequencesmust have the samelength or else
the substitution is unde�ned. The semantics of all formulae
are collected in �gure Figure 2. We include the semantics
of linear and ordered implications ( � , � , � ) but, in the
interest of space, we do not describe them here. The se-
mantics of these connectives follow the work of Ishtiaq and
O'Hearn [12].

AnExtendedExample. Recall that it is safe to jump to a
code location of type (F ) ! 0 if the requirements described
by F are satis�ed by the current state of the abstract ma-
chine. More speci�cally , we require that the current memory
m be described by F , that is, m

� 	 F .
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m
� 	 F if and only if

� F = (g : � ) and dom(m) = f gg and m(g) = h and
` 	 h : �

� F = more and dom(m) = f g j 9g0: g � g0g

� F = more! and dom(m) = f g j 9g0: g � g0g

� F = 1 and dom(m) = ;

� F = F1 
 F2 and there exist m1; m2 , such that
m = m1 ] m2 and m1

� 	 F1 and m2
� 	 F2

� F = F1 � F2 and there exist m1; m2, such that
m = m1@m2 and m1

� 	 F1 and m2
� 	 F2

� F = F1
� F2 and for all memories m1 such that

m1
� 	 F1 and m1# m, m1 ] m

� 	 F2

� F = F1
� F2 and for all memories m1 such that

m1
� 	 F1 , m1# m and adj(

�

dom(m1)
�

; � dom(m) � ),
m1@m

� 	 F2

� F = F1
� F2 and for all memories m1 such that

m1
� 	 F1 , m1# m and adj(

�

dom(m)
�

; � dom(m1) � ),
m @m1

� 	 F2

� F = > (and no other conditions need be satis�ed)

� F = F1 & F2 and m
� 	 F1 and m

� 	 F2

� F = 0 and false (this formula can never be satis�ed)

� F = F1 � F2 and either

1. m
� 	 F1 , or

2. m
� 	 F2 .

� F = 8x:K :F 0 and m
� 	 F 0[a=x] for all a 2 K

� F = 9x:K :F 0 and there exists some a 2 K such that
m

� 	 F 0[a=x]

Figure 2: Seman tics of Form ulae

Consider the type of code location c which, among other
things, requires that registers r 1 and r 2 point to locations in
memory and that r 3 contain the addressof the contin uation:

c : (9 `:L; `0:L; mem:F:
((( ` : in t ) 
 > ) & (( `0: in t ) 
 > ) & mem)

 (r 1 :S(`))

 (r 2 :S(`0))

 (r 3 : � cont )) ! 0

and � cont = (mem 
 (r 1 : ) 
 (r 2 : ) 
 (r 3 : )) ! 0

There are a number of things to note about the calling con-
vention described by the above type. First, the semantics
of & dictate that to jump to c the caller must pack the
variable mem with a formula that describes all the proper
(non-register) locations in memory. Second, since the for-
mula describing the proper locations is abstracted using the
variable mem, the code at c can only jump to the contin ua-
tion when the register-free subset of memory is in the same
state as it was upon jumping to c. Finally , a caller may

jump to code location c if there exists some location ` that
register r 1 points to, and some location `0 that register r 2

points to. The locations ` and `0 may or may not be the
same location, which we illustrate next by considering two
di�eren t scenarios.

Scenario 1. Consider the following memory where ` i are
concrete locations such that adj(` 1 ; `2) and adj(`2; `3):

m1 = f `1 7! 5; `2 7! 3; `3 7! 9; r 1 7! `2 ; r 2 7! `2 ; r 3 7! c0g
where c0 : ( (( `1 : in t ) � (`2 : in t ) � (`3 : in t ))


 (r 1 : ) 
 (r 2 : ) 
 (r 3 : ) ) ! 0

The three consecutiveproper locations in m1 may bethought
of as a stack. The memory also consists of three registers,
two of which (r 1 and r 2) contain aliases of location ` 2 in
the stack. Register r 3 contains a code location c0. We can
conclude that we may safely jump to code location c when
m1 is the current memory as follows.

� Since the formula (`2 : in t ) describes f `2 7! 3g and
> describes f `1 7! 5g ] f `3 7! 9g, the formula (( `2 :
in t ) 
 > ) describes the memory f `2 7! 3g ] f `1 7! 5g ]
f `3 7! 9g.

� Similarly , wecan concludethat the formula (( ` 2 : in t ) 
 > )
describes f `1 7! 5; `2 7! 3; `3 7! 9g.

� The formula (`1 : in t ) � (`2 : in t ) � (`3 : in t ) describes
f `1 7! 5; `2 7! 3; `3 7! 9g since `1, `2 and `3 are consec-
utiv e locations.

� (r 1 :S(`2)) describes f r 1 7! `2g.

� (r 2 :S(`2)) describes f r 2 7! `2g.

� (r 3 : � cont [(( `1 : in t ) � (`2 : in t ) � (`3 : in t ))=mem]) describes
f r 3 7! c0g.

� Then, the formula

((( `2 : in t ) 
 > ) & (( `2 : in t ) 
 > )
& (( `1 : in t ) � (`2 : in t ) � (`3 : in t )))


 (r 1 :S(`2))

 (r 2 :S(`2))

 (r 3 : � cont )) ! 0

describes

f `1 7! 5; `2 7! 3; `3 7! 9g ] f r 1 7! `2g ] f r 2 7! `2g = m1 :

� Using existential intro duction, where location ` 2 serves
as a witness for both ` and `0, and (( `1 : in t ) � (`2 :
in t ) � (`3 : in t )) serves as a witness for mem, we can
conclude the following.

m1
� 	 9 `:L; `0:L; mem:F:

((( ` : in t ) 
 > ) & (( `0: in t ) 
 > ) & mem)

 (r 1 :S(`))

 (r 2 :S(`0))

 (r 3 : � cont )

Consequently , if m1 is our memory, we can jump to c.
Scenario 2. Consider the memory m2 which is identical

to m1 except that location `2 is no longer aliasedby registers
r 1 and r 2 :

m2 = f `1 7! 5; `2 7! 3; `3 7! 9; r 1 7! `2 ; r 2 7! `3 ; r 3 7! c0g

4



Using reasoning similar to the above, we can conclude that
the formula

((( `2 : in t ) 
 > ) & (( `3 : in t ) 
 > )
& (( `1 : in t ) � (`2 : in t ) � (`3 : in t )))


 (r 1 :S(`2))

 (r 2 :S(`3))

 (r 3 : � cont )) ! 0

describes

f `1 7! 5; `2 7! 3; `3 7! 9g ] f r 1 7! `2g ] f r 2 7! `3g = m2:

Then, to conclude that it is safe to jump to c when the
current memory is m2 we use existential intro duction with
locations `2 and `3 as witnessesfor ` and `0 respectively.

It should be noted that the type ascribed to c is somewhat
simplistic. Normally we would like to abstract the formula
that describes the stack using the variable mem, but the
above typeprohibits the code at c from allocating additional
spaceon the stack. We rectify the problem by using more 

to describe the part of memory where additional stack cells
may be allocated, and by requiring a register r sp that points
to the top of the stack as follows.

c : (9 `hd :L; � :T; `:L; `0:L; tail :F:
(more � (`hd : � )

� ((( ` : in t ) 
 > ) & (( `0: in t ) 
 > ) & tail ))

 (r 1 :S(`))

 (r 2 :S(`0))

 (r 3 : � cont )

 (r sp :S(`hd ))) ! 0

and � cont = (( `hd : � ) � tail ) 
 (r 1 : )

 (r 2 : )

 (r 3 : )) ! 0

2.4 Contexts
We may model separation and adjacency using judgments

of the form � ` F . Following O'Hearn and Pym [22], our
logical contexts � are bunches (trees) rather than simple
lists. The nodes in our bunches are labeled either with an
ordered separator \;" or an (unordered) linear separator \ ;".
The leaves of our bunches are either empty or a single for-
mula labeled with a variable u. We write our contexts as
follows.

� : : = � j u:F j � 1 ; � 2 j � 1; � 2

We will also frequently have reason to work with a context
containing a single hole that may be �lled by another con-
text. We usethe metavariable � to range over contexts with
a hole and write �(�) to �ll the hole in � with �.

� : : = ( ) j � ; � j � ; � j �; � j �; �

We require that no variables are repeated in a context and
consider �(�) to be unde�ned if � and � have any variables
in common. Again following O'Hearn and Pym, we de�ne
an equivalencerelation on contexts. It is the re
exiv e, sym-
metric and transitiv e closure of the following axioms.

1. � ; � � �

2. � ; � � �

3. �; � � �

4. (� 1; � 2); � 3 � � 1 ; (� 2; � 3)

5. (� 1; � 2); � 3 � � 1 ; (� 2; � 3)

6. � 1; � 2 � � 2; � 1

7. �(�) � �(� 0) if � � � 0

Semantics.Lik e individual formulae, contexts can describe
memories. The semantics of contexts appears in Figure 3.
Notice that the semantics of the ordered separator \;" mir-
rors the semantics of fusewhereasthe semantics of the linear
separator \ ;" mirrors the semantics of tensor.

Our proofs require that we also give semantics to contexts
with a hole (also in Figure 3). This semantic judgment has
the form (m; L )

� 	
C � which may be read as saying that the

memory m is described by � when the hole in � is �lled in
by a context � that describes the memory de�ned on the
locations in the set L .

m
� 	

C � if and only if

� � = � and dom(m) = ;

� � = u:F and m
� 	 F

� � = � 1 ; � 2 and m = m1 ] m2 and m1
� 	

C � 1 and
m2

� 	
C � 2

� � = � 1; � 2 and m = m1@m2 and m1
� 	

C � 1 and
m2

� 	
C � 2

(m; L )
� 	

C � if and only if

� � = ( ) and dom(m) = ;

� � = � 0; � 0 and (m1 ; L )
� 	

C � 0 and m2
� 	

C � 0 and
m = m1 ] m2

� � = � 0; � 0 and (m1 ; L )
� 	

C � 0 and m2
� 	

C � 0 and m =
m1 ] m2 and one of adj(

�

dom(m1) ] L
�

; � dom(m2) � ),
or (dom(m1) ] L ) = ; , or dom(m2) = ; .

� � = � 0; � 0 and m1
� 	

C � 0 and (m2; L )
� 	

C � 0 and m =
m1 ] m2 and one of adj(

�

dom(m1)
�

; � dom(m2) ] L � )
or dom(m1) = ; , or (dom(m2) ] L ) = ; .

Figure 3: Seman tics of Con texts

2.5 BasicSemanticProperties
In this section, we outline some simple, but necessary

properties of our semantics.
Wewill needto reasonabout the decomposition of a mem-

ory m described by the context �(�) into two parts, the part
described by � and the part described by �. The following
lemma allows us to decomposeand then recomposememo-
ries.

Lemma 1 (Seman tic Decomp osition)
� If m

� 	
C �(�) then there exist m1 and m2, such that

m = m1 ] m2 and (m1; dom(m2))
� 	

C � and m2
� 	

C � .

� If (m1; dom(m2))
� 	

C � and m2
� 	

C � , then
m1 ] m2

� 	
C �(�) .

5



Pr oof. By induction on the structure of �.

Our semantics does not distinguish between equivalent
contexts.

Lemma 2 (Soundness of Con text Equiv alence)
� If m

� 	
C � and � � � 0 then m

� 	
C � 0.

� If (m; L )
� 	

C � and � � � 0 then (m; L )
� 	

C � 0.

Pr oof. By induction on the de�nition of context equiva-
lence. In the casefor equivalencerule 7, weuseLemma 1.

Finally , since the append operator \@ " makes more re-
quirements of a context than the disjoint union operator
\ ] " we may easily prove that whenever a memory can be
described by the context � 1; � 2 it can also be described by
the context � 1; � 2 . This notion is formalized by the follow-
ing lemma.

Lemma 3 (Seman tic Disorder)
If m

� 	
C �(� 1; � 2) then m

� 	
C �(� 1 ; � 2).

Pr oof. By induction on the structure of �.

2.6 Logical Deduction
To support universal and existential quanti�cation we ex-

tend the judgments of our logic to additionally depend on
a variable context �. The basic judgment for the natural
deduction formulation of our logic has the form � k � ` F
where � consistsof the set of variables that may appear free
in � or F . These variables may be integer, location, type,
or formula variables. (The syntax of bindings b was given in
Figure 1.)

Variable Contexts � : : = � j � ; b

The inference rules (seeFigures 4, 5) are very similar to the
rules given by O'Hearn and Pym [22] so we only highlight
the central di�erences. The most important di�erence, of
course, is the presenceof our ordered separator and linear
separator as opposed to the linear separator and additiv e
separator that is the focus of most of O'Hearn and Pym's
work. Moreover, there is only a single unit for the two
contexts rather than two units as in O'Hearn and Pym's
work. Finally , since we have no additiv e separator in the
context, our elimination form for the additiv e conjunction is
slightly di�eren t from the elimination form given by O'Hearn
and Pym. It seemslikely that the additiv es suggestedby
O'Hearn and Pym are compatible with this system, but we
have not investigated this possibility.

We do not have an explicit structural rule to mark the
movement between equivalent contexts. Instead, we treat
equivalence implicitly: the logical judgments and inference
rules operate over equivalence classesof contexts. For ex-
ample, when we write

� k � 1 ` F1 � k � 2 ` F2

� k � 1; � 2 ` F1 
 F2

 I

we implicitly assumethe presenceof equivalence as in the
following more explicit rule.

� � � 1 ; � 2 � k � 1 ` F1 � k � 2 ` F2

� k � ` F1 
 F2

 I

The rules of Figures 4,5 de�ne a sound logical system. How-
ever, for our application, we would like one further property:
It should be possible to forget adjacency information. We
saw in the previous section (Lemma 3) that, if a memory
satis�es a context that imposesordering conditions via \;"
then the same memory will satisfy a context that does not
imposetheseordering conditions (in other words, it is sound
for \," to replace \;"). In order to include this principle in
our deductive system, we allow any proof of a judgment
with the form � k �(� 1; � 2) ` F to be considered a proof
of � k �(� 1 ; � 2) ` F . To mark the inclusion of one proof
for another in the premise of a rule, we put a asterisk beside
the name of that rule, as in the following derivation.

� k u1 :F1 ` F1

� k u3 :F3 ` F3 � k u2 :F2 ` F2

� k u2 :F2; u3 :F3 ` F3 
 F2

 I

� k u1 :F1 ; u2 :F2 ; u3 :F3 ` F1 � (F3 
 F2)
� I �

These inclusions give rise the following principle.

Principle 4 (Logical Disorder)
If � k �(� 1; � 2) ` F then � k �(� 1 ; � 2) ` F .

We borrow the idea of including one sort of proof for an-
other from Pfenning and Davies' judgmental reconstruction
of modal logic [26]. In that work, they include proofs of
truth directly as proofs of possibility. An alternativ e to this
approach would be to add an explicit structural rule, but we
prefer to avoid structural rules as every use of such a rule
changesthe structure and height of a derivation.

Our logic obeys standard substitution principles and de-
duction is sound with respect to our semantic model.

Lemma 5 (Substitution)
If FV (�) \ FV(�) = ; then

� If �( u:F ) � � 0(u:F ) then �(�) � � 0(�) .

� If � k � ` F and � k �( u:F ) ` F 0 then � k �(�) `
F 0.

� If � ; x : K k � ` F then for all a 2 K , � k �[ a=x] `
F [a=x].

Pr oof. By induction on the appropriate derivation in
each case.

Lemma 6 (Soundness of Logical Deduction)
If m

� 	
C � and � k � ` F , then m

� 	 F .

Pr oof. By induction on the natural deduction deriva-
tion.

2.7 Operationson Formulae
Our typing rules will make extensive use of an operation

to look up the type of a location o�set by an index (g[i ]) in
a formula. To facilitate this operation we use the notation
F (g[i ]) which is de�ned as follows.

De�nition (F orm ula Lo okup)

F (g0[i ]) = � i if � k u:F ` > 
 ((g0 : � 0) � � � � � (gi : � i ))

We update the type of a location g[i ] in a formula F using
the notation F [g[i ] := � ] which is de�ned as follows.
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� k � ` F

Hypothesis

� k u:F ` F
Hyp (u)

Linear and Ordered Unit

� k � ` 1
1I

� k � ` 1 � k �( � ) ` C

� k �(�) ` C
1E

Linear Conjunction

� k � 1 ` F1 � k � 2 ` F2

� k � 1; � 2 ` F1 
 F2

 I

� k � ` F1 
 F2 � k �( u1 :F1 ; u2:F2) ` C

� k �(�) ` C

 E

Ordered Conjunction

� k � 1 ` F1 � k � 2 ` F2

� k � 1; � 2 ` F1 � F2
� I

� k � ` F1 � F2 � k �( u1 :F1 ; u2:F2) ` C

� k �(�) ` C
� E

Linear Implic ation

� k � ; u:F1 ` F2

� k � ` F1
� F2

� I

� k � ` F1
� F2 � k � 1 ` F1

� k � ; � 1 ` F2

� E

Ordered Implic ations

� k u:F1 ; � ` F2

� k � ` F1
� F2

� I

� k � ` F1
� F2 � k � 1 ` F1

� k � 1; � ` F2

� E

� k �; u:F1 ` F2

� k � ` F1
� F2

� I

� k � ` F1
� F2 � k � 1 ` F1

� k �; � 1 ` F2

� E

Figure 4: SL : Multiplicativ e Connectiv es

De�nition (F orm ula Up date)

F [g0[i ] := � ] def= F1 
 (F2 � (g0 : � 0) � � � � � (gi : � ) � F3)
if � k u:F ` F1 
 (F2 � (g0 : � 0) � � � � � (gi : � i ) � F3)

The following lemma states that formula lookup and up-
date are sound with respect to the semantics. This lemma
is used extensively in the proof of soundnessof our type
system.

� k � ` F

Additive Conjunction and Unit

� k � ` >
> I

� k � ` F1 � k � ` F2

� k � ` F1 & F2
&I

� k � ` F1 & F2

� k � ` F1
&E1

� k � ` F1 & F2

� k � ` F2
&E2

Additive Disjunction and Unit

� k � ` 0

� k � ` F
0E

� k � ` F1

� k � ` F1 � F2
� I1

� k � ` F2

� k � ` F1 � F2
� I2

� k � ` F1 � F2 � k �( u1 :F1) ` C � k �( u2 :F2) ` C

� k �(�) ` C
� E

Universal Quanti�c ation

� ; x:K k � ` F

� k � ` 8x:K :F
8I

� k � ` 8x:K :F a 2 K

� k � ` F [a=x]
8E

Existential Quanti�c ation

� k � ` F [a=x] a 2 K

� k � ` 9x:K :F
9I

� k � ` 9x:K :F � ; x:K k �( u:F ) ` C

� k �(�) ` C
9E

Figure 5: SL : Additiv e Connectiv es and Quan ti�ers

Lemma 7
� If m

� 	 F and F (g[i ]) = � , then m(g[i ]) = h and
` 	 h : � .

� If m
� 	 F and ` 	 h : � , then m [g[i ] := h]

� 	 F [g[i ] := � ].

Pr oof. By the soundnessof logical deduction and the
semantics of formulae.

3. A SIMPLE ASSEMBLY LANGUAGE
In this section, we develop the simplest possibleassembly

language that allows us to write stack-based programs.

3.1 Syntax
There are four main components of a program. A code

region C is a �nite partial map from code values to blocks
of code B . Each block is a sequenceof instructions � ter-
minated by a jump instruction. Finally , the operands (v)
which appear in instructions are made up of the values that
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we have seenbefore.

Operands v : : = h j r
Instructions � : : = addr d ; r s ; v j sub r d ; r s ; v j

blte r ; v j movr d ; v j
ld r d ; r s [i ] j st r d [i ]; r s

Blocks B : : = jmpv j � ; B
Code Region C : : = � j C; c 7! B

3.2 Typesand Typing Rules
The type system for our assembly language is de�ned by

the following judgments.

F ` 	 v : � Operand v has type � in F
� k F ` 	 � : F 0 Instruction � requires a context � k F

and yields F 0

� k F ` 	 B ok Block B is well-formed in context � k F
` C : 	 Code region C has type 	 assuming 	
` � ok State � is well-formed

Once again, although judgments for operands, instruc-
tions and blocks are formally parameterized by 	, we nor-
mally omit this annotation. The static semantics is given in
Figures 6 and 7.

We assumeour type system will be used in the context
of proof-carrying code. More speci�cally , we assumea com-
plete derivation will be attached to any assembly language
program that needsto be checked for safety. To check that
a program is well formed one need only check that it cor-
responds to the attached derivation and that the deriva-
tion uses rules from our type system and associated logic.
The problem of inferring a derivation from an unannotated
program is surely undecidable, but not relevant to a proof-
carrying code application as a compiler can generatethe ap-
propriate derivation from a more highly structured source-
level program.

OperandTyping. The rules for giving typesto store values
are extended to allow us to give types to operands, which
include both store values and registers. The rule for regis-
ters requires that we look up the type of the register in the
formula that describes the current state.

InstructionTyping. Instruction typing is performed in a
context in which the free variables are described by � and
the current state of the memory is described by the input
formula F . An instruction will generally transform the state
of the memory and result in a new state described by the
formula F 0. For instance, if the initial state is described by
F , and we can verify that r s and v contain integers then
the instruction addr d ; r s ; v transforms the state so that the
result is described by F [r d := in t ]. This resulting formula
usesour formula update notation, which we de�ned in Sec-
tion 2.7. The simple rule for integer subtraction is identical.
To type check the conditional branch we must show that the
secondoperand has code type and that the formula describ-
ing the current state entails the requirements speci�ed in the
function type. The rule for typing move is straightforw ard.

The rules for typing load and store instructions make use
of our formula lookup operations. The formula lookup op-
eration F (`[i ]) = � su�ces to verify that the location ` + i
exists in memory and contains a value with type � (recall
Lemma 7).

Finally , our type system allows simple pointer arithmetic,

F ` v : �

` h : �
F ` h : �

(sval)
F ` r : F (r [0])

(reg)

� k F ` � : F 0

F ` r s : in t F ` v : in t
� k F ` addr d ; r s ; v : F [r d := in t ]

(add)

F ` r s : in t F ` v : in t
� k F ` subr d ; r s ; v : F [r d := in t ]

(sub)

F ` r : in t F ` v : (F 0) ! 0 � k u:F ` F 0

� k F ` blte r ; v : F
(blte)

F ` v : �
� k F ` movr d ; v : F [r d := � ]

(mov)

F ` r s :S(`) F (`[i ]) = �

� k F ` ld r d ; r s [i ] : F [r d := � ]
(ld)

F ` r d :S(`) F ` r s : � F (`[i ]) = � 0

� k F ` st r d [i ]; r s : F [`[i ] := � ]
(st)

F ` r s : S(`0) F ` v : S(i )
� k u:F ` > 
 (( `0 : ) � (`1 : ) � � � � � (` i : ))

� k F ` addr d ; r s ; v : F [r d := S(` i )]
(addr-add)

F ` r s :S(` i ) F ` v :S(i )
� k u:F ` > 
 (( `0 : ) � � � � � (` i : ))

� k F ` subr d ; r s ; v : F [r d := S(`0)]
(addr-sub)

Figure 6: Static Seman tics (V alues and Instructions)

which can be used to bump up the stack pointer. The rules
addr-addand addr-subprovide alternate typing rules for ad-
dition and subtraction operations. If r s contains the (con-
stant or variable) location ` 0 and v is the constant integer i
and we can prove that the current memory can be described
as

> 
 (( `0 : ) � (`1 : ) � � � � � (` i : ))

then the result of addition is the location ` i . We can cometo
this conclusion even though we do not know exactly which
locations `0 and ` i that we're dealing with. The fuse op-
erator allows us to reason that each of the locations in the
sequencein the formula are adjacent to one another and
therefore that ` i is i locations from `0. We may reason
about the addresssubtraction typing rule analogously.

Block Typing. Block typing is described in Figure 7. The
basic block typing rules are b-instr, which processesone in-
struction in a block and then the rest of the block, and b-jmp
which types the jump instruction that ends a block.

Block typing also includes rules to extend our view of
memory (b-stackgrow) or retract our view of memory (b-
stackcut). Typically , when we wish to push more data on the
stack, we will �rst use the b-stackgrow rule (as many times
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� k F ` B ok

F ` v : (F 0) ! 0 � k u:F ` F 0

� k F ` jmpv ok
(b-jmp)

� k F ` � :F 0 � k F 0 ` B ok

� k F ` � ; B ok
(b-instr)

� k (more � F2) 
 R ` B ok

� k (more � F1 � F2) 
 R ` B ok
(b-stackcut)

� k (more � ns� F2) 
 R ` B ok

� k (more � F2) 
 R ` B ok
(b-stackgrow)

� ; b k F 0 ` B ok

� k 9b:F0 ` B ok
(b-unpack)

� k u:F ` F 0 � k F 0 ` B ok

� k F ` B ok
(b-weaken)

` C : 	

dom(C) = dom(	)
8c 2 dom(C): 	( c) = (F ) ! 0

implies � k F ` 	 C(c) ok

` C : 	
(codergn)

` � ok

` C : 	 m
� 	 F � k F ` 	 B ok

` (C; m; B ) ok
(state)

Figure 7: Static Seman tics (Blo cks and States)

as necessary),then we will add the appropriate amount to
the stack pointer and �nally we will store onto the stack
the data we wish to keep there. To pop the stack, we do
the reverse, �rst loading data o� the stack into registers,
subtracting the appropriate amount from the stack pointer
and then using the b-stackcut rule.

StateTyping. The rule for typing code is the standard rule
for a mutually recursive set of functions. The rule for typ-
ing an overall machine state requires that we type check our
program C and then check the code we are currently ex-
ecuting (B ) under the assumption F , which describes the
current memory m.

An Example. The stack may be used to save temporary
values during the course of a computation. The code se-
quencein Figure 8 savesregisters r 1 through r n , which con-
tain values of types � 1 through � n , on the stack, performs a
computation A, and then restoresthe n values to their orig-
inal registers. The formulae to the right of each instruction
describe the state of the memory at each step.

3.3 Operational Semantics

AbstractMachineStates.An abstract machine state � is
a 3-tuple containing a code region C, a complete memory m
and the block of code B that is currently being executed.
A complete memory is a total function from generic loca-
tions to store values (i.e., (Loc[ Reg) ! Sval). We require
memories to be complete in order to justify the b-stackcut
rule.

Operational Semantics.We de�ne execution of our ab-
stract machine using a small-step operational semantics
� 7�! � 0. The operational semantics is given in Figure 9.
In the semantics, we use �m to convert an operand to a value
that may be stored at a location.

�m(i ) = i
�m(c) = c
�m(`) = `
�m(r ) = m(r )

We also make use of the fact that \+" and \ � " are over-
loaded so they operate both on integers and locations. This
allows us to write a single speci�cation for the execution
of addition and subtraction operations. Aside from these
details, the operational semantics is quite intuitiv e.

(C; m; B ) 7�! � where
If B = then � =
addr d ; r s ; v; B 0 (C; m [r d := (m(r s) + �m(v))] ; B 0)
subr d ; r s ; v; B 0 (C; m [r d := (m(r s) � �m(v))] ; B 0)
blte r ; v; B 0 (C; m; B 0)

and m(r ) > 0
blte r ; v; B 0 (C; m; B 00)

and m(r ) � 0 where C( �m(v)) = B 00

movr d ; v; B 0 (C; m [r d := �m(v)]; B 0)
ld r d ; r s [i ]; B 0 (C; m [r d := m(m(r s) + i )]; B 0)
st r d [i ]; r s ; B 0 (C; m [g := m(r s)]; B 0)

where g = m(r d) + i
jmpv (C; m; B 00)

where C( �m(v)) = B 00

Figure 9: Op erational Seman tics

3.4 Progress& Preservation
To demonstrate that our languageis sound, wehaveproven

progress and preservation lemmas. Preservation requires
the following lemma in the case for the b-stackcut and b-
stackgrow rules.

Lemma 8 (Stac k Cut / Stac k Gro w Soundness)
� If m is a complete memory and

m
� 	 (more � F1 � F2) 
 R then m

� 	 (more � F2) 
 R.

� If m
� 	 (more � F2) 
 R then m

� 	 (more � ns �
F2) 
 R.

Pr oof. By inspection of the semantics of formulae.

Theorem 9 (Progress & Preserv ation)
If ` (C; m; B ) ok then

1. (C; m; B ) 7�! (C; m0; B 0).

2. if (C; m; B ) 7�! (C; m0; B 0) then ` (C; m0; B 0) ok.
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Code Describing Formula

(more � (` : � ) � F1) 
 (r sp : S(`))
(b-stackgrow) Repeat n times (more � ns � � � � � ns � (` : � ) � F1) 
 (r sp : S(`))
(b-unpack) Repeat n times (more � (`1 : ) � � � � � (`n : ) � (` : � ) � F1 ) 
 (r sp : S(`))
sub r sp ; r sp ; n (more � (`1 : ) � (`2 : ) � � � � � (`n : ) � (` : � ) � F1) 
 (r sp : S(`1 ))
st r sp [0]; r 1 (more � (`1 : � 1) � (`2 : ) � � � � � (`n : ) � (` : � ) � F1 ) 
 (r sp : S(`1))

...
...

st r sp [n � 1]; r n (more � (`1 : � 1) � (`2 : � 2) � � � � � (`n : � n ) � (` : � ) � F1) 
 (r sp : S(`1 ))
Code for A
ld r 1 ; r sp [0] (more � (`1 : � 1) � (`2 : � 2) � � � � � (`n : � n ) � (` : � ) � F1) 
 (r sp : S(`1 ))

...
...

ld r n ; r sp [n � 1] (more � (`1 : � 1) � (`2 : � 2) � � � � � (`n : � n ) � (` : � ) � F1) 
 (r sp : S(`1 ))
addr sp ; r sp ; n (more � (`1 : � 1) � (`2 : � 2) � � � � � (`n : � n ) � (` : � ) � F1) 
 (r sp : S(`))
(b-stackcut) (more � (` : � ) � F1) 
 (r sp : S(`))

Figure 8: Saving Temp oraries on the Stac k

4. RELATED WORK
Our logic and type systemfor assembly languagegrew out

of a number of previous e�orts to handle explicit memory
management in a type-safelanguage. Our language incor-
porates the abilit y to reasonabout separation with the mul-
tiplicativ e connectives of the logic (
 , � ), adjacency with
the ordered connectives (� , � , � ), and aliasing with the
useof singleton types. Other systemshave consideredthese
properties individually , but ours is the �rst to consider all
three together. We consider related work primarily in terms
of these three concepts.

SeparationandAliasing. Immediately after Girard devel-
oped linear logic [9], researchers rushed to investigate com-
putational interpretations of the logic that take advantage
of its separation properties to safely manage memory [13,
38, 5]. Each of these projects, and many others, use linear
logic or somevariant as a type system for a lambda calculus
with explicit allocation and deallocation of memory. Early
researchers did not consider the problem of safe initializa-
tion of data becausesafe low-level programming languages
such as JVML [14] and typed assembly language [17] had
not yet beeninvented. However, it is straightforw ard to add
an extra \junk type" to these linear languagesand reason
about initialization as well [11, 39].

More recently , a new approach was suggested by John
Reynolds [32] and Ishtiaq and O'Hearn [12]. Rather than
using a substructural logic to type lambda terms, they usea
logic to describe the shape of the store. They have focused
on using O'Hearn and Pym's bunched logic [22], which con-
tains additiv e and linear separators, rather than linear and
ordered separators as we have done. Consequently , we are
aware of no simple encoding of stack-based memory man-
agement invariants in their system. O'Hearn brie
y men-
tions adding an adjacency operator to the logic in his work
on bunched typing, but he does not investigate the idea in
detail [21].

Work on alias typesby Smith, Walker and Morrisett [35,
41] is closely related to Reynolds, Ishtiaq and O'Hearn's
Hoare logic. One key di�erence is that the former group
usessingleton typesto encode aliasing relationships between
pointers. We borrow that technique in this work.

Adjacency. Any type system containing pairs � 1 � � 2 uses
juxtap osition in the type structure to reason about adja-
cent locations. However, the development of proof-carrying
code [19, 18] and typed assembly language [17, 15] pro-
vides motiv ation to consider sophisticated logics for reason-
ing about adjacency and its interaction with other spatial
concepts. Morrisett et al. [15] developed an algebra of lists to
reasonabout adjacent locations on the stack. However, this
discipline is quite in
exible when compared with our logic.
It is impossible to hide the relativ e order of objects on the
stack since they have no analogue of our tensor connective.
This de�ciency often makes it impossible to store data deep
on the stack. They also have no analogue of our additiv e
connectives which allow us to specify di�eren t \views" of
the stack. Stack-based typed assembly language also has
quite a limited abilit y to handle aliasing.

Our research is also inspired by Polakow and Pfenning's
ordered linear logic [28, 29, 27]. In fact, we initially at-
tempted to encode memory invariants using their logic di-
rectly. However, we found their particular linear, ordered
judgment �; 
 ` F was incompatible with the adjacency
property we desired. The formulae in � are linear but mo-
bile and they may be placed in between formulae that are
juxtap osed in 
. Therefore, 
 describes relative ordering,
but not necessarilyadjacency.

Nevertheless,Polakow and Pfenning's ordered logic works
well as a type system for an ordered lambda calculus. Po-
lakow and Pfenning have applied their logic to the prob-
lem of reasoning about contin uations allocated and deallo-
cated on a stack [30]. Petersen et al. [25] further observed
that Polakow and Pfenning's mobilit y modalit y could be in-
terpreted as pointer indirection and their fuse connective
could join two adjacent structs. They develop a calculus
based on these ideas and use it to reason about allocation
via \p ointer-bumping," as is commonly done in a copying
garbage collector. Petersen et al. do not consider aliasing,
separation, or deallocation of data.

OtherWork. Among the �rst to investigate explicit mem-
ory management in a type-safe language were Tofte and
Talpin, who developed a provably sound system of region-
basedmemory management [37]. At approximately the same
time, Reynolds and O'Hearn [31, 24] were investigating the
semantics of Algol and its translation to low-level interme-
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diate languageswith explicit memory management. Later,
the development of proof-carrying code [19, 18] and typed
assembly language[17, 15] provided new motiv ation to study
safememory management at a low-level of abstraction.

Recently , researchers have developed very rich logics that
are capable of expressingessentially any compile-time prop-
erty of programs. For instance, App el et al. [2, 3] usehigher-
order logic to code up the semantics of a 
exible type system
and Shao et al. [34] and Crary and Vanderwaart [6] incor-
porate logical frameworks into their type systems. With
enough e�ort, implementors could surely code up our ab-
stractions in thesesystems. However, our logic and language
still serves a purp ose in these settings: it may be used as
a convenient and conciselogical intermediate language. No
matter how powerful the logic, it is still necessaryto think
carefully about how to structure one's proofs. Our research,
which de�nes a logic at just the right level of abstraction for
reasoning about the stack, provides that structure.

The bunched logic we have described here can be ex-
tended to allow reasoning about hierarchical memory man-
agement [1]. The extended logic can be used to describe
the layout of bits in a memory word, the layout of memory
words in a region [37], the layout of regions in an address
space,or even the layout of addressspacesin a multipro cess-
ing environment. Ahmed et al. [1] use the logic to develop
a type system for a simpli�ed version of the Kit Abstract
Machine [8], the intermediate language used in the ML Kit
with regions [36].

5. FUTURE WORK
There are several directions for future work. First, we

would like to contin ue to investigate substructural logics for
reasoning about explicit memory management. In particu-
lar, we would like to determine whether we can �nd a logic
in which deduction is complete for our memory model, or a
related model such as the store model used by Ishtiaq and
O'Hearn. Second,we would like to study certifying compi-
lation for stack allocation algorithms in more detail. What
are the limitations of our stack logic? Are there current opti-
mization techniques that we cannot capture? Third, we feel
con�den t that we will be able to useWalker and Morrisett's
recursive formulae [41] or O'Hearn et al.'s inductiv e de�ni-
tions [23] to code up recursive data structures, which we do
not handle here, but the topic deservesdeeper investigation.
Finally , we have not discussedarrays in this paper. They
would have to be handled either through a special macro
that doesthe bounds check, or the system would needto be
augmented with arithmetic formulae as in the work by Xi
and Pfenning [42].
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