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Abstract

Traditional modularity mecanisms such as Java's
classesand padagesor ML's structures and func-
tors restrict the set of functions that may be applied
to an object, but are unable to restrict the timing of
these function applications e ectively. We propose
a new languageconstruct, the soped methad, which
allows the implemerter of a classto specify a tem-
poral resource usage protocol. This protocol limits

the sequenceof methods that may be applied to an
object. For example, a protocol for le accesamnight
specify that the le must be opened,read or written

somenumber of times, and then closed. We presert a
type-basedanalysisto enforcethe protocol and prove
its correctness.

1 Intro duction

One of the fundamertal ideas of modern program-
ming languagesis to provide support for data ab-
straction. In object-oriented programming languages
such as Java and C++, classesand padkages pro-
vide protection mechanismsthat allow programmers
to hide data represenations, and in functional lan-
guagedike ML, opaquesignaturesserea similar pur-
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pose. By hiding data represenations, implementers
can establish and maintain many of the invariants
necessanyfor a correctimplementation of the module.
In particular, it is possibleto provide guaranteesthat
data with an abstract type has just the right struc-
ture to satisfy the requiremerts of a given function
or method declaredin the sameinterface. However,
while corventional abstraction medcanisms provide
excellert support for cortrolling data structure, they
o er little to help implemertors control the order or
timing of methods or function calls.

A computational resource is an object that must be
usedaccordingto somewell-de ned protocol. In other
words, correct usageof the object demandsa certain
pattern of method calls be applied to the object. For
example,a le needsto be openedbeforebeing read.
A memory cell cannot be accessedfter deallocation.
A socket needsto be bound to a local port beforeit
can receive data and should be closedwhen it is no
longer needed. The correctnessof software depends
on faithfully following theseprotocols,but traditional
modularity medanismsare unable to enforcethem.

The main contribution of this paper is to proposea
new abstraction mecanism, called a saoped methad,
for encapsulating resourceusageprotocols. We also
design a type system to ched whether a program
obeys such protocols and we prove that any well-
typed program will not violate the protocol.

1.1 Scoped Metho ds

The role of a scoped method is to encapsulatea re-
source usageprotocol. De nition and invocation of
scoped methodsis bestexplainedby an example. Fig-
ure 1 de nes a classfor manipulating les in a Java-



class ROFile {
private void open(String path);
private void close();
Byte read();
void readOnly(String path){
enter {this.open(path);}
nally {this.close();}

}
}

Figure 1: Read Only Files

void readTenBytes(fn) {
File f = newFile ();
scope freadOnly(fn)  {
Byte b;
int i =0;
while (i<10) {
I++;
b = f.read();

/I do something with the input

}
}
}

Figure 2: A client of ROFile

like syntax. It includes methods for opening, closing
and reading les. We omit the implemenrtation de-
tails.

The readOnly method is one of our special scoped
methods. When f is a le object, the readOnly
method may be invoked as follows.

scope freadOnly (path) {

}
Operationally, the code in the enter clause of the
scoped method is executed as the new scope is en-
tered (before the ellipsis in the example above) and
the codein the nally clauseof scoped method is ex-
ecuted as the new scope is exited. Figure 2 presers
a more elaborate use of a scoped method.

The readOnly method in Figure 1 encapsulatesa
portion of the protocol that a client must follow in

order to useread-only les correctly: every time a
read-only le is opened,it must be paired with a cor-
responding close. The client need not remember to
match up open and close method calls when using
the readOnly method, the implemerter has done it
for them. Moreover, the client is unable to call open
and closemethods at inappropriate points sincethey
are declared private. Still, there is another elemert
to correct usageof read-only les. The read method
should only be called within the scope of the corre-
sponding readOnly method.

1.2 Eects

Figure 3 presernis a revised version of the read-only
le classthat enforcesthe constraint that the read
method is only called within the scope of the corre-
sponding readOnly method. The main additions are
the e ect declaration and the annotations on both
the read method and the scoped readOnly method.

First, the declaration effect r; declaresa new
sort of e ect under the cortrol of the implemerter of
the current class. Next, the implementer may assert
that this e ect occurs when methods in the current
classareinvoked. For example,in this case we decide
that the read method incurs the e ect r. Finally,
the classimplemerter may decideto permit certain
e ects within the scope of a scoped method. Here,we
decidethat within the scope of the readOnly method,
we will allow the r e ect.

The annotation on the readOnly method is actu-
ally aregular expressionthat can describe a sequence
of e ects that are allowed to occur. Here, we use
the annotation permit r to indicate that any se-
guenceof zero or more read e ects are allowed. If we
wanted to ensurethat exactly oneread e ect occurs
within the scope of a readOnly method, we would
have rewritten this declaration as permit r. Given
the annotationsin Figure 3, our type cheder prevernts
readsfrom occurring outside the scope of a readOnly
method.

The standard protocol for using sockets is a little
more involvedthan our le reader. The code appears
in gure 4. This exampleusestwo e ects, acto mark
the occurrence of an accept action and rv to mark
the occurrence of a receive. There are two scoped



class ROFile {

eect r;

private void open(String path);

private void close();

Byte read() assert r;

void readOnly(String path) permit r {
enter {this.open(path);}
nally {this.close();}

}
}

Figure 3: Read Only Files, Version 2

methods, one for the serner and one for the receiwer.

1.3 Singleton Types

Resourceusage protocols often needto be enforced
on every instantiation of the resource. For example,
the type system should not allow clients to open a
readOnly scope on f1 but call the read method of
f2 instead, asthe following code shaws.

scope fl.readOnly(fn)  {
f2.read();

}

In order to prevert these sorts of errors, the type
systemmust be ableto tell di erent objectsapart and
trace them individually . Following the approac used
by other groups [22, 5, 4], we use singleton types to
di erentiate betweendierent objects with the same
static class. A singletontype hasthe form C', where
C is the classname of the object and | is the static
keythat is usedto track object identit y.

1.4 Synthesized E ects

In our le reader example, the implementer of the
ROFile class annotated the read method with the
e ect r. We call such an annotation an assertal ef-
fect. Asserted e ects may only appear on methods
in the classwhere such e ects are declared. Meth-
ods can also be annotated with synthesizé e ects,
re ecting the fact that such methods emit e ects by
calling other e ect-pro ducing methods. For example,
considerthe readLine method de ned below.

Sacket implementation:

class Socket {
eects ac; rv;
Socket ();
private void bind (int
private void listen (int
private void close();
private void
connect (InetAddress address, int
void accept assert ac ();
Bool receive assert rv (Buffer bf);
void server (int localport, int backlog)
permit ac (rv) {
enter {bind(localport);
nally {close();}

localport);
backlog);

port);

listen(backlog);}

void client (InetAddress address, int port)
permit (rv) {
enter {connect(address,
nally {close();}
}
}

port);}

Client code:

let s=new Socket() in
scope s.server(OXCAFE, 5) {
s.accept();
Bool flag = True;
while (flag) {
Buffer bf(1024);
flag = s.receive(bf);

} .

Figure 4: UNIX Sockets



Hi String readLine(ROFile ' f) ) {l:rr } {
String  result ="
Byte b = f.read();
while (b = "\n’){
result +=b;
b = f.read();
}

return result;

}

This method must be annotated with the e ect
fl:rr g, becauseit callsthe read method of object
| sewral times: onceat the beginning of the method
and zero or more times in the while loop.

The classimplementer must annotate all methods
with their proper synthesizede ects. These annota-
tions are cheded for correctnessby the type cheder.
A mechanism for type inference might relieve much
of the annotation burden from programmers,but we
leave an investigation of more sophisticated type in-
ferencetechniquesto future work.

The readLine example also demonstratesthe use
of key polymorphism. The notation Hi prior to
method declaration intro ducesa polymorphic param-
eter that may appear in argumert or result types.
This key polymorphism enablesthe method to accept
argumert that correspondsto the ROFile class.

In the rest of the paper, we provide a more for-
mal explanation of the conceptswe have introduced
above. Keepin mind that it is not our goalto produce
the most expressie possible resource usage analy-
sis. Rather, we seekto explain our key new ideas
in a simple context and focus on the interaction be-
tweenscoped methods and regular expressione ects.
Hence, when given a choice betweenan extra ounce
of expressivenessand a spoonful of simplicity, we will
normally choosesimplicity.

Section 2 introducesthe syntax of our language,
which is a variant of ClassicJava [6]. Section 3 gives
a type systemfor statically cheding correct usageof
resources. Section 4 givesthe operational semarics
of the languageby describing a virtual machine that
monitors resourceusage. Section 5 formulates type
soundnesgheorems,which meanany well-typed pro-
gram will not violate resourceusageprotocol. In sec-
tion 6, we suggesta number of possibleextensionsto
our work that will make it more practical. Finally,

== booljCjC!

P == defne
defn := class C extends C
f—f; es; cons meth; smethg
es 1= eects p
cons = C(TX)feg
meth = m (~ X) assert p feg
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Figure 5: Syntax

we discussrelated work in section 7 and concludein
section 8.

2 Syntax

The syntax of our language is preseried in Fig-
ure 5. We use C;D;::: as class names. We use
X as a shorthand for xi;X2; ;X, and X y for
X1 Y1; X2 Y2, i Xn Yn.

A type s either bool, a classname C, or a sin-
gleton type C'. A program P is a sequenceof class
de nitions followed by an expression. A classde ni-
tion defn consistsof v e parts: a seriesof eld de ni-
tions, a set of assertede ects managedby the class,
a constructor de nition, and nally a setof ordinary
method and scoped method de nitions.

A method m with assertede ect p hasthe form

m (T X) assert pfeg

and its type is written as— P
A method m with synthesizede ect is of the form

Hi m (s this;”x) ) feg

The type of the method is written as8I: s ;!

The universally quanti ed | is a set of keysthat can



be usedin the argumert and return types,which are
of the form C or C', where | is one of the I. Since
this is an implicit argumert in Java, it may also be
assciated with a key. The syntax shows its type
explicitly as s - The latent e ect of the method is
givenby , which is amapping from keysto aregular
expressions.
A scoped method m is de ned as

m (T X) permit r fenter fe;g nally fexgg

wherer is a regular expressiondescribingthe allowed
resource usage protocol. The type of the scoped
method is ~!

Most aspectsof the expressionsyntax are standard.
We have let expressionfor introducing a local vari-
able. A newly created object must be bound to a
local variable to be used. We usee;; e, asan abbre-
viation for let x = e; in e if X is not freein e,. We
also have if and while expressions.

A scope expressionis used to call a scoped
method. It hasthe form scope e;:m(€) feig, where
e, is the scope body.

3 Type System
3.1 Notation

Before continuing with a description of our type sys-
tem, we must intro duce a number of notational con-
vertions. If X is a nite partial map, we write
dom(X) for the domain of X. We write X;I :v for
the extension of X that maps| to v. If | already
appearsin X then X;l :v is unde ned. We usethe
notation X[l 7! v] to update the map X (and allow
X to bedened on ).

We usethe metavariable to rangeovertotal map-
pings from keysto regular expressions.We lift opera-
tions on regular expressiongincluding concatenation,
union and Kleene closure)to mappings as de ned in
Figure 6. We write fl 7! rg as the map that asso-
ciates| with r and assaiatesall other keys with

3.2 Subtype Relation

Our type systemmakesuse of the subtyping relation
de ned in Figure 7. The only interesting point di er-
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Figure 7: subtype relation

ert from the ordinary Java subtyping relation is that
the singleton type C' is a subtype of C.

3.3 Expression Typing

The typing judgment for expressionshasthe form
; e €l )

is an environment that maps a key | to a pair
(C;0), where C is the class of the object and o is
the in-scope bit. When o is >, the expressionbeing
chedked s inside a scoped method for object |, other-
wiseois?. isanenvironment that mapsa variable
to its type. The mapping is the synthesizede ect
of the expressione.
To enforcecorrect resourceusage,the typing rules
ensuretwo invariants:

1. An e ectful method canonly be calledinside the
appropriate scope;

2. The e ect a scope body emits is consistert with
the e ect permitted by the scoped method body.

Some auxiliary de nitions are showvn in Table 1.
The completetyping rules for expressionsare in Fig-
ure 8. We highlight someimportant onesbelow.



Key Creation In the newrule, an object of class
C is createdwith afreshkey. The initial in-scope bit
issetto ?. The rule requires " , which species
that is well-formed in the ervironment :

8C;l: = C' implies 12 dom()

t

This condition ensuresthat the key of the newly
created object doesnot escaye the let expression.

If Expression The if rule shows how the e ect of
an expressionis synthesized. Since expressionseg; e;
and e; producee ects o; 1and ;respectively, the
synthesizede ect of expressionif ey then e; else e

is o (2[ 2)-

Scoped Metho d Call In the sape rule, a scoped
method is called on object Iy. The synthesizede ect
of the scope body is cheded against the speci ca-
tion ( 1(lp) r), making sure the resourcerepre-
sented by lg is usedcorrectly. The e ect on | that
the scope expressionexhibits to the outside world
is empty becauseall the e ects inside the scope are
already cheded and shouldn't be exposed.

The smperule alsochedsthat the original in-scope
bit of 1o is ?. This is to rule out nested scopes on
the same object, which will causeproblems. Since
the inner scope exhibits zero e ect on the object, the
outer-scope cannot capture the e ect behaviour of
the inner scope, violating the principle that all the
e ects in a scope body should be chedked againstthe
speci cation. On the other hand, nested scopes on
di erent objects are OK. For examplewe can have a
write-only scope for File 2 nestedin aread-only scope
for File 1 and copy File 1 to File 2.

The grant rule type cheds the grant expression,
which is not part of the static programming language,
but instead is generatedduring evaluation of a scope
expression.

Asserted-e ect Metho d Call In this rule, the
assertede ect fl 7! pg is recordedin the synthesized
e ect. The rule requires that I's in-scope bit is >,
which meansthe method call must happen inside a
scope body.

Synthesized-e ect Metho d Call This rule
makesuseof the compatibility relation between and
It is de ned with respect to a set of keysl:
8l2I: (h=(;?2)i (hH=:
8l6d: ()= :
T

In the synthesizé-e ect methda call rule, we rst
nd a set of distinct keys i’ to instantiate the uni-
versally bound keys | in the method de nition. P
is substituted into the types and e ects() of the
method.

The requiremert [ 7] makes sure that
whene\er a key's synthesizede ect is non-empty, the
in-scope bit of the key is >, and whenewer a key's
synthesized e ect is empty, the in-scope bit of the
key is ? . The rationale for this is:

w0
|

1. if the object produces nonzero e ect in the
method, it must be called inside a scope.

2. if it produceszero e ect, the only reasonthe
method needsthe key s to call a scoped method.
Since nested scope is not allowed, the in-scope
bit before entering the method must be ?.

Location Typing The loc rule is to type chek a
memory location |, which is generatedduring evalua-
tion when a new object is allocated and constructed.
This location seresasthe key for the object.

Polymorphic Metho d Typing The typing rules
for synthesized-e ect method de nition is shown in
Figure 9. The method body e is chedked under
which rangesover the universally quanti ed keys|.

is compatible with  and all the types should be
well-formed under . Since s is the implicit this
argumert, the rule alsorequiresthat it is either C or
C'. The synthesizede ect °of e is cheded against
the annotation .

Regular Expression Matc hing Our typing rules
need an algorithm to decide whether a synthesized
e ect matchesa speci cation. Sincee ects are made
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eldty( ,f), = ClorC | Thetypeof eld f of classC

eects( ) All the e ects of classC asde ned in the
e ects declaration

ctype( ) Type of constructor of classC

chody( ) Body of constructor of classC

mtype( ,m) Type of normal method m in classC

mbody( ,m) Body of normal method m in classC

emit( ,m) E ect that method m of classC emits as de ned
in the emit annotation (\none" if no annotation).

stype( ,m) Type of scope method m in classC

skody( ,m) Body of scope method m in classC

permit( ,m) Allowable e ect in the body of scope method m
of classC asde ned in the permit annotation.

Table 1: Auxiliary De nitions

‘cdefn  fg;fg Tee: ) fg
o defne:

Program typing

fg "¢~ ‘o ons & meth * ¢ smeth
¢ class C extends D f~f; es; cons meth smethy

Classtyping

fg; X:7;this :C "¢ e: ) fg

Constructor typing

" C(TX)feg

fg; X:this :C “ce: 9) fg 0
fg "¢+ ;— p2 eects(C) ]
NG Assertad-e ect methal typing

m M (T X) assert pfeg

= | . _
dom() =1 t 5 this ; is = C or C!
; this @ s ;X: ™ Tee: 0) 0O 0 0

- — . Synthesizéd-e ect methal typing
CHi m(mns this; ™ X)) feg

fg; X: ;this :C "¢ e1: 1) fg
fg; Xx: ;this :C "o e: %) fg 0
~C

s m(TX) permit r fenter fepg nally feygg

Saoped-methal typing

Figure 9: Typing Rules (except for expressions).



state (X;M;S;e)
= fl 7' rg
fl 7! (C;F;0g 0="? or >
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Figure 10: Machine state

up of regular expressionghe problem reducesto de-
ciding whether one regular expressionis a subset of
another, which is P-SPACE complete in the worst
case[9]. There exist many implementations of regu-
lar expressionoperations *.

Our type system is capable of cheding that, for
ead object in the program, any e ect that a scope
body emits on the object satis es the annotation of
the scoped method, and all e ectful methods are
called within a scope body. So if a program type
cheds, it must usethe resourceaccordingto the pre-
scribed protocols. This is formalized as type safety
theoremsin section 5. Before discussingtype safety,
we rst describe the virtual madine that serves as
our evaluation model for the language.

4 Virtual Machine

Mac hine State A macdine state is a quadruple
(X;M;S;e), as showvn in Figure 10. e is the cur-
rent expressionto be evaluated; S is the cortin uation
stack; M is the memory containing all the createdob-
jects and X is the e ect tracer.

The expressionsyntax is extendedwith a memory
location | and a grant expression. We use memory
locations askeysof objects. The expressiongrant |:r
in e means\allow e ect r on object | in evaluating

10ne can be found at http://www.brics.dk/automaton/

expressione". This expressiondoesnot appearin the
surfacesyntax and is only generatedwhen evaluating
a scope expression.

The continuation stac is either an empty stadk, a
stack with E asthe top frame, or a check stackin the
form of check l:r at S. The ched stadk serwesasa
mark wherethe e ect on object | should be cheded
against speci cation r.

The memory mapsa location | to atriple (C; F;0).
C is the classof the object stored at this location;
F contains all the elds of the object and o is the
in-scope bit.

The e ect tracer X is a mapping from an object
| to a string r, which records the e ects that have
already happenedon object I.

Dynamic Semantics We write €[v=x] asthe sub-
stitution of v for x in e. The complete evaluation
rules are listed in Figure 11.

In the new rule, an object is created, a new mem-
ory location is allocated and all its elds are initial-
ized to null. The initial in-scope bit is ?.

A method call with assertede ect canonly proceed
if the current evaluation isin a scope. This is why the
in-scope bit is chedked in the Asserted-e ect methal
call rule. The e ect pis appendedto the e ect tracer
X.

The ewaluation rule for the synthesized-e ect
method call is a simple substitution. If the method
has nonzero e ect, its body will evertually ewaluate
to a point wheresomeasserted-e ectmethod is called
and then the necessaryched can be performed. Also
note that the polymorphism of a method does not
introduce any run-time behaviour. It is only usedin
type chedking the program.

The ewaluation of a scope expressionyields a se-
guenceof three expressions:an enter expression,a
grant expressionwrapping the scope body, and a -
nally expression.

The grant rule requiresthat the in-scope bit is ? .
This condition detects and rejects nested scopes on
the same object. Then the object's in-scope bit is
changedto > and a \chedk" mark is made on the
cortinuation stack. The purposeof this mark is that
when the scope body nishes its evaluation and the



(X;M;S;E[e]) !} (X;M;E. S; €
(X;ME. S;v) ! (X;M;SE[v])
X5M;S; 1) 1 (XM S v)

whereM (1) = (_;F; _); F(f) =v;

(X;M;S; If =v) ) (XM7Y (CFIE 7! v]; 0)]; S;v)
where M (1) = (C;F;0)
(X;M;S; let x=new C(V)in €] (X;M©%S;e[l=this ;v=x]; €[l=x])
where chody(C) = C (T X) fepg;
MO= M; | : (C;ff 7! nullg;?)

(X;M;S; if true then e; else e)) ! (X;M;S;e1)

(X;M;S; if false then e; else ) ! (X;M;S;e)

(X;M;S; while efeig)! (X;M;S;e9)
where €°= if ethen fe;; while efe;ggelse null
(X;M;S;let x=vin e ] (X;M;S;elv=x])

(X;M;S;I:m(v) | (X% M;S;€]l=this ; V=x])

|
where M (I) = (C; _;>); mbody(C;m) = m (T X) assert pfeg;
X(H=r; XW\O=X[I7"r p]
(X;M;S; I'm(v)) ! (X;M;S; €[l=this; v=X])
where M (1) = (C; _; _);
mbody(C;m) = Hi  m (s this; =X))  feg
(X;M;S;scope I:m(V) feg) | (X;M;S;e9
whereM (1) = (C; _; _);
skody(C;m) = m (T X) permit r fenter fegg nally feygg;

e’= gy[l=this ; v=X]; grant l:r in €; ey[l=this ; V=X]

(X;M;S; grant Iir in €) | (X:M% check Ir at S; €)
where M (1) = (C;F;?); M= M[I 7! (C;F;>)]

(XM S;v)
X0= X[ 7! ]
MO= M[l 7! (C;F;?)]

(X;M; check lir at S; v) |
where X (1) = r% ro o,
M (1) = (CF;>);

Figure 11: Dynamic Semartics
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[synthesizéd-e ect
methal call]

[sope |

[grant ]

[check ]



stack returns to the mark, the e ect that has hap-
pened on object | as recordedin X can be chedked
against speci cation r, which is showvn in the check
rule. The check rule also changesthe object's in-
scope bit back to ? becausethe cortrol is about to
leave the scope. The X (I) is resetto empty, re ecting
the fact that a scope expressionshows zero e ect to
the outside world.

So far we have described a simple virtual machine
that monitors e ects and enforcesthat resourcesare
usedaccordingto prede ned protocols. The purpose
of our type systemis to statically enforcethese pro-
tocols. In other words, a well-typed program should
never get stuck dynamically whenit runs on the vir-
tual machine. In the following section we formalize
this astype safety theorems.

5 Type Safety

Well-formed Mac hine States To formalize the
well-formednessof a machine state we rst de ne the
well-formednessof memory, e ect-tracer and corntin-
uation stadk, as shown in Figure 12.

A memory M is well-formed with respect to a key
ervironment  if ead object's classand in-scope bit
storedin M matchesthosein , andall the elds are
of appropriate types.

An e ect-tracer X is well-formed with respect to

if whenewer an object's in-scope bit is ?, the out-
standing e ect of the object recordedin X should be
empty.

The well-formedness judgment for corntinuation
stacks has the following form.

; S: 1! o

is a mapping from keys| to regular expressions
r, which describe the e ect that hasaccunulated on
object | before control jumps to S. For the stack
(check I:ir at S) to bewell-formed, the e ect that
hasaccunulated on | must satisfy the speci cation r.

A machine state (X ;M ; S;e) is well-formed if there
exists  sud that both X and M are well-formed
under , the expressione type cheds and produces

eect , andthe stack S is well-formed with respect
to eect X when control jumps to S, e will have
already been fully ewaluated, soits e ect should be
appendedto X to ched stadk S.

Final States In order to expressour type safety
result, we needto de ne the sensible nal states of
our virtual machine. For any X, M, S, v, m, or f,
the following statesare nal.

1. (X;M; ;v)
2. (X;M;S; null:f), (X;M;S; null:f =v)
3. (X;M;S; null :m(V))

Preserv ation and Progress The safety of our vir-
tual machine is expressedhrough the following stan-
dard Presenation and Progresstheorems. The proofs
are straightforward due to careful organization of the
operational semartics of our virtual machine.

Theorem 1 (Preserv ation) If ~ (X;M;S;e) wf
and (X;M;S;e) ! (X%M%SCeY, then
(XM O SCe) wi

Theorem 2 (Progress) If T (X;M;S;e) wf

then either (X;M;S;e) is a nal state
or there exists (X%M%S%e9) such that
(X;M;S;e) ) (XGMOS%e).

6 Extensions

In this report, we have laid out the basic structure
and soundnesof scoped methods. Howewer, integra-
tion of this programming construct into a realistic
languagewill require a number of extensionsto the
basictheory. We discussa few of them below.
Exceptions Exceptions are a heavily-used fea-
ture of object-oriented languagessud as Java, and
they causeproblems for almost any static analysis.
When an exceptionis raisedin the middle of a scoped
method, we would liketo ensurethat the appropriate
protocol is completed. We plan to explore extensions
to the nally clausein our scope methods, and more
generally, the catch and nally clausesof Java, that

11



dom() = dom(M)

8I:M (1) = (C;F;0) implies ( 1) = (C;0) and

8f 2dom(F): (; fg e F(f): °) fg and eldty (C;f) = ) implies °

M :
8l: ()= (_;?) implies X (1) =
X

;o fg o !
o X1 e EX]r2) 2 : 2 S:2! 3

) ‘E.Sll! 3
(n r (1)=(C;>) [170(C2) [17 ] Sl

; " check lratS: !
TX T M ; fg Te el 1) ;X S: 1! 5

T (X;M;S;e) wf

Figure 12: Well-formed machine states

allow usto specify program behavior in the casethat
exceptionscauseprotocolsto be aborted early.

Concurrency Concurrency primitiv es are an-
other common object-oriented programming feature
that causedi culties for static analysis. We must
prevert concurrert threadsfrom interfering with eac
other's protocols. It seemslikely that we will need
to usedynamic mecanismsto prevent sud interfer-
ence.

Extended anti-aliasing constrain ts Weusea
simple form of syntactic corntrol of interference[15,
16] to rule out aliasing of keys. Sud a simplistic
schemeis unlikely to work e ectiv ely in practice, but
we believe we will be able to usepreviousreseart to
lift theserestrictions.

For example, we could easily extend our anti-
aliasing constraints by moving to a more exible lin-
ear or quasi-lineartype system[20, 13, 17, 23, 4]. We
choseto usethe simplestanti-aliasing schemepossible
sincethe aliasing problem is essetially orthogonal to
the main concernsof the paper.

Existen tial types over keys There are two
limitations of our system that can be solved if we

had existertial typesover keys: keys cannot escape
the let expression,which further prohibits its escape
over function boundaries; a class eld cannot track
the identity, key, of its value. However, in order to
add a generalform of existertial types,we would also
needto add linear typesto cortrol the copying of ex-
istentials. SeeWalker and Morrisett [23] and Deline
and Fahndrich [4] for examplesof how thesetwo fea-
tures interact.

Extended specication languages There are
plenty of protocols that cannot be expressedaccu-
rately using our regular expressione ects. For exam-
ple, regular expressionscannot specify that resources
be usedin a stac-like fashion. Our e ects are also
not powerful enoughto expressbinary, or more gen-
erally, n-ary relations between resources. However,
more expressie grammarsalsomake it more di cult

to test inclusion of the languagesthat they generate.

7 Related work

This researt continues the study of type and ef-
fect systemswhich started in the mid-'80s and early
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'90s with the foundational work of Giord and Lu-
cassen[7] and later Jouvelot, Talpin, Tofte and oth-
ers[12, 19]. More recertly, we have seensimple sets
of e ects ewlve into more sophisticated e ect speci-
cations. For example, Igarashi and Kobayashi [11]
use complex e ects to specify the protocol for using
a resource.

There are se\eral di erences betweenlgarashi and
Kobayashi's resource usage analysis and our own.
First, in their system,valueshave typesthat cortain
resourceusagespeci cations directly whereaswe as-
sociate resourceusage speci cations indirectly with
values using the combination of singleton types and
regular expressione ects. This level of indirection
provides a corveniert, precise,and relatively simple
way to track identit y and local aliasing of values. Sec-
ond, since usagesare assaiated directly with types
and type declarations, their analysis propagatesin-
formation top-down rather than synthesizing it bot-
tom up via e ects. Third, they give a very abstract
characterization of the actual language for specify-
ing usageswhereaswe have made our resourceusage
languageconcrete (we useregular expressions).

There have beena number of other researd e orts
on e ect systemsfor object-oriented languages. For
example, Greenhouseand Boyland [8] describe an ef-
fect systemfor Java that allows subclassesto extend
the e ects of their superclass. They show how to
apply their e ect systemto aliasing problems rather
than enforcemen of object protocols. The ownership
typesof Clark, Potter and Noble [2] are another sort
of e ect system. Ownershiptypeshelp prevent an ob-
ject from revealing the implementation of its internal
data structures by ensuringthat internal pointers are
not passedout to clients.

Another closely related project is Deline and
Feahndrich's Vault language [4]. Vault's type sys-
tem is built on top of the capability calculus [22].
Both usea similar sort of \k ey" to track the identit y
of resources,and the state of a resourcedetermines
which operations can be performed next. One di er-
encebetweenVault and our scoped-methad approac
lies in the speci cation of usageprotocols. In Vault,
the annotations of all functions in an interface col-
lectively de ne a resourceprotocol whereaswe have
certralized protocol speci cation at the de nition of

a scoped method. The advantage of certralized spec-
i cation is easymaintenanceand extension. It is less
likely that non-obvious errorsin the annotation break
the whole protocol. To add a new usage protocol,
one only needsto add a new scoped method instead
of changing annotations of every method in the class.
Extended Static Cheding (ESC) [14] addressesa
broad range of programming errors from array in-
dex bounds errors to locking protocol violations to
null pointer dereferences.By focusing on the prob-
lem of resourceusageprotocols, we hope to dewvelop a
speci cation languagethat allows simple, conciseand
comprehensiblespeci cations in this domain. If we
succeed,our simple sublanguagemight be added to
a more generalprogram cheding tool such as ESC.

8 Conclusions and Future

W ork

We have proposed a new language construct, the
smped methad, which encapsulateresourceusagepro-
tocols inside a resourcemodule. We have also de-
signeda type systemto statically enforcesucd proto-
cols and have proven the soundnessof the type sys-
tem.

We have modeled some simple resourceprotocols
involving les, locks and sockets using scoped meth-
ods to validate our approach. The next step in this
researd involvestackling someof the more advanced
features of Java and deweloping an implementation
to test our results.
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