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Abstract

Contracts (dynamically checled programmerassertions)are a
widely acceptedmechanismfor specifying, checkingand docu-
mentingpropertiesof software componentsMost, if not all, con-
tract systemsexpect programmergo usethe native programming
languageto expresstheir programinvariants.While this is most
effective for mary simpleinvariants,expressingpropertiesof data
structuresand aliasing patternscan be extremely complicated.If
written in the native languagein an unstructuredwvay, suchcon-
tractsare boundto be unclearand ineffective as documentation.
In this paper we shav how to uselinear logic as a languageof
contractsor animperatve programminganguageThe high-level
natureof our linear logical contractsmakes specifying memory
shapeandaliasingpropertiesof comple recursve datastructures
easy Moreover, sincewe give our logic a clear compositionake-
manticsthe contractssene aseffective, executabledocumentation
for programmeiexpectationsin orderto evaluatethe truth of our
linear logical contractsat run time, we usea modi ed versionof
LolliMon, alinearlogic programminganguage.

Categoriesand SubjectDescriptors D.3.1 [ProgrammingLan-
guageq: FormalDe nitions andTheory; F.3.1[LogicsandMean-
ingsof Programg: SpecifyingandReasoningboutPrograms

GeneralTerms LanguagesReliability, Theory Veri cation

Keywords ContractsAssertionsHeapShapeLlinearLogic

1. Intr oduction

The recentresearchon separationlogic by O'Hearn, Reynolds,
Yang,etal.[19, 9, 22] hasmadesigni cant progressin the static
veri cation of thecorrectnessf pointerprogramsOneof thebasic
ideasof separatiorlogic is to usethe multiplicative connectie

to describethe disjointnessof two separategiecesof memory
Separatiorogic candescribealiasingand shapenvariantsof the
programstore elegantly when comparedwith conventionallogic.
For example,if we wishto useacorventionallogic to statethatthe
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heapcanbedividedinto two piecesandonepiececanbedescribed
by F1 andoneby F», thenwewouldneedto sayF; * F2 * (S1\
S; = ;) whereS; andS; arethe setsof programlocationsthat
F1 and F, respectrely dependupon. As the numberof disjoint
memory chunksincreasesthe separationogic formula remains
relativelysimple:F1 F2 F3 F4 representfour separat@iecesof
the store.On the otherhand,therelatedclassicaformulabecomes
increasinglycomple:
Fi"Fo"2F3”™ Fy

AM(S1\ S2= )M (St S3=;)M(S1\ Sa=3)

M(S2\ S3= ;)" (S2\ Sa=5)"(Ss\ Sa=3)
The endresultis thatwhile in theoryit is possibleto reasorabout
memoryin corventionalclassicalogic, in practiceinvariantscon-
cerningunaliaseddatastructurescan quickly grow to an unman-
ageablesize.

Separatiorogic hasalreadybeenusedto prove the correctness
of programghatmanipulatecomple recursve datastructuresOne
of the most impressie resultsis Birkedal et al.'s proof of the
correctnessf acopying garbagecollector[3]. However, this proof
wasdoneby hand,andmanualveri cation is clearlyfartoo heary-
weightfor ordinaryprogrammerso incorporaténto their everyday
programmingor delugging tasks.Happily, thereis much current
researcifocusedon automatingthe processput it is nevertheless
likely to be decade$eforeordinaryprogrammersireableto useit
productvely.

On the other hand, people have studied and used contracts
sincethe 1970s[20, 8, 14, 16] Contractsare speci cationsthat
programmersuse to documentcomponentrequirementsand to
clearly expressguaranteeslmportantly contractsare executable
speci cationsthat are evaluatedat run time and actually enforce
thespeci edpropertiesWhenusedconsistentlycontractcanhelp
improve theclarity of codeanddetectprogrammeerrors.All kinds
of pastand currentlanguagesinclude thesefeatures,including
Eiffel [15], Java[21] andSchemd4].

Most contractsystemsexpect programmergo usethe native
programminganguageto expresstheir programinvariants.While
thistechniquas mosteffective for mary simpleinvariants express-
ing propertiesof datastructuresand aliasing patternscan be ex-
tremely complicated.In fact, ary naive “roll your own” function
a programmermight write to checkheap-shap@ropertieswould
have to setup substantialnfrastructureto keeptrack of setsof lo-
cationsandto recordandcheckaliasingpropertieslf this infras-
tructureis setup in anad hoc, verbose andunstructurednanner
the meaningof contractswill be unclearandtheir value asdocu-
mentationsubstantiallydiminished.

Hence, in this paper we seize upon the critical insight of
O'Hearn, Reynolds, Yang and others:substructuralogics, sepa-
rationlogic beinga specialcase canbe a highly effective speci -
cation mechanismsor propertiesof heapshape However, rather
thanattemptingo verify thatsubstructuraspeci cationshold stat-
ically, we exploreusingthemasa languageof contractsgevaluated
dynamically Whenusedas contracts substructurabpeci cations



aremuchlighterweightveri cation mechanismghanwhenusedn
staticveri cation. A programmercansimply plop dowvn a contract
wherever they choosein their program,emplo/ing a pay-as-you-
go stratgy for makingtheir programsmorereliable.Consequently
usingsubstructuralogicsascontractgrovidesanopportunityfor a
muchmoreimmediateémpacton programmingpractice Of course,
usinglogical assertionsas contractsdoesnot rule out usingthem
asannotationdor staticveri cation aswell. On the contrary the
two arequite complementanyf a programmemishesto statically
verify a small portion of a large program,they may do so soundly
only if they areablecheckthe preconditionf their programfrag-
mentdynamicallywhencontrol o wsinto the fragment.The most
effective way to engineethisis to ensurghatonecaninterpretary
assertiorboth as part of a static programanalysisand as a legal
contractthatmaybeevaluateddynamically In this paperwe focus
exclusively on evaluationof substructurahssertionglynamically
but we arewell awareof progresson staticveri cation usingthese
sameassertiongndhopeto exploit thatin thefuture.

To be morespeci ¢, we have implementedanimperative pro-
gramminglanguagein which userscan specify heap-shapeon-
tractsusinga fragmentof linearlogic. Linearlogic sharesa great
dealin commonwith thelogic of bunchedimplications[18], upon
which separatiorlogic is based.In particular linear logic's mul-
tiplicative connectves canspecify separatioror disjointednes®f
heapstatewhile its additive connecties canspecify sharing.Lin-
earlogic's unrestrictedmodality allows us to include andrepeat-
edly reusespeci cationsthat areindependenof the currentheap
shape.The main motivation for using linear logic as opposedto
separatiomogic is thatto enforcecontractsye requiresomemech-
anismfor evaluatinglogical speci cationsat runtime. To evaluate
contractswe incorporatea modi ed versionof Lopezetal's lin-
earlogic engineLolliMon [12], a decedenbf Lolli [7], into the
run-timesystemof ourlanguage.

In summaryour main contrikutionsare:

The ideathat a substructuralogic canbe usedasa language
of contractsfor specifyingheap-shap@roperties.Unlike the
ad hoc, unstructuredheap-shapeontractsone might write in
native code thesecontractsene asclear compactandseman-
tically well-de ned documentatiomf heap-shapproperties.

An implementatiorof this ideausinglinearlogic asthelogical
speci cation languagefor heap shapes.Contractswritten in
linearlogic areevaluatedusingamodi ed versionof LolliMon,
andusedto verify propertiesof datastructuresodedin MiniC,
which, despiteits name,is a substantialfragmentof the C
programminganguage.

An implementectollectionof examplecontractsghatshawv the
effectivenesof our techniquencludingsingly linkedlists, cir-

cular lists, doubly linked lists, trees,directedacgyclic graphs,
and other more complicateddatastructuressuchasred-black
treesandb-trees.

An indexed model of linear logic augmentedwith inductive
de nitions and a proof of soundnes®f our implementation
technique.

The rest of the paperis organizedas follows. In Section2
we give an informal overvien of our MiniC systemandits lin-
ear logical contractlanguage.n Section3, we introducean in-
dexed memorymodelfor ourlogic andprove the soundnessf our
techniqueln Section4, we provide implementatiordetailsof the
MiniC Languageandits interfacewith LolliMon. In Section5 we
discussomemorecomplex datastructuresincludingthoseinvolv-
ing aliasing.In Section6, we explore examplecodefor red-black
trees.And nally, in Section7 we discussrelatedwork andsome
directionsfor future researchPleasenotea preliminaryversionof

this papemwaspresenteadtthe SFACE 06 workshop Januar2006.
However, thatworkshophasno formal, publishedoroceedings.

2. Overview

In this section,we illustrate the basiccomponentof our system
by goingover a simpleprogramthatincludesa call to anuntrusted
copy function. We also give an example of how to verify recur
sively de ned shapenvariantsof singly linkedlists.

2.1 A SimpleMiniC Program

Thesampleprogrampair :minic in Figurel is writtenin our pro-
totypesystenMiniC, whosesyntaxis asubsebf ANSI-C extended
with syntaxfor de ning clausesand assertingformulasin Lol-
liMon. The LolliMon declarationgn doublebraclets at the very
beginningof theprogramareuserde ned clauseglescribingnem-
ory shape®f concernWewill explainthemin thenext subsection.

In the main function,the programmemllocatesa structof type
pair _tp, andthencalls the copy function, which is de ned in a
differentsourcele writtenby anotheprogrammerFromthecom-
ments,we know that copy is supposedo performdeepcopying.
However, the programmemvriting the main functiondid not write
thecopy function,sohewould lik e to checkthatthe speci cations
in thecommentaremet.

The laststatementn the main functionis the assersstatement.
Thelinear logic formulain the doublebraclets describeghe de-
siredshapeof thememory

2.2 SpecifyingInvariants in LolliMon

We useLolliMon [12], amonadicconcurrentinearlogic program-
ming language as our assertionanguage We have not usedthe
monadicfeaturesof LolliMon in our examples,so we omit them
from thepaper

In LolliMon, we de ne clausesconsistingof a headand a
body just as we would in Prolog. Goal formulas can be queried
over the setof de ned clausesFollowing the style of Prolog,we
write clausesas invertedimplication: Head o- Body. LolliMon
alsoprovidesthe built-in predicateis which evaluatesits integer
amgumentsand then checksthat they are equal, the built-in list
operator:: , andthetermnil for the emptylist. Logic variables
arecapitalized Below is a sampleprogramin LolliMon.

1 struct L nil.
2 struct L (VYY) o-
3 lin LV, Llis L+ 1, struct L1Y.

5 #linear lin
6 #linear lin

10 100, lin 11 200.
20 100, lin 21 200.

8 #query 1 1 1 (struct 10 (X:Y:nil),
9 struct 20 (X:Y::nil)).

In lines1through3, we de ned two clausedor predicatestruct
thattogetherdescribea memorychunkwith startingaddresd. and
list of valuesstoredX We usepredicate(lin L V) to describea
memorycell whoseaddresss L andcontentss V. The multiplica-
tive conjunctionwrittenas”,” in LolliMon, enforceghattheloca-
tionsin its subformulasaredisjoint. For example thereis nomem-
ory thatsatis estheformula((lin 10 100); (lin 10 100)), because
thatwould requirelocation10to bein two disjoint piecesof mem-
ory. The rst clausehandleghebasecasewheretherearenomore
elementsn thelist. In thesecondtlausethememorystartingfrom
addresd. pointsto thelist of elements/:: Yif L pointsto the rst
elementlin L V) andthenext locationL+1is astructthathasthe
restof theelementgstruct L1 Y).

1 Notice that locationsare treatedat a high level of abstraction Adjacent
elds in astructor arrayareoffsetby 1.



[l

struct L nil.
struct L (V:Y) o-

lin LV, Llis L+ 1, struct L1Y.
1l

struct pair tp f int x; int y;g;
/* copy is a deep copy function that takes a
* pointer to a pair _tp struct, copies the

* contents into a newly allocated struct and
* returns the pointer of the new struct */
extern struct pair _tp *copy(struct pair _tp *x);
int  main() f

struct  pair _tp *pair2;
struct  pair _tp *pairl
= malloc(sizeof(struct pair _tp));

pairl->x = 100;
pairl->y = 200;
pair2 = copy(pairl);

/* pair2 and pairl should refer to
* different  locations with the samedata */
assert([[struct $pairl (X:Y:nil),

struct  $pair2  (X:Y:nil)]]);

Figure 1. pairminic

Online 5, we de ne alinear clausethat stateshatlocation 10
containsinteger 100 andlocation 11 containsinteger 200. Line 6
similarly declaresthat location 20 contains100 and location 21
contains200.Thekeyword# linear enforceshattheclausemust
be usedexactly oncein proving thegoal.Lines8 and9 containthe
queryto be solved. The rst threeparameterindicatethe number
of expectedsolutions,the maximumnumberof solutions,andthe
numberof attemptghatshouldbe madeto try to prove this query
Thelastargumentis thegoalformulato be proved.

Herethe queriedformulaasksif thereexist two disjoint pieces
of memory and somedata X and Y suchthat the rst piece of
memorystartsat location 10 and containstwo elementsX and,
andthe secondpieceof memorystartsat location20 andcontains
thesamepairof valuesXandY. This querysucceedbecausét uses
eachof thelinearresourcegxactly once,andthelogical variableX
is uni ed with 100 andY with 200.

2.3 Verifying a Simple MiniC Program

As we saw in the sampleMiniC codepair.minic , programmers
de ne clauseghat specify the shapeand otherinvariantsof their
data structuresat the very beginning of the program.They can
theninsertassertiondasedon thesede nitions atary pointin the
code.Theseassertiongnayincludeprogramvariablesby pre xing
them with a dollar sign. Intuitively, at run time when an assert
is reachedthe clausede nitions and the formula describingthe
currentprogrammemory are given as the logical contet to the
LolliMon engine.The formulato be asserteds sentto the engine
asthequeryformulato beexecutedagainsthecontext. If thequery
is provenby thelogic engine theprogramwill continuerunning;if
it fails, theprogramwill beaborted.

Assumethe copy function calledby the codein Figurel hasa
correctimplementation:

struct
struct

pair _tp *copy(struct
pair _tp *dup

= malloc(sizeof(struct
dup->x = p->x;
dup->y = p->y;
return  dup;

[¢h

pair tp *p) f

pair _tp));

Whenthe assertin main is reachedthe heapof this program
containstwo structs:pairl (allocatedby main) andpair2 (allo-
catedby copy). Assumingpairl is allocatedat locationL1 and
pairl is allocatedat locationL2, thenthe formula describingthe
currentheapis

(lin L1100); (lin (L1+ 1) 200);
(lin L2100); (lin (L2+ 1) 200)

After the variable namesare replacedby the valuesthey are

boundto, theasserformulabecomes

L1 (X:Y:nil), L2 (X:Y:nil)

The above formula is checled againstthe clausesde ned in
the rst threelinesof pair.minic andtheformuladescribingthe
currentheap.AssumingthatL1 is 10 andL2 is 20, thenthe logic
programinvoked to checkthe assertionin this MiniC programis
exactly the programin the previous subsectionso the assertion
passes.

Suppos®ntheotherhandthatthecopy functionis erroneously
implementedas:

struct struct

struct pair _tp *copy(struct
return  p;

g9

pair tp *p) f

Whenthe assertis reachedthe heapof this programhasonly
onestructpairl , andpair2 is analiasof pairl . Theassertioris
expandedo

struct L1 (X:Y::nil), struct L1 (X:Y::nil)

And theformuladescribingthe currentheapis
(in L1 100), (lin L1+1 200).

In this casethe assertionwill fail becausethereare not enough
linearresourceso prove thattherearetwo disjoint structs.

2.4 Specifyingthe Shapeof Link ed Lists

Herewe shawv how to describetheinvariantsof non-circularsingly

linked lists. Predicate(llist L) meansthat the memory chunk
startingfrom locationL is asingly linkedlist. A locationL points

to alist if eitherit is null (0) or it containsdataData andthevalue

Next in the adjacentlocationis a pointerto a list. Additive dis-

junctionis written as*;” in LolliMon. Formula(F1; F2) describes
amemorythat canbe describecdby eitherF1 or F,. For example,
the memorythat containgjust the location 10 andits contentsl 00

cansatisfy ((lin 10 100);(lin 10 200)) becausenly one of the

subformulaseedto be satis ed.

list L o- (L is 0);
(struct L (Data:Next:nil),
llist  Next).

In the MiniC programllist.minic in Figure2, the LolliMon
de nitions arebetweerine 1 and9. In additionto theabove clause
de nition, the LolliMon de nitions alsoincludethe type declara-
tion of thellist  predicatgline 2) which speci esthatthellist
predicatetakesoneargumentof typeint (afully appliedpredicate
always hasthe specialobject type 0); and the mode declaration
(line 4), which will be explainedin Section4. Following the Lol-
liMon de nitions aretheMiniC de nitions thatdeclarealist node,
struct node_tp (line 11-15).



/* an llist is a non-circular  linked list */
1

2 st int -> o.

4 #modellist  +L.

6 llist L o- (L is 0)
7 (struct

8 llist
91

11 struct nodetp f

12 int data;
13 struct node_tp* next;

L (Data::Next:nil),
Next).

g;
15 typedef struct node_tp* list _tp;

17 int main() f
18 list _tp listd, list2, list3;

20 /* build a list of length 3 */

21 list3 = malloc(sizeof(struct node_tp));
22 list3->data = 3;

23 list3->next = 0;

24 list2 = malloc(sizeof(struct node_tp));
25 list2->data = 2;

26 list2->next = list3;

27 listl = malloc(sizeof(struct node_tp));

28 listl->data ;
list2;

29 listl->next

31 /* check the list is well-formed */

32 assert([[llist $list1]]);
34 /* makethe list circular */
35 list3->next = listl;

37 /* this assert fails */
38 assert([[llist $list1]]);

40 return  0O;

Figure2. llist.minic

Inlines20through29,themain functionconstructsalist match-
ing the onein Figure 3. Assumethatlist3 is allocatedat loca-
tion "3, list2 at 2, andlistl at 1. The programmerthenas-
sertsat line 32 thatlistl is alinked list ([[llist $list1]] ).
After replacingthe variablewith its value, the assertionformula
becomegqllist  "1). Since’; is not 0, thelogic engineneedsto
solve thesubgoabnline 7 and8. Thelinearresourcegorrespond-
ing to memorym; in Figure3 areusedto determinghatData is 1
andNext is “». Thelogic enginethenattemptso prove that ™, is
apointerto a list usingthe remaindermf the memorym, andms.
Thisin turnreducego proving that” ; pointsto alist usingms. The

Figure 3. Memorycontainingalinkedlist.

% ./runMiniC  tests/llist.minic

Checking assertion 32.4 - 32.28:
[[list $list1]]
Looking for 1 solutions to query: llist 1025
Attempt 1, Solution 1 with T[]
Success.
Time consumed 0.02
Checking assertion 38.4 - 38.28:
[[ist $list1]]

Looking for 1 solutions to query: llist 1025

Failed to find 1 solutions within 1 attempts.
Time consumed 0.03 seconds.
Assertion  [[llist $list1]] Failed

at Position 38.4 - 38.28

Figure 4. Theoutputfrom runningllist.minic

basecaseis reachedvhenproving thatO is a pointerto alist using
no memory Sinceall subgoalsaaresolved,theassertiorpasses.

Online 35,themain functionchangeshelastelemenin thelist
to pointto the rst, resultingin acircularlist. Thesecondassertion,
atline 38, begins muchlike the rst. However, whenthe subgoal
of proving "3 pointsto a list is reachedthe logic enginetries to
usetheresourcegorrespondingo ms to prove that" 3 pointsto a
list. The next stepwould beto prove that ™1 pointsa list usingno
linear resourceUnlike the rst assertwherewe canprove thatO
is alist pointerwithout usingary linearresourcesproving that "1
pointsto list requiresusto consumehememorym, . However, this
resourcenasalreadybeenusedat the very beginning of the proof,
sothis assertiorfails, andthe MiniC interpretetthrows an Assert
Failed exception.

Theactualoutputfrom runningllist.minic is shawn in Fig-
ure 4. Eachtime an assertioris encounteredthe line numberand
formulato be queriedareprinted. The next line containghe query
with the programvariablessubstitutedvith the actualvalues.And

nally , theresultof runningthe queryis printed.

3. Memory Semanticsof Linear Logic

In this section,we begin by reviewing the formal syntaxof linear
logic andexplainingthe formal syntaxof recursvely de ned pred-
icates Next we introduceanindexed semantic®f theintuitionistic
linearlogic with recursve de nitions. Finally, we presenbur for-
mal result: the soundnessf assertionsSincelLolliMon is a frag-
mentof intuitionistic linearlogic, all the soundnessesultsof this
sectioncarryoverto LolliMon.

3.1 Formal Syntax

Thesyntaxof theformulasis standardandit includesboththemul-
tiplicative andadditive linearconnectiesaswell astheunrestricted
modality!.
Formulas F ::= PjPaj(in " v)jljF1 Fy

jF1( F2j>jF1&F2j0
jF1  F2jF j9xF j8xF

We use” to denotememorylocationsandv to denotevalues.
Memory locationsandvaluesarebothin nite subsetf integers.
We treat eachmemoryword as one unit, so we write (*+1) for
the addressmmediatelyafter . The basicpredicatesncludeuser
de ned predicatesarithmeticpredicatesand(lin ~ v).

Predicatg(lin = v) describesa memorythat containsonly one
location ™ with the contentsv. The multiplicative connectie
(similar to * in separatiorlogic) separateshe memoryinto two
disjoint pieces.For example,memorym in Figure 3 canbe de-
scribedby (struct "1 (1 "2 @onil ) (struct (T2 (2 Vs o



nil )) (struct “3(3: 0: nil )). Theconnectve 1 is the unit of

multiplicative conjunction,andit describeemptymemoriesFor-

mulaFi ( F2 describeanemorieswvhoseunion with memories
describedby F; satisfy F2. Memory m; in Figure 3 canbe de-
scribedby (list 2 ( list 1). The connectie > is the unit

of the additive conjunctionanddescribesll memories The addi-
tive conjunctionF1 & F, describesmemoriesthat satisfy both F;

andF,. For example,ary memorym thatsatis esF alsosatis es
(F&>). FormulaF1 F, describesnemoriesthat satisfy either
F1 or F». Connecte 0 is falsehoodand no memorysatis esiit.

The semanticsof the unrestrictedmodality ! force F to be valid

with empty memory Arithmetic predicatesP include equality
andless-tharrelationshipsover integer expressionsFor example,
(x = 2) (2< x)istrueif x is greatethanor equalto two.

3.2 Recursive De nitions

In thelist examplein the previous section,the body of the clause
de ning predicatellist  containsthe predicatellist  itself. We
usel to denotethede nition of arecursvely de ned predicateand
Is to denotethelist of suchde nitions.

Preddef |
Preddefs Is

Eachde nition | correspondgo a clausede nition in Lol-
liMon with the free logical variablesuniversallyquanti ed. Predi-
cate(P X1 :::Xn) correspondso the headof a clauseandF cor
respondgo the body of the clause We alsocall the body formula
F anunrolling of the headpredicate(P X1 :::Xn). For example,
belaw is theclausede nition for llist  in Section2.4 givenin the

8x1::::8Xm:(F ( P X1:::Xn)
jlils

formof I:
81:8d:8n: ((I=0)
((struct | (d::n:nil)) (llist n)))
( Mlistl

3.3 An Indexed Memory Model for Linear Logic

In orderto relateassertiorformulasto memoryshapewe de ne an
indexedmemorysemanticgor linearlogic. Thememorysemantics
of themultiplicative andadditive connectvesof linearlogic is very
similar to thoseof the separatioriogic [22]. Theindexing scheme
is inspired by the indexed semanticsmodel for recursve types
developedby Appel et al.[2] and the indexed memorymodelin
recentwork by Morrisettetal.[17]. A memorym mapslocations
* to valuesv. We write dom(m) to denotethe setof locationsin
thedomainof m andm(") to denotethe valuestoredin ~. We use
m1# m» to denotethat two memoriesm; andm; have disjoint
domainsLastlym; ] m» istheunionof m; andm; if mi# my,
otherwiseit is unde ned.

The indexed semantigudgmentsare inductively de ned over
theindex n andthe structureof the formula. Judgmenim [, F
stateghatgiventhe setof predicatede nitions Is, memorym can
bedescribedby formulaF with n stepsof approximationThese-
manticsfor mostof thelinearlogic connectiesarestraightforvard,
andthey arenotaffectedby theindexing schemeln thesecasesthe
index numbem is justcarriedthroughthesemantigudgmentsThe
interestingcasewherethe index numberchangess the semantics
for recursvely de ned predicatesuchasthe struct andllist
predicatedrom previous examples.The semanticof formulasis
givenin Figure5.

For the semanticof recursively de ned predicatesintuitively,
the index n can be seenasthe numberof unrolling stepsof the
recursvely de ned predicateswhentheindex is 0, meaningwve do
notunroll the predicateatall andcannotexaminethe de nition, all
memoriesatisfythepredicate A memorym satis esthepredicate
(P t1::t) atthen™ unrolling, whenm satis estheclausebodyat

m [ F

_ n
n=0m [ F foral memorym.

n 1
=m {, (lin " v)iff dom(m) = " andm(’) = v
=5 Pp iff Py istrue
sm L P toty iff (8x1:8xm (F (
m L P Flti=xa]iftn=xn]

mo>

P x1::xn)) 2 Is,and

*m [ liffdom(m) = ;

*®mm L0

*m LF1&F2iffm L Frandm [ F

*m 0 Fp ( Fyiff for all m® and m# m? andfor all j,
0 j nsuchthatm® i  Fyimpliesm] m® | F»

=m [\ F1 F;iff thereexistsm; andm; suchthatm = m;] m»
andm; L Fpandmz [ F»

=m [LIFiffdom(m)=;and L F
m [LF1 Fpiffeitherm L Fiorm [\ F

=m [ 8xF Oiff for allintegeram 1. FYa=x]
m

n 9x:F Oiff thereexistsintegera suchthatm I, F %qa=x]

Figure5. Semanticof Formulas

the(n  1)" unrolling. A predicateunrollsto F [t1=X1]:::[tn =Xn ]
when(8x1::8xm :(F ( P X1::xn)) 2 Is.

Now we usethesemantic®f alist predicatgllist  °°) toiillus-
tratetheideaof indexing. This de nition is asimpli ed versionof
thede nition of llist  wherethede nition of struct is expanded
andthedata eld is droppedThede nition of llist °is:

8l:8x:( (I = 0) %)) ( list °1

We useS, to representhesetof memorieghatsatisfyformula
(list ©°)atthen™ approximationS, = fmjm 1 llist °°g).

(in 1x  (llist

So = Thesetof all memories
S; = Thesetof all memories
S;=fmj m=; or
m= (" 7! v)] mo wheremg 2 Si1g
Sz3=fmj m=; or
m= (" 7! 0)or
m=(C7"1)] C27'v)] mo
wheremg 2 S19
Sps=fmj m=; or

m= (" 7! 0)or

m=(C7""1)] C17"0)or
m=(C7""1)] Co7'72)] C270v)] mo
wheremg 2 S19

Whentheindex n is 0, we have theleastprecisadeaof whatthe
memorieghatsatisfyllist 9" ook like, sosetSy is the setof all
memoriesAt onestepof approximationsetS; containsmemories
thatsatisfytheunrollingof (llist °) at0" approximationsoS;
is alsothe setof all memoriesWe canseethatsetS, containsthe
exact memoriesthat satisfy lists of length 0; set Sz containsthe
exactmemorieghatsatisfylists of lengthO and1; setS, contains
theexactmemorieghatsatisfylists of length0, 1, and2; soonand
soforth. As theindex grows bigger thesetof memorieghatsatisfy
theformulabecomesmaller andthe semantigudgmentbecomes
moreprecise As theindex n approachepositive in nity , wereach
the x edpoint.



Anothercaseworth discussings the semantigudgmentof lin-
earimplicationm [y F1 ( F.. BecauseF; is on the negative
position,we have to de ne the semanticsso that for all approxi-
mation stepsup to n, the union of m andary m° satisfyingF1,
satis esF».

The following lemmastatesthat the n™ approximationis al-
waysmore precisethanary j stepsof approximationwherej is
strictly lessthann. This lemmais crucialin the soundnesgproofs
in Section3.5.

Lemma 1 (Downward Closure)

Foralln 1,ifm [, F thenforallj,0 j<n,m I F.

Is

3.4 Soundnesf Logical Deduction

The sequentalculusof linear logic is of theform: ; I F.
Contxt containsunrestrictedesourcesandcontext  contains
linearresourcesThe unrestrictedesourcesanbe usedary num-
ber of timesto prove F, and eachof the linearresourcesnustbe
usedexactly once.The sequentalculusrulesareprovidedfor ref-
erencdn AppendixA.

Theactuallogical deductionrulesfor LolliMon aremorecom-
plicatedthanthoseof linear logic dueto the additionof monads.
However, LolliMon is soundwith regardto the sequentcalculus
rulesin AppendixA. Thereforejn orderto shaw the soundnessf
theLolliMon logical deductionswith regardto our memorymodel,
we only needto prove the soundnessf the sequentalculusrules
for intuitionistic linearlogic with regardto themodel.

First,we de ne thesemantic®f logical contexts. A memorym
is describedby theunrestricteccontext  andthelinearcontext
if m is describedy theformulacreatedy wrappingeachformula
in  with ! andthentensoringtogethertheseformulasandall the
formulasin

We prove thatif memorym is describedby contexts and
thenm is alsodescribedy thelogical consequencef and

Theorem 2 (Soundnesf Logical Deduction)
If ; ! Fandforalln 0Om j ; impliesm [5F.

3.5 Soundnes®of Assertions

Our maintechnicalresultis a proof thatif anassertiorof formula
F succeedshenthecurrentmemorystatecanbedescribedy F .

Whenanassertions reachedtheuserde ned inductive de ni-
tions|s aredumpedinto the unrestricteccontext . The formulas
describingeachallocatedocationin the currentprogramheapare
dumpedinto the linear context . We usethe notationLocgm)
to representhe setof formulascreatedby encodingeachlive heap
location™ containingvaluev into its describingformula(lin ~ v).

We rst shaw thatthe recursive de nitions Is arevalid with an
emptymemory

Lemma 3
Foralln 1, [}lIs

Next we shav the correctnes®f the encodingof memorym
by Locgm). In otherwords,memorym canbe describedby the
tensoringof all predicatesn Locs(m).

Lemma4 N
Foralln 0O,m [y (Locgm))

Finally, we shawv that if an assertionsucceedsthen the cur
rentmemorym canbedescribedy theassertedormula.We have
proventhatthecurrentmemorycanbedescribedy theunrestricted
contet built from the de nitions of the recursvely de ned predi-
catesandthe linear context built from the currentmemoryloca-
tions. Thereforewe caninvoke the soundnessf logical deduction

theorem(Theorem?) andconcludethatthe currentmemorycanbe
describedy theassertedormula.

Theorem 5 (Soundnesof Assertions)
IfIs;Locg(m) ! F,then8n 1,m | F.

4. Implementation

TheMiniC systenconsistof asimplelexer, parserandinterpreter
for asubsebf C andaninterfaceto theimplementatiorof thelogic
programmindanguaged.olliMon. Whentheinterpreterencounters
anassertionlolliMon is calledto verify theassertion.

4.1 The MiniC Language

The MiniC languagss a subsetf C including basiccontrol ow
constructspointers structsunions,andenumswith theadditionof
inductive de nitions andasserstatement# LolliMon.

A MiniC programbeaginswith a setof LolliMon clausede ni-
tionsin LolliMon, which areenclosedn doublesquarebraclets.
The implementationautomaticallyincludesthe de nitions of the
basicpredicatesuchaslin andstruct . Next thereis asequence
of toplevel declarationshatcanincludeglobalvariablesstructand
unionde nitions, type de nitions, function declarationsandenu-
merations Programexecutionbegins with the distinguishedmain
function.

In an assertstatementthe formulato be asserteds in double
squarebraclets.Programvariablesmaybeincludedin theformula
by pre xing themwith a dollar sign.

TheMiniC interpreteiis writtenin OCaml.It is completelystan-
dard,exceptfor the interpretationof assertstatementsWhenthe
interpreterencounteranassertstatementit callsthelogic engine
LolliMon with threepiecesof information:the userde ned de ni-
tionsfrom thetop of the program the currentstateof theheapand
theformulathatneedso bechecled.If LolliMon succeeds prov-
ing the formula from the provided resourcesthe interpretersim-
ply continues;otherwise the interpreterhaltswith an Assertion
Failed exception.

4.2 The Logic Engine

We useLolliMon [12] asthelogical engineto checkassertionsn
MiniC programsThe backward-chainingoperationabemanticof
LolliMon give a naturalinterpretatiorof thelogical connectiesas
goal-directedsearclinstructions.

Becausdinearlogic requireghattheformulasin thelinearcon-
text have to be usedexactly once,the resourcemanagemenfor a
linearlogic programminganguagecanbe quite complicated The
resourcananagemernf LolliMon implementghe TagFrameFast
System[13]. Eachformulain the contet is assigneda specialtag
to indicatethe usageof this formula. The linearlogical contet is
globally availablethroughoutheproof,andonly thetagsof thefor-
mulasaremarked whenthey areusedin the proof. The TagFrame
Fast Systemmanagedo make most context manipulatingopera-
tionstake constantime, exceptthe pick rule, which goesthrough
thecontet linearlyto chooseaformulato prove thegoalpredicate.
Next we will explain how we modi ed theimplementatiorof Lol-
liMon to achieve reasonabl@erformancevhile verifying theshape
of datastructures.

Heap Contextand Mode Analysis When LolliMon is calledto

prove an assertionthe logical contet containsthe programmer
de ned clausesand the logical encodingof the programheap.
Naively, we cantraversethe heapand dumpout all the contents
into the logical contet beforewe startthe proof. However, such
an approachwill never work in practice.For one thing, we are
doublingthe memoryrequirementgo useary assertiongvenone
that is relatedto only a single location in the programs heap.



For anotherthe performanceof LolliMon will suffer from alarge
programheap As we mentioneckarlier theresourcesnanagement
of LolliMon containsthe pick rule taking time that is linear to
the numberof formulasin the context. This meansthatthe larger
the programheap,the largerthelogical context, andthe worsethe
performance.

Fortunatelyit is not necessaryo dumptheformulasdescribing
the heapinto the context. Sincethoseformulasareall of the form
(lin * v) where" is theaddres®f thelocationandyv is its contents,
we canusea hashtablewith the addressesf the locationsaskeys
to managethe formula tags. To determinethe value storedin a
location,we simply look it up in the programs$ native heap.The
contet for the memorycontentshereforeconsistsof the program
heapitself plusthe hashtable. This hashtablespeedsaip the proof
searchin two ways.One, it takesamortizedconstantime to look
upthepredicatg(lin * v) in thecontet. Two, it separatetheheap
formulasfrom therestof theformulasin the contet, andtherefore
greatlydecreasethetime neededo pick aformulain the contet.
Furthermorewe exploit thetaggingsystemsothatwe only neecdto
createbindingsfor locationsthathave directly beenusedin proving
the goalin the hashtable. Consequentlythe memoryoverheadof
the hashtablefor tagsis linearto the sizeof the datastructurethat
is of interestto theassertion,

In orderfor this optimizationto be correct,we assumehatwe
never put (lin °~ v) in negative positions,which meansthatwe do
notaddnew (lin * v) predicatesnto thecontet astheproofsearch
goes.If we addednew bindingsduring the proof, it would not be
soundto only referto the heapwhendeterminingthe contentsof a
location.We alsomustenforcethatwheneer we attemptto prove
goal (lin * v), term" is ground(alreadyknown). Otherwise the
hashtableis of nouse.Theseassumptionsofar have notrestricted
theexamplegthatwe cancheck.Intuitively, we wantto look up the
contentof speci ¢ memorylocations but we never needto askthe
questionof which locationcontainsa speci c value.

The rst assumptioncan be easily checled by syntactically
traversing the structureof the goal and the clauses.The second
assumptiorcanbe checled using LolliMon' s modeanalysis.The
basicidea of mode analysisis to declarethe input and output
modesfor the agumentsof eachpredicate.The agumentswith
input modehaveto begroundbeforeproving thepredicateandthe
argumentswith output modehaveto begroundwhenthepredicate
is proved. Mode analysisin logic programminganguageshecks
the information o w of eachclausede nition to determineif this
de nition obeys the modesdeclarationBecauseve would like to
male surethatthe rst agumeniof the(lin *~ v) predicatds always
groundwhenwetry to prove it, we declareits modeas#modelin
+L -V.Wedeclarehemodesof otherpredicatesimilarly. Finally,
we checkthattheformulato be asserteds alsowell-moded.

5. Further Examples: ExpressingAliasing

All the exampleswe have shavn up to this point do not have

aliaseddatastructures Although linear logic is extremely well-

suitedfor reasoningaboutdisjoint memorylocations,it canalso
expressinvariantsinvolving aliasing.In this section,we shav two

examplesof how to expressinvariantsof aliaseddatastructures
usingour logic.

5.1 Circular Link ed Lists

Thelogic programde ning thelist predicatdlist  in Section2.4
only succeedsn non-circulafists (asintended)lt failsoncircular
lists becauseeachlist nodecanonly be visited once.To checkfor
circularity, the rst nodein thelist needto be visited againwhen
thetail nodeis reached.

We cande ne circularlinked lists by modifying the de nition
of llist to passaroundtheaddres®f theheadnode.Theprogram

succeedmmediatelywhenanodecontaininga pointerbackto the
headnodeis reachedwithout attemptingo follow thatpointer

clistnode L T o- struct L (I11:T::nil);
( struct L (12:X:nil),
clistnode X T).
clist L o- Lis O; clisthode L L.

Predicateclistnode L T statesthatlocationL is a list that
eventuallypointsto locationT, the addresof the headnodeof the
list. Predicateclist L is thetop-level predicatefor a circularlist
that checksthat eitherL is a null pointeror thatit is a list that
eventuallypointsbackto itself.

For datastructureghatcontaina smallamountof speci c alias-
ing, suchascircularlists, we canwrite predicateshatcarrythespe-
ci ¢ aliasedocationsaroundandsucceedmmediatelywhenthese
locationsare encounteredin this way, we still visit eachlocation
exactly once.

5.2 DirectedAcyclic Graphs

A directedagyclic graph,or DAG, may containaliasedsubgraphs.
The trick from circular lists won't work here,becauseve don't
have enoughinformationaboutwherethe aliasingmay occur In-
steadwe use additive conjunction(& andthe top connectie to
allow sharingbetweerdatastructuresRemembethatformula F1
& F2describesnemorieghatsatisfybothF1andF2 Theconnec-
tivetop describesll memories.

Beforegoinginto thedetailsof DAGs,we shav asmallexample
of how to expressthat a pair of locationsL1 and L2 may or
may not be aliased.Formula(lin L1 V1, lin L2 V2 failsto
describesuchmemoriespecausét only describesnemorieswith
two unaliasedocations.Insteadwe canusethefollowing formula
to describeéhe may-aliassituation.

(lin L1 V1, top) & (lin L2 V2, top)

If the memorycontainsonly onelocation ", thenit canbe de-
scribedby both the sub-formulasconnectedy &. The tensordi-
videsthe memoryinto onepartcontaining” andonepartcontain-
ing the empty memory;" is the witnessfor both L1 and L2, and
top is satis ed by theemptymemory In the casewherethe mem-
ory containgwo locations™ and’°, the rst sub-formulais satis ed
by using” asthe witnessfor L1 andletting top consumehe rest
of the memory containinglocation "% the secondsub-formulais
satis ed by using’® asthewitnessfor L2 andlettingtop consume
therestof thememorycontaininglocation™.

Whena DAG hasno sharingbetweersubgraphsit becomesa
tree.Now we examinethede nition for treeswhichis givenbelow.
It stateghateachtreenodecontaingdata,apointerto its right child,
andapointerto its left child; thatbothof the childrenaretrees;and
thatthe tree node,the left subtree andthe right subtreeare pair
wisedisjoint.

tree L o- (L is 0);
(struct
tree Left,

L (Data::Left::Right:ni ),
tree Right).

We canmodify thetreede nition to describea DAG by chang-
ing thetensorbetweerthetwo subtreeso the additive conjunction
& sothatthey canbealiased.

dag L o- (L is 0);
(struct L (Data::Left::Right:ni 1),
((dag Left, top) & (dag Right, top))).

The DAG de nition still requiresthatthe root nodeis disjoint
from bothsubgraphgsothattherecanbenocycles),but allows the
two subgraphso bealiased.



This de nition may requirethe samenodeto be checled once
for eachuniquepathfrom therootof thedagto thatnode However,
the de nition is still guaranteedo terminatesinceeachuseof the
de nition consumeshe memoryfor therootnode.

6. ExtendedExample: Red-Black Trees

Inthissectionwewill exploreanexampleof red-blackreeswhich
arebalancedinarysearcttrees We notonly checktheshapeof the
datastructureput alsocheckthe partialorderingof thedatacarried
at eachnode,that red nodesdo not have red parentsandthat the
black heightsof all leavesareequal.

6.1 ExpressingRed-Black Treelnvariants

First,we de ne anauxiliary predicatecheckData, to describethe
orderingbetweerthe dataD of the currentnodeandthe dataPd of
the parentnode.It alsotakesa ag Rcto indicateif this nodeis a
right child (Rcis 1), left child (Rcis 0), or the specialcase oot (Rc
is 2), wherethereis norestrictionon thedata.

checkData D Pd Rc o-

(Rc is 0, (D = Pd; Pd > D));
(Rc is 1, (D = Pd; D> Pd));
(Rc is 2).

Next we de ne predicatenode L Pd Rc Bhto meanthatthe
startingaddresof this red nodeis L, andthe black heightof all
the leaves underthis nodeis Bh (agumentsPd and Rc have the
samemeaningasabove). Similarly, predicatednode andrbnode
describeblack nodesand nodesof either color respectiely. The
de nitions aregivenbelon. A rednodecontainsfour elementsthe
colorred(representebly 1), data,pointersto aleft child andaright
child. The datamustbe appropriatelyrelatedto that of its parent,
boththeleft andright childrenmustbe blacknodes andthe black
heightof thetwo subtreess equal.

rmode L Pd Rc Bh o-

(struct L (1:Data:Left::Right:
checkData Data Pd Rc,
bnode Left Data O Bh,
bnode Right Data 1 Bh).

bnode L Pd Rc Bh o-
(L is 0, Bhis 0);
(struct L (O:Data:Left::Right:
checkData Data Pd Rc,
rbnode Left Data 0 Bh2,
rbnode Right Data 1 Bh2,
Bhis Bh2 + 1).

rbnode L Pd Rc Bh o-
(bnode L Pd Rc Bh); (rnode L Pd Rc Bh).

nil ),

nil ),

A black nodeis similar to a red node,exceptthatthe children
may be either color, the black height increasesy one, and an
additionalcaseto handleleaf nodes.

Finally, locationL is a pointerto ared-blackiree(rbtree L) if
it is ablacknodeof someblackheight.

rbtree L o- bnode L 0 2 Bh.

6.2 A Red-Black Treeimplementation

We took an implementationof red-blacktreesfrom The Object
OrientedProgramming/Neb (http://www.oopwebcom)andported
it to MiniC. The porting processvasvery simple,andall changes
weredueto the simplicity of theMiniC parserandinterpreter

We modi ed theLolliMon de nitions givenin theprevioussec-
tion to includea parentpointerandakey in thestruct predicate
in orderto matchthis C implementationIn the implementation,
leaf nodespointto auniversalnil nodecalledsentinel node.The

sentinel is heaily aliasedandwe appliedthetrick in thecircular
linked list exampleandmodi ed the nodepredicatede nitions to
take theaddres®of thissentinel nodeasanextraargument.

We insertedassertionsn the mainfunction after eachseriesof
operationson thered-blacktreeto checkthatthe root variablestill
pointedto a red-blacktreewith sentinelvariableasits nil node.A
subsebf the codeis availablein AppendixB. We did not nd ary
errorsin this implementationHowever, we did introducevarious
errors,andthe assertiongailed asexpected.

7. Relatedand Future Work
In this sectionwe discusgelatedwork andfuturework.

7.1 RelatedWork

Therehasbeena greatdealof researcton staticshapeanalysisus-
ing abstracinterpretationdata o w analysistype systemsmodel
checkingand variousdifferentkinds of logics. Efforts in this di-
rectionarecomplementaryo the dynamicshapeanalysiswe pro-
posein this paper As mentionedin the introduction,the inspira-
tion for usinga substructuralogic to describeheapshapecomes
from the work of O'Hearn, Reynolds, Yang and otherson sepa-
ration logic [22] — a techniquefor static veri cation of pointer
programsOur choiceof linearlogic is mostly out of practicalcon-
cerns;sinceLolliMon is availablefor usto useandmodify.

Tools for dynamicveri cation of heappropertiesinclude Pu-
rify [5] andSWAT [6]. Purify trapsevery memoryacces<all in a
programanddetectgyenericproblemssuchasdanglingpointerac-
cess.SWAT usesa pro ling infrastructureto monitor memoryac-
cesoperationanddetectmemoryleaks Both of theseworksfocus
ondynamicallydetectingnemoryacces®rrorsandmemoryleaks,
whereaour work mainly focuson dynamicallycheckingcomple
programmesspeci edinvariantsaboutmemoryshapes.

7.2 FutureWork

In the future, we plan to continueworking on our assertionlan-
guagein orderto male it easierfor programmers$o masterRight
now, in orderto useour systema programmemustde ne clauses
andwrite assertionsn the syntaxof LolliMon. Eventhoughthe
logic programminglanguages declaratve and relatively easyto
learn,it still requiresanaddedearningcurve for programmersin-
familiar with logic programming.The goal of the assertionlan-
guagedesignis to keepthedeclaratie featureandatthe sametime
bring the syntaxof the assertionanguagecloserto the syntaxof
de ning datastructuresn thenative languagesothatthe program-
mershave aneasiettime specifyinginvariants.

In this paper we only implementa prototypesystemto check
thefeasibility of our basicideaof checkingtheinvariantsof recur
sive datastructuresdynamicallyusinga linearlogic programming
languageA lot of work remainsto malke this systemreal. Ideally,
we would like to deplgy our systemfor ANSI C. The questiongo
besolvedincludehaw to link theruntimesystenof C with thelogic
engine how theperformancevill scaleto largedatastructuresand
how to optimizethelogic engine.

Finally, we arecurrentlyengagedn researcton staticveri ca-
tion of programpropertiesusinglinearlogic [1, 10, 11]. In thelong
term, we hopeto usethe samelanguageof heap-shapassertions
bothasdynamiccontractsandasannotationgor staticveri cation.

8. Conclusions

In this paperwe shaw how to uselinearlogic asalanguageof con-
tractsthat documentand enforceheap-shaperopertiesin imper
ative programs.Unlike the ad hoc, unstructurecheap-shapeon-
tractsone might write in native code,linear logical contractsare



clear conciseand have a well-de ned semanticsWe have imple-
menteda rathersubstantialC-like programminglanguagethatin-
cludeslinearlogical heap-shapeontractsThe contractsare eval-
uatedat runtime usinga modi ed versionof the LolliMon logic
programmingengine.Using our implementationwe have exper
imentedwith contractsfor a variety of datastructuresincluding
linkedlists, doubly-linkedlists, circularlists, treesandDAGs. Sev-
eralof theseexamplesareexplainedin this paper Finally, we have
developedan indexed heapmodelfor linear logic with inductive
de nitions and proven that linear logic's proof theory andthere-
fore ourlogic engine,is soundwith respecto this model.
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Intuitionistic Linear Logic
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B. Redblacktree.minic

Below we include partial codefor the MiniC implementationof
red-blacktrees?®. The delete function includesan assertionto
verify that deleting a node has not violated the red-blacktree
invariantsde ned atthebeginningof the program.

2hasedn codefrom http://oopweltom/Algoritms
/Documents/Smandiume/srbt.txt



I
* Red-Black Tree invariants  specified
* as LolliMon predicates

* */

I

checkData: int -> int -> int -> o.

bnode: int -> int -> int -> int -> int -> o.
rnode: int -> int -> int -> int -> int -> o.
rbnode: int -> int -> int -> int -> int -> o.
rbtree: int -> int -> o.

nilnode: int -> o.

#mode checkData +X +Y +Z.
#modernode +L +N +P +G -B.
#modebnode +L +N +P +G -B.
#moderbnode +L +N +P +G -B.
#moderbtree +L +N.
#modenilnode +L.

checkData D Pd Rc o-

(Rc is 0, (D = Pd; Pd > D)),
(Rc is 1, (D = Pd; D> Pd));
(Rc is 2).

rnode L N Pd Rc Bh o-
(struct L (Left::Right::Parent
::1::Key::Data::nil),
checkData Data Pd Rc,
bnode Left N Data 0 Bh,
bnode Right N Data 1 Bh).

bnode L N Pd Rc Bh o-

(L is N, Bhis 0);

(struct L (Left::Right::Parent
::0::Key::Data::nil),

checkData Data Pd R,

rbnode Left N Data 0 Bh2,

rbnode Right N Data 1 Bh2,

Bhis Bh2 + 1).

rbnode L N Pd Rc Bh o-
(bnode L N Pd Rc Bh);
(rnode L N Pd Rc Bh).

nilnode N o-
struct N (Left::Right::Parent
::0::Key::Data::nil).

rbtree  Root Nilnode o-
nilnode Nilnode,
bnode Root Nilnode 0 2 Bh.

|

Y

K e ——————— —— ——— ——_— - */
/* Red-Black tree description */
enumnodecolor_tp {BLACK, RED};

/* node type */
struct nodeTag_tp {
struct nodeTag_tp *left;
struct nodeTag_tp *right;
struct nodeTag_tp *parent;
nodecolor_tp color;
key tp key;
rec_tp rec;
h
typedef struct nodeTag_tp node_tp;

P e e e
* Global variables: sentinel and root

/* all leaf nodes are sentinels */
node_tp *sentinel;

/* root of Red-Black tree */
node_tp *root;

P et e
* Function Declarations
* (code ommitted)

void rotateLeft(node_tp **x) {..}

void rotateRight(node_tp  *x) {..}

status_tp find(key_tp key, rec_tp *rec) {..}
void insertFixup(node_tp  *x) {...}

status_tp insert(key_tp  key, rec_tp *rec) {..}
void deleteFixup(node_tp  *x) {...}

/* delete node z from tree */
status_tp delete(key_tp key) {

node_tp *y;
...code ommitted...
free(y);

/* assert that delete maintains the invariants
assert([[rbtree $root $sentinel,  top]l);

return STATUS_OK;

J* e e
* Main Function

int main () {

rec_tp *rec;
status_tp  status;
int i

/* build sentinel (nil) node */

sentinel = malloc(sizeof(node_tp) );
sentinel->left = sentinel;
sentinel->right = sentinel;
sentinel->color = BLACK;
sentinel->key = 0;

sentinel->rec = 0;

/* allocate record */
rec = malloc(sizeof(rec_tp));

/* assign initial value of root */
root = sentinel;

/* fill in with keys O through 14 */

i =0;
while (i < 15) {
rec->stuff =i + 20;
status = insert(i,rec);
i =i +1;
}
/* delete node -- includes invariant check */
status = delete(3);

*/



